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Foreword

The business landscape has changed dramatically and the need
to create greater transparency, establish sound corporate
governance and understand risk exposure has never been greater.
Internal audit is well positioned to help organizations adapt and
even succeed in these unprecedented times. It is a key pillar in
effective corporate governance and risk management, and is
ultimately there to safeguard the sustainability of organizations.

The Institute has been working relentlessly to elevate the internal
audit profession and to provide members with the support and
resources they need to successfully meet each challenge. Strong
technical knowledge and skills will help the internal auditors to
meet stakeholder's expectations and be viewed as enablers of
sustainable value. Internal Audit Standards Board of the Institute
has over the years brought out high quality literature on internal
audit, internal control and risk management for the guidance of
the members. Apart from issuing Standards on Internal Audit, the
Board has also issued a number of generic and industry specific
guides. In 2013, the Board had issued “Compendium of Technical
Guides on Internal Audit” which contained both generic and industry
specific Guides. Considering the fact that number of guides have
increased substantially, the Board has decided to issue two separate
Compendiums, one for industry specific Guides and other for
generic Guides on internal audit. This “Compendium of Generic
Internal Audit Guides” is a one stop reference for all the generic
guides issued by the Board till date.

| would like to congratulate CA. Charanjot Singh Nanda, Chairman,
Internal Audit Standards Board and all the other members of the
Board for their efforts in developing technical literature on internal
audit.

| am sure that this Compendium would prove beneficial, as part of
efforts of our members to deliver best in all their internal audit
engagements.

January 13, 2015 CA. K. Raghu
New Delhi President, ICAI






Preface

Accelerated changes in response to challenging economic and
competitive market conditions over the past years have redefined
organizational structures, business processes, and ultimately the
risks. In this dynamic environment, internal audit’'s scope is
expanding because the expectations that boards and management
place on it are growing thereby demanding an increased focus on
achieving balance between risk management and business
performance. Internal auditors need to be more broad based and
adopt a holistic approach to their planning and execution
methodology in order to be effective business partners.

The Institute through Internal Audit Standards Board has been
playing an important role in helping members to not only sharpen
internal auditing knowledge and skills but also in moving towards
being an important pillar of corporate governance framework. The
Board has over the years brought out a number of generic and
industry specific guides which provide detailed guidance to the
members on various internal audit aspects. In 2011, the Board
had issued “Compendium of Technical Guides on Internal Audit”
which contained text of all the Industry Specific and Generic Guides
issued by the Board till June, 2011 and further issued revised
edition of the same in 2013.

With a view to enhance utility and optimize the size of the
Compendium, the Board is bringing out separate Compendiums
for Industry Specific Internal Audit Guides and Generic Internal
Audit Guides. This Compendium of Generic Internal Audit Guides
(As on January 1, 2015) is divided into two Volumes. The first
volume contains Background Material on Due Diligence, Guide on
Risk Based Internal Audit, Guide to Implementing Enterprise Risk
Management, Study on Co-ordination of Internal Auditor with
Functional Heads and Study on Investigative Audit, The second
volume contains Guide on Environmental Audit, Data Analytics
and Continuous Control Monitoring, Technical Guide on Social
Audit, Technical Guide on Internal Audit of Intangible Assets and



Technical Guide on Internal Audit of Tendering Process. Further,
it may be noted that the text of each of all these Guides have been
published as a separate publication of the Institute.

| would like to express my gratitude to CA. K. Raghu, President,
ICAlI and CA. Manoj Fadnis, Vice President, ICAI for their
continuous support and encouragement to the initiatives of the
Board. | must also thank my colleagues from the Council at the
Internal Audit Standards Board, viz., CA. Shriniwas Yeshwant Joshi,
Vice Chairman, IASB, CA. Rajkumar S. Adukia, CA. Prafulla
Premsukh Chhajed, CA. Sanjeev K. Maheshwari, CA. Dhinal
Ashvinbhai Shah, CA. Shiwaji Bhikaji Zaware, CA. V. Murali,
CA. S. Santhanakrishnan, CA. Abhijit Bandyopadhyay, CA. Sanjiv
Kumar Chaudhary, CA. Atul Kumar Gupta, CA. Naveen N.D. Gupta,
Shri Manoj Kumar, Shri P. Sesh Kumar and Shri R.K. Jain for their
vision and support. | also wish to place on record my gratitude for
the co-opted members on the Board, viz., CA. R. Balakrishnan,
CA. N. S. Ayyanagoudar, CA. Sunil H. Talati, CA. J. Vedantha
Ramanujam and CA. Milind Vijayvargia and special invitees,
CA. Nagesh D. Pinge and CA. Hardik Chokshi for their invaluable
guidance as also their dedication and support to various initiatives
of the Board. | also wish to express my thanks to CA. Jyoti Singh,
Secretary, Internal Audit Standards Board, CA. Arti Bansal, Asst.
Secretary and CA. Pallavi Aggarwal, Management Trainee in giving
final shape to the Compendium.

| am sure that having these Guides together at one place in the
form of Compendium would make an easy reference for all the
users.

January 13, 2015 CA. Charanjot Singh Nanda
New Delhi Chairman, IASB

Vi



Contents

FOT@WOIM ......oveeieeesisresisnesissmssisnsssssnssinsssssnnsssssssssnnsssssnnssnnsssnnnnnn iii
Lo =Y - [ - S v
Volume Il

G-6 Guide on Environmental Audit..........cceorvemiireennns 587-712

G-7 Data Analytics and Continuous Controls
Monitoring (including Practical Case
StUAIES) .coiiirrrrrir e 713-897

G-8 Technical Guide on Social Audit........c.cceeveremnnns 899-991

G-9 Technical Guide on Internal
Audit of Intangible Assets ...........ccoecrriiiinnnnne 993-1109

G-10 Technical Guide on Internal Audit of

Tendering Process........cccccccccmeenmnnnnsnnnnnnnsnnnnns 11111262
Volume |
G-1 Background Material on Due Diligence................. 1-192

G-2 Guide on Risk-based Internal Audit................... 193-276



G-3

Guide to Implementing Enterprise
Risk Management ..........ccccconiiiiinmmnnninnnnnnesnnnnns 277-369

Study on Co-ordination of Internal Auditor
with Functional Heads..........ccoooiiiiiiiinneees 371-424

Study on Investigative Audit ...........ccceieiiiinnns 425-586

Note : Detailed contents of each of these Guides is given at
the beginning of the respective Guide.




G-6
GUIDE ON
ENVIRONMENTAL AUDIT







Guide on Environmental Audit

Foreword

The global environment scenario is very grim because of increasing
water and atmospheric pollution, over-exploitation of land, cutting
down of forests, increase in untreated waste, threats to biodiversity
and marine areas. The multiplicity of agencies involved, pressures
of various interest groups and complexity of the tasks to be
performed in environmental protection poses a great challenge in
ensuring adequate protection of the environment. Environmental
audit is a methodical examination of environmental information
about an organization, a facility or a site, to verify whether, or to
what extent, they conform to specified audit criteria.

| congratulate CA. Rajkumar S. Adukia, Chairman, Internal Audit
Standards Board and other members of the Board for bringing out
this “Guide on Environmental Audit’ on a timely basis. This
comprehensive publication would surely help the members to
understand the various compliance and regulatory requirements
related to environment audit and obtain better skills and knowledge
in this emerging field.

| am sure that this Guide would help the members to play a
significant role in assisting organizations, to ensure application of
the best business practices, resulting in decrease of potential
environmental liabilities and mitigation of environmental risks.

January 2, 2012 CA. G. Ramaswamy
New Delhi President, 1CAI
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Preface

Environmental issues are increasingly impacting the bottom line
and future prospects of companies in many industries. They can
present both opportunities and risk and can have important
implications for strategy, competitiveness, risk management,
stakeholder relations and business resilience. Understanding how
environmental issues impact stakeholders and understanding
stakeholder’'s expectations about environmental issues can
contribute valuable insights for the identification of strategic
opportunities and corporate risks. Positive stakeholder relations
build trust, increasingly essential for competitiveness and resilience.

Environmental auditing seems to date back, formally, to around
the promulgation of the U.S. National Environmental Protection
Act (NERA) in 1969. Environmental auditing is a process whereby
an organisation’s environmental performance is tested against it’s
environmental policies and objectives. The aim is to assess how
well environmental organisation, management and equipment are
performing with the aim of contributing to safeguard the environment
by facilitating management control of environmental practices and
assessing compliance with organisational policies, which would
include meeting regulatory requirement.

Recognising the growing importance of the subject of environmental
auditing as the survival and growth mantra for business these
days, the Internal Audit Standards Board has issued this Guide on
Environmental Audit. The main objective of this Guide is to provide
a general overview of the concept of environmental auditing as an
emerging area. The Guide is divided into eight chapters. Chapter |
is introductory in nature and Chapter Il discusses some key
concepts related to this area. Chapter Ill explains the concepts of
environmental auditing, it's features, objectives and benefits.
Chapter IV deals with evolution of the concept of environmental
auditing over the past few decades. This chapter also explains
some applicable standards in this area. Chapter V elaborates the
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process of environmental auditing and lists out the tools and
techniques used. It also explains the manner of writing an
environmental audit report. Chapter VI deals with various types of
environmental audit and some emerging trends in the area. Chapter
VIl analyzes emerging opportunities for the members in the area
of environmental auditing and Chapter VIII includes summary and
conclusion. The guide also includes checklist for environmental
audit, illustrative environmental audit report and glossary of terms
thereby providing valuable guidance to the readers for developing
understanding of the subject matter.

At this juncture, | wish to express my sincere gratitude to
Dr. (Ms.) Shuchi Pahuja for sparing time out of her professional
and personal commitments and sharing her wealth of experience
in the area of environmental auditing in the form of this Guide.

| wish to place on record my thanks for CA. G. Ramaswamy,
President and CA. Jaydeep N. Shah, Vice President, ICAI, for
their continuous support and encouragement in the activities of
the Internal Audit Standards Board. | also wish to express my
sincere gratitude to all my colleagues from the Council at the
Internal Audit Standards Board, viz., CA. P. Rajendra Kumar, Vice
Chairman, CA. Amarjit Chopra, CA. Shiwaji B. Zaware, CA. Ravi
Holani, CA. Anuj Goyal, CA. Nilesh Vikamsey, CA. Vijay K. Garg,
CA. Atul C. Bheda, CA. J. Venkateswarlu, CA. Abhijit
Bandyopadhyay, Shri Prithvi Haldea, Smt. Usha Narayanan, Smt.
Usha Sankar, Shri Manoj Kumar and Shri Sidharth Birla for their
vision and support. | also wish to place on record my gratitude for
the co-opted members on the Board, viz., CA. Madhu Sudan Goyal,
CA. Rohit Choksi, CA. Ketan Vikamsey and CA. Pankaj Kumar
Adukia as also special invitees on the Board, viz., CA. Anil Kumar
Jain, CA. Ajay Minocha, CA. Sumit Behl and CA. R. Subramaniam
for their invaluable guidance as also their dedication and support
to the various initiatives of the Board. | also wish to express my
thanks to CA. Jyoti Singh, Secretary, Internal Audit Standards
Board and her team of officers for giving final shape to this
publication.
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I am hopeful that this Guide would play an important role in providing
the members an initial start in acquiring necessary knowledge in
this emerging area, so that they are able to contribute in
conservation of environment.

Jannuary 2, 2012 CA. Rajkumar S. Adukia
Mumbai Chairman
Internal Audit Standards Board
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Abbreviations

ASOSAI
CA
CES
CICA
CPCB
CSA
EIA
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EMS
EPA
EU
FEE

GCC
GHG
GRI
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[EM
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INTOSAI

IPCC
ISO
NEPA
SAl
SEAs
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Association of Supreme Audit Institutions
Chartered Accountants

Carbon (Emission and Sequestration) Accounting
Canadian Institute of Chartered Accountants
Central Pollution Control Board

Canadian Standards Association
Environmental Impact Assessment

European Eco-management and Audit Scheme
Environmental Management System
Environmental Protection Agency, USA
European Union

Federation des Experts Comptables Europeens
(Europeans Federation of Accountants)

Global Climate Change

Greenhouse Gases

Global Reporting Initiative

International Chamber of Commerce
International Environmental Agreements
Integrated Environmental Management
International Federation of Accountants

International Organization of Supreme Audit
Institutions

Intergovernmental Panel on Climate Change
International Standards Organization

US National Environmental Policy Act
Supreme Audit Institutions

Strategic Environmental Assessments
Securities and Exchange Commission, USA
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SEESR

SHEQ
SPCB
UNCED

UNCTAD

UNEP

UN ISAR

WCED

WGEA

Guide on Environmental Audit

Social, Ethical, Environmental and Sustainability
Reporting

Safety, Health, Environmental and Quality
State Pollution Control Board

United Nations Conference on Environment and
Development (known as Earth Summit)

United Nations Conference on Trade and
Development

United Nations Environment Program

United Nations Inter Governmental Working Group
of Experts on International Standards on Accounting
and Reporting

World Commission on Environment and
Development

Working Group on Environmental Audit

595



Glossary

Compliance Monitoring

Corrective Action

Corrective Action Plan

Environmental Audit

Environmental
Consultant

Environmental Due
Diligence Audit

Environmental Risk
Assessment

Environment

A continuous process to ensure that the
conditions in the environmental law,
certificates or permits are adhered to.

Action to eliminate the cause of a
detected non-compliance.

An action plan developed by auditee or
someone on his behalf to resolve the
non-conformity item.

An audit which aims at verification and
validation to ensure that various
environmental laws are complied with
and adequate care has been taken
towards environmental protection and
preservation.

An individual or firm who act in an
independent manner to provide
information for decision-making.

An audit which is normally conducted
before acquisition or sale of a business
or property to check the extent to which
the business may have known or
unknown (or visible or hidden)
environmental liabilities.

An assessment of the environmental
risks arising from a facility in areas such
as, air, water, soil and groundwater
pollution.

Environment includes water, air and
land and the inter-relationship which
exists among and between water, air
and land, human beings, other living
creatures, plants, micro organism and
property.
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Environment
Assessment

Environmental Audit
Report

Environmental
Compliance Audit

Environmental Impact

Environmental Impact
Assessment

Environmental
Management Audit

Guide on Environmental Audit

The generic term used for all forms of
assessment of projects, plans,
programmes or policies. This includes
methods such as, environmental impact
assessment, sustainability assessment,
strategic environment assessment, etc.

A summary report prepared after an
environmental audit that describes the
attributes of the audit and audit findings
and conclusions.

An audit conducted mainly to ensure
compliance with environmental laws,
standards, industry guidelines and
company’s policies. Environmental
performance audit- An audit conducted
to verify environmental activities and
performance of the auditee.

A positive or negative condition that
occurs to environment as a result of
the activity of a project, facility or entity.

A process which is used to identify,
predict or assess the potential
environmental impact of a proposed
project on the environment. It is
compulsory requirement in many
countries.

An audit which explores the extent,
nature and format of environmental
management systems which are in
place. It is normally carried out to
evaluate operations which may be
required considering certification for
formal EMS systems such as, ISO
14000 or EMAS.
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Environmental
Management System
(EMS) Audit

Impact

Integrated
Environmental
Management (IEM)

Lead Auditor

Mitigate

Permit Audit

Pollution Prevention

An audit, where an established EMS is
in place, to be carried out to test
effectiveness and appropriateness of
the EMS against the context of current
operations and activities or to comply
with EMS audit requirement of ISO
14001 or EMAS.

The positive or negative effects on
human well-being and/ or on the
environment.

A philosophy which prescribes a code
of practice for ensuring that
environmental consideration are fully
integrated into all stages of the
development and decision-making
process.

An auditor who is appointed to
undertake the environmental audit and
undersign the audit report.

Implementation of measures to reduce
adverse impacts on environment.

An audit carried out, usually as a formal
permit condition, to externally check the
compliance of an organization to the
terms and requirements of a permit or
licence. Proponent- Any individual,
authority, industry or association
proposing an activity, project or
programme.

Use of processes, practices,
techniques, materials, products,
services or energy to avoid, reduce or
control (separately or in combination)
the creation, emission or discharge of
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Scoping

Safety, Health
Environmental &
Quality (SHEQ)
Management

Stakeholders

Surveillance Audit

Guide on Environmental Audit

any type of pollutant or waste, in order
to reduce adverse environmental
impacts (as defined in ISO 14001:2004).

The process of determining key issues
in an environmental assessment. The
main purpose is to ensure that only
significant issues are examined and at
the same time no important issue is
left.

A safety, health, environment and
quality audit carried out by organizations
who wish to reduce the cost and
inconvenience of having a number of
separate audits and, instead, combine
these audits into one exercise.

A sub-group of public whose interests
may be positively or negatively affected
by a proposal or activity and/ or who
are concerned with a proposal or activity
or its consequences. In environmental
issues even public at large is a major
stakeholder.

An audit undertaken to verify that an
organization with an existing certification
is still meeting the minimum
requirements of certification.
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Executive Summary

1. During past few decades, adverse environmental effect of
economic development has become a matter of great public
concern all over the world. It has been increasingly realized that
industrial and development activities are a key contributor to the
escalating environmental degradation of the earth, through intensive
use of natural resources and generation of environmental pollutants
and waste that overwhelm the natural environment’s capacity to
recover. Industry and developers cannot remain silent spectators
to these devastating impacts on the environment and resulting
global climate change. The time has arrived that they must take all
the steps to protect the environment and to minimize the adverse
environmental impact to this planet, in a sustainable manner for
the sake of the future generation.

2. The recognition regulators and public have given to the
importance of environmental issues and sustainability challenge in
past two decades is beginning to put lot of pressure on industry
and business. Various laws have been enacted at national and
international levels addressing issues like, pollution, conservation
of resources, global warming and climate change. There has also
been significant increase in public concern on the issue. Ever
increasing ethical consumers, ethical investors (mainly institutional
investors), concerns by media, NGOs and awareness among
stakeholders about environmental risk and its impact on financial
results of the concerns have compelled the companies to redefine
their products, processes and markets to make them more
environmental friendly and less resource consuming. More and
more businesses are becoming conscious of their carbon footprint
and how their actions impact the environment. With this legislative
and social trend, assessment of environmental performance and
environmental impacts of a business has become important to
managers not only for reasons of social concern but because they
represent very real liabilities faced by organisations. In fact,
environmental issues have become so central to organizational
management that any organisation ignoring environmental aspect
in its functioning would indirectly endanger its own existence.
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3. Since companies have started taking green initiatives to
reduce their carbon footprint and to conserve the resources, it has
become necessary that some action should be taken to evaluate
green performance of the company. Environmental audit, popularly
called green audit, is a step in this direction. Simply speaking,
environmental audit refers to verification of environmental measures
taken by an organization. It is a branch of social audit. According
to US Environmental Protection Agency (EPA), “Environmental
audit is a systematic, documented, periodic and objective review
by a regulated entity of facility, operations and practices related to
meeting environmental requirements”. Environmental audit aims
at verification and validation to ensure that various environmental
laws are duly complied with and adequate care has been taken
towards environmental protection and preservation. It is a wide
term which includes in it mainly three areas — Environmental
compliance audit, Environmental performance audit, and
Environmental financial audit. While compliance audit seeks to
ensure compliance with relevant environmental laws, standards,
industry guidelines and company policies; focus of environmental
performance audit is on verification of environmental performance
of the concern to ensure application of the best business practices
to decrease potential environmental liabilities and to mitigate
environmental risks. In the environmental financial audit, the auditor
verifies accuracy and authenticity of all significant environmental
costs, benefits, assets and liabilities reported by the concern.

4. These days, environmental audit has become a valuable
tool in the management and monitoring of environmental and
sustainable development programs. In fact, environmental audit
acts both as the first essential step towards environmental sensitivity
and as a regular and essential part of environmental management
system. The results of the environmental audit exercises provide
important information to various concerned internal and external
stakeholders. Conducting an environmental audit is no longer
optional but a sound precaution and a proactive measure in today’s
highly regulated environment.

5. Accounting profession is considered to be low environment
impact sector and therefore, accountants and auditors were earlier
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not associated with the conservation of environment movement.
However, with environmental protection assuming increased
importance in the world, the accounting profession all over the
world has shown positive response to the environmental issues. It
has been felt that professional accountants can play an important
role in helping an organization to respond to environmental issues.
It would help them also in developing their role beyond the traditional
core activities related to financial accounting and auditing.

6. Environmental audit as an emerging area in auditing is of
substantial interest to the accounting profession in India. This “Guide
on Environmental Audit” aims at providing a useful understanding
of the concept of environmental audit to the professional
accountants in India. The Guide would give general information on
processes, tools and techniques of environmental audit. It contains
eight chapters namely, Introduction; Key Concepts; Environmental
Audit — concept, features, objects and benefits; Evolution of
Environmental audit and some environmental audit standards;
Process of environmental audit; Types of environmental audit;
Emerging opportunities for professional accountants in the area of
environmental audit; and finally, Summary and conclusion. It is
expected that the guide would help auditors in planning and
conducting environmental audits in a more structured and
systematic manner. They can apply the general guidance provided
in the manual in audit of different environment related issues with
suitable customization.
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Chapter 1

Introduction

1.1 In the past few decades, environmental crisis has become a
global issue. People have become increasingly concerned about
the effects of global warming and resulting Global Climate Change
(GCC). Increase in water, air and other forms of atmospheric
pollutions, decrease in size of forests, over exploitation of land,
dumping of waste and increase in emission of GHGs have
contributed to the threats faced by biodiversity and ecology of the
earth. It has been felt that this degradation in environment is mainly
the result of relentless march towards economic and social
development without environmental considerations which
encouraged urbanization, industrialization, over-utilization of natural
resources, deforestation, pollution, etc.

1.2 To control this situation, the Governments of many countries
are promoting more and more regulations to protect the environment
and the community, in general. There are several environmental
laws at national and international levels to address major
environmental issues such as, water scarcity and quality
degradation, soil degradation, accumulation of toxic wastes, forest
cover depletion, pollution from industry and urban livelihoods,
climate change, and global warming. Violation of these statutes
can result in significant fines, remediation costs and even closure
of business. It is because of stringent environmental laws, in all
the major business decisions (like, financing, capital budgeting,
working capital management, cost controls, project planning and
control, mergers or corporate restructuring) that environment has
become one of the critical factor. With this legislative trend,
assessment of environmental performance and environmental
impacts of a business has become important to managers not
only for reasons of social concern but because they represent
very real liabilities faced by organisations.

1.3 There has also been a significant growth of public concern
regarding environmental issues over the past two decades. Ethical
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consumers, world over, are giving preference to green products.
They want a product that is manufactured using the fewest
resources, contains no harmful toxic chemicals and which can be
disposed off in an eco-friendly manner. Consumers are even ready
to pay more for such green products. Among the industrial
customers, many big companies are demanding detailed
environmental metrics such as, carbon-foot print data from
suppliers. They seek green supplier practices like, reduced
packaging or redesigning of distribution routes to cut fossil fuel
and resource use. In the same way, there is growing concern
about environmental issues among other stakeholders like, investors
(particularly institutional investors), creditors, financial community
(banks, insurance companies, etc.), NGOs and society at large.

1.4 There are pressures of stringent environmental laws, rising
resource prices, reduction in availability of natural resources and
growing awareness among various concerned stakeholders about
environmental issues which have compelled companies to redefine
their products, processes and markets to make them more
environmental friendly and less resource consuming. More and
more businesses are becoming conscious of their carbon footprint
and how their actions impact the environment. It appears that
green business is the only survival and growth mantra for business
these days.

1.5 Since companies have started taking green initiatives to
reduce their carbon footprint and to conserve the resources, it has
become necessary that some action should be taken to evaluate
green performance of the company. Environmental audit, popularly
called green audit, is a step in this direction. Simply speaking,
environmental audit refers to verification of environmental measures
taken by an organization. Environmental audits are undertaken
mainly to ensure compliance with regulatory requirements and
corporate guidelines. They also seek to ensure application of the
best business practices to decrease potential environmental
liabilities and to mitigate environmental risks.

1.6 The main objective of this Guide is to provide a general
overview of the concept of environmental audit as an emerging
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area in auditing. The Guide is divided into eight chapters including
the present one which is introductory in nature. Before going into
details of environmental audit, Chapter Il introduces some key
concepts used in the area. Chapter Ill explains the concept of
Environmental audit, its features, objects and benefits. Chapter IV
deals with evolution of the concept of environmental audit over the
past few decades. This Chapter also explains some applicable
standards in this area. Chapter V elaborates the process of
environmental audit and lists out some tools and techniques used
in environmental auditing. The Chapter also explains how to write
an environmental audit report. Chapter VI deals with various types
of environmental audit and some emerging trends in the area.
Chapter VII analyzes emerging opportunities for professional
accountants in the area of environmental auditing. Finally, Chapter
VIII gives summary and concludes the discussion.
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Chapter 2
Key Concepts

2.1 Before going into details of environmental audit, it is
necessary to have knowledge of some key concepts relating to
environment, climate change and environmental performance. This
chapter presents meaning of some key concepts used in relation
to environmental audit.

Environment

2.2 The term environment refers to all the conditions that
surround us. It includes “The physical surroundings, conditions,
circumstances etc. in which a person lives... the totality of the
physical conditions on the earth or part of it.” In the context of
business organizations, environment can be defined as all the
conditions that surround a business concern. These conditions
include external as well as internal environment of the organization.
According to Environment (Protection) Act, 1986, “Environment
includes water, air and land and the inter-relationship which exists
among and between water, air and land, human beings, other
living creatures, plants, micro organism and property.” This definition
covers natural physical environment only. This Guide also mainly
focuses on natural physical environment and, therefore, ignores
non-physical, general, industrial and internal environment.
Environment has been taken as natural physical surroundings and
includes air, water, land, flora, fauna and non-renewable resources
such as, fossil fuels and minerals.

Environmental Degradation

2.3 The relentless march towards development, industrialization
and increasing urbanization has led to rapid degradation of the
environment. Environmental degradation occurs when nature’s
resources such as, trees, habitat, land, water and air are consumed
faster than the rate at which nature can replenish them; when
pollution results in irreparable damage to the environment or when
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human beings destroy or damage eco-systems in the process of
development. Some of the causes of such degradation include
overpopulation, urbanization, industrial pollution, waste dumping,
intensive farming, over-fishing, industrialization, introduction of
invasive species, lack of environmental regulations, etc.

Global Warming

2.4 Global warming is the increase of earth’s average surface
temperature due to the effect of Greenhouse Gases (GHGs) such
as, carbon dioxide released from burning of fossil fuels, industrial
activities and human uses which trap heat that would otherwise
escape from earth. This is a type of Greenhouse effect. The effects
of such warming may range from mild to dire, i.e., from moderate
changes in regional climates and length of seasons to catastrophic
global ecological changes like, extreme weather conditions, damage
of crops, cyclones and storms, destabilization of massive ice sheets
in Polar Regions, rise of sea levels, sub-merging of coastal cities,
widespread vanishing of animal species, dislocation of people and
resulting effects. Global Warming is not just an environmental or
health concern- it is a matter of survival on the earth.

Greenhouse Gases (GHGs)

2.5 Greenhouse gases are gases that trap heat in the earth’s
atmosphere. The main greenhouse gases defined within the context
of Kyoto Protocol include: carbon dioxide (CO2), methane
(CH4), nitrous oxide (N20), and industrial gases such as, hydro
fluorocarbons (HFCs), perfluorocarbons (PFCs) and sulphur
hexafluoride (SF6). Though GHG covers six gases, CO2 is a major
component accounting for around 55 percent of it (about 85 percent
in US). That's why, GHG accounting is mostly referred to as carbon
accounting.

Global Climate Change

2.6 According to Integrated Panel on Climate Change (IPCC),
Climate change refers to a change that can be identified by changes
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in the state of the climate that persist for an extended period,
usually decades or longer. Such changes can be there due to
natural variability or as a result of human activity. As the
concentration of GHGs grows, more heat is trapped in the
atmosphere and less is escaped back into space. This increase in
trapped heat alters the weather patterns and changes the climatic
conditions on the earth known as Global Climate Change (GCC).

Sustainability

2.7 The concept of sustainable development requires every
organization to think in time dimension longer than a generation
and place, and emphasizes on both rights and responsibilities.
The term sustainability was popularised by the Brundtland
Commission’s 1987 report “Our Common Future”. The aim of
sustainability is to have “development that meets the needs of the
present without compromising the ability of future generations to
meet their own needs.” Thus, sustainability requires a delicate
balance between people, planet and profit. Many big companies
all over the world are embracing the concept of ‘triple bottom line’
which is equal weighing of three pillars of corporate sustainability
namely, social, environmental and economic factors.

Environmental Management System (EMS)

2.8 Industry and business is now encountered with an increasing
number of environmental laws and regulations, pressures from
stakeholders and concern of management regarding environmental
performance. In an effort to meet environmental challenges,
business organizations have been developing management systems
that are designed to achieve organization’s environmental goals
and objectives. These systems are known as environmental
management systems (EMSs). An EMS may be considered as a
part of the overall management system which covers all aspects
of the organization relating to environment and is the means by
which the separate elements of environmental response are
systematically harmonized and integrated with the other
management systems (including accounting systems) of the
organization.
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2.9 IS0 14001 specifically governs EMS and provides necessary
input for any organisation to develop and implement a cost-effective
system of environmental management. According to ISO 14001,
“EMS is that part of the overall management system which includes
organizational structure, planning activities, responsibilities,
practices, procedures, processes and resources for developing,
implementing, achieving, reviewing and maintaining the
environmental policy.” An efficient system of environmental
management helps management in complying with environmental
laws, acknowledging environmental risks as well as controlling
them and reducing adverse impact of its activities on the
environment.

Environmental Accounting

2.10 The term environmental accounting has many meanings and
uses. It can support national income accounting, financial
accounting or internal business management accounting.
Environmental Protection Agency (EPA) of USA has explained
environmental accounting at following three levels:

(i) Environmental accounting in the context of national income
accounting refers to natural resource accounting, which can
entail statistics about a nation or region’s consumption,
extent, quality and value of natural resources both renewable
and non-renewable.

(i)  Environmental accounting in the context of financial
accounting usually refers to the preparation of the financial
environmental reports for external audiences using GAAP.
It includes estimation and public reporting of environmental
liabilities and financially material environmental costs.

(i)  Environmental accounting as an aspect of management
accounting serves business managers in making capital
investment decision, costing determinations, process/ product
design decisions, performance evaluations, and a host of
other forward looking business decisions. Thus,
environmental accounting at this level refers to the use of
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data about environmental costs and performance in business
decisions and operations.

Exhibit 1 shows environmental accounting at these three levels.

Exhibit 1 : Types of Environmental Accounting®

S. | Type of Environmental Focus Audience

No. | Accounting

(i) National Income Accounting | Nation External

(if) | Financial Accounting Firm External

(iii) | Managerial or Management | Firm, Division, Internal
Accounting Faculty, Products,

Lines, or System

Environmental Reporting

2.11 Due to growing social and legal pressures and increasing
judicial intervention, there has been a growing demand for
disclosure of environmental policies, practices and performance of
a company to the interested stakeholders in or outside the concern.
“Environmental reporting is the term commonly used to describe
the disclosure by an entity of environmentally related data, verified
(audited) or not, regarding environmental risks, environmental
impacts, policies, strategies, targets, costs, liabilities or
environmental performance to those who have interest in such
information as an aid to enabling/ enriching their relationship with
the reporting entity, via either the annual report and accounts
package; a stand-alone corporate environmental report (CER); a
site-centered environmental statement, or some other medium (e.g.,
staff newsletter, video, CD Rom, internet site)” (United Nations,
1997). These days, environmental reporting is described either as
a branch of the corporate governance tree, or as one aspect of
the so-called ‘triple bottom line’ — whereby data on financial results,
environmental performance and social impact are brought together
in what might be termed as a sustainability report.

) EPA, (1995a), ‘An introduction to environmental accounting as a business
management tool: Key concepts and terms’, US: EPA primer, Washington DC,
p.4.
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Social and Environmental Audit

2.12 Social audit is verification, validation, measurement, evaluation
and reporting of the organization’s performance in fulfillment of its
social responsibilities. A branch of it is environmental audit.
Environmental audit aims at verification and validation to ensure
that various environmental laws are complied with and adequate
care has been taken towards environmental protection and
preservation. According to UNEP, 1990, “Environmental audit can
be defined as a management tool comprising systematic,
documented and periodic evaluation of how well environmental
organization management and equipment are performing with an
aim of helping to regularize the environment.”

The term environmental audit and its features have been discussed
in detail in the next Chapter.
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Environmental Audit

3.1 This chapter presents the concept of environmental audit
and highlights its important features. The objectives and benefits
of conducting environmental audits have also been explained in
this chapter.

Environmental Audit — Concept and
Features

3.2 The term environmental audit means different things to
different people. Terms such as environmental assessment, survey
and review are used to describe the same type of activity.
Furthermore, some organizations consider that an “environmental
audit” addresses only environmental matters, whereas others use
the term to mean an audit of health, safety and environmental
matters. Basically, environmental audit is an independent evaluation
of policy and principles, systems, procedures, practices and
performance, and other elements of a business relating to
environment.

3.3 Some important definitions of environmental audit are as
follows:

(i)  According to US Environmental Protection Agency (EPA),
“Environmental audit is a systematic, documented, periodic
and objective review by a regulated entity of facility,
operations and practices related to meeting environmental
requirements.”

(i)  The Confederation of British Industry (1990) defines
environmental audit as, “the systematic examination of the
interaction between any business operations and its
surroundings. This includes all emissions to air, land and
water; legal constraints; the effects on the neighbouring
community, landscape, and ecology; and the public’'s
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perception of the operating company in the local
area...Environmental audit does not stop at compliance with
legislation. Nor is it a ‘green-washing’ public relation
exercise...Rather it is a total strategic approach to the
organization’s activities.”

(i)  The International Chambers of Commerce (ICC) in its
publication Environmental Auditing (1989) defines
environmental auditing as “a management tool comprising a
systematic, documented, periodic and objective evaluation
of how well environmental organization, management and
equipment are performing, with the aim of helping safeguard
the environment by:

(a) facilitating management control of environmental
practices; and

(b) assessing compliance with company policies which
would include meeting regulatory requirements.”

3.4 The definition given by ICC is unanimously accepted
definition. Many leading companies follow the same basic
philosophy and approach as given by this definition. The European
Commission in its regulation on Environmental Auditing and Eco-
management and Audit Scheme (EMAS) also adopts the ICC
definition of environmental audit. The European Commission’s Eco-
management and Audit Scheme (EMAS) defines an environmental
audit as ... “a management tool comprising a systematic,
documented, periodic and objective evaluation of the performance
of the organization, management system and process designed to
protect the environment with the aim of: (i) facilitating management
control of practices which may have an impact on the environment;
(i) Assessing compliance with company environmental policies.”

Hence, environmental audit may be defined as a means of
management which allows exhaustive, documented, periodical and
objective evaluation of the way in which management and
equipments of an entity manage and control their environmental
impacts and comply with environmental policies, standards and
environmental laws.
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Features of Environmental Audit

3.5

(i)

(ii)

(iif)

(iv)

The following are features of environmental audit:

Management tool — Environmental audit is generally
considered as one of the management tool which is a part
of internal control system and is mainly used to assess,
evaluate and manage environmental performance of a
company. It can be taken as one of the many ways used by
management to respond to the environmental issues.

Aim of environmental audit — A green audit may be
conducted for many purposes, for example, to comply with
environmental laws or as a social responsibility measure or
to meet some certification requirements. But the main and
ultimate aim of any environmental audit is to evaluate and
control the adverse impact of economic activities of an
organization on the environment.

Environmental audit should be distinguished from
Environmental Impact Assessment (EIA) — EIA is a tool
used to predict, evaluate and analyze environmental impacts
mostly before a project commences. It assesses the potential
environmental effects of a proposed facility. Whereas
environmental audit looks at environmental performance for
an existing operation or activity. The essential purpose of
an environmental audit is the systematic scrutiny of
environmental performance throughout a company’s existing
operations.

Systematic — Environmental audit is a systematic process
that must be carefully planned, structured and organized.
As it is a part of a long-term process of evaluation and
checking, it needs to be a repeatable process so that over
time, it can be easily used by different teams of people in
such a way that the results are comparable and can reflect
change in both quantitative and qualitative terms.

Documented — Like any other audit, the base of any
environmental auditing is that its findings are supported by
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documents and verifiable information. The audit process is
designed in such a way that it seeks to verify on a sample
basis past actions, activities, events and procedures with
available evidences to ensure that they were carried out
according to system’s requirements and in a correct manner.

Periodic — Environmental audit is generally conducted at
pre-defined intervals. It is a long-term process because it
can sometimes take long time before sustainable
environmental change and improvement can be tracked
clearly.

Objective evaluation — Though environmental auditing is
conducted using pre-decided policies, procedures and a
proper documented system, there is always an element of
subjectivity in an audit, particularly if it is conducted internally.
In addition to internal environmental audits, having
independent audit teams that have specialized skills and
who come back periodically (say annually) to repeat audits
tends to increase obijectivity in the system. Hence for the
sake of objectivity, external environmental audits are
preferable. This is also required under many certification
guidelines (e.g. ISO 14001).

Environmental performance — As mentioned before, the
essence of any environmental audit is to find out how well
the environmental organization, environmental management
and environmental equipments are performing. The ultimate
aim is to ensure that organization’s environmental
performance meets the goals set in its environmental policy
and also to ensure compliance with standards and regulatory
requirements.

Objectives of Environmental Audit

3.6

At national level, the main objective of environmental audit is

to see that the natural resources are properly utilized and proper
steps have been undertaken to control or to prevent adverse affects
of production, development and other activities on the environment.
The aim is to ensure that the natural resources are utilized for
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industrial development and for national progress and at the same
time, to see that proper steps have been undertaken for maintaining
health, welfare of the community and also for dispersal of harmful
wastes and social risks.

3.7 At corporate level, there are some environmental
responsibilities facing companies like, meeting regulatory
requirements, cleaning up pollution that already exists, properly
disposing of the hazardous material, disclosing to the investors
the amounts and nature of the preventive measures taken by the
management, operating in a way that environmental damage does
not occur, and promoting a company-wide environmental attitude.
To check fulfilment of these environmental responsibilities by the
organization, environmental audits are conducted. Environmental
audit aims at evaluating and reporting key environmental
performance measures like, pollution control measures, energy
conservation or waste management techniques, etc. The main
objective of an environmental audit at organizational level is to
ensure conservation of scarce natural resources and to promote
use of clean technologies in industrial production and to minimize
generation of pollution and waste.

3.8 The following are major objectives of environmental auditing:
(i) Determine and document compliance status;

(i)  Help to improve environmental performance at operational
facilities;

(iii)  Assist facility management ;
(iv) Increase the overall level of environmental awareness;

(v) Accelerate the overall development of environmental
management control system;

(vi) Improve the risk management systems;
(vii) Protect the corporation from potential liabilities; and

(viii) Develop a basis for optimizing environmental resources.
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Benefits of Environmental Auditing

3.9

If environmental auditing is implemented in a constructive

way, there are many benefits to be derived from the process.
Some of these benefits are as follows:

(i)

(ii)

(iif)

(iv)

Improves efficiency of Environmental Management
System (EMS) - Environmental auditing encourages an
organization to examine its operations in a constructive
manner and is the cornerstone of an effective EMS. It helps
in assessing performance of the EMS, identifies deficiencies
in the system and provides the basis for environmental
improvement plans. On the basis of findings of environmental
audit, management can recommend corrective actions and
identify further training needs.

Compliance with environmental laws and standards —
The most important benefit of environmental audit is that it
ensures cost effective compliance with environmental laws
and regulations, industry guidelines and standards, and
company’s own environmental policies.

Risk mitigation — There is a growing belief that
environmental issues represent a source of risk in terms of
unforeseen or foreseen reputational damage or similar other
risks. In fact, it is the concern regarding environmental risks
which has led to the development of the field of environmental
auditing. Environmental audit can act as effective risk
management tool for assessing compliance with
environmental legislation, and thereby, assisting your
company in avoiding the risk of prosecution and fines arising
from potential environmental breaches. This is particularly
true for those involved in hazardous polluting industries.

Meeting stakeholders’ expectations — These days,
stakeholders have heightened expectations for a company’s
environmental performance. They are concerned about
environmental responsibility and want to know about potential
hazards and future environmental liabilities of the companies.
Conducting environmental audits will help in reassuring
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(v)

(vi)

(vii)

(viii)

various stakeholders that the company is living up to its
environmental principles. It helps in enhancing reputation of
the company as a good corporate citizen. It assists good
relations with control authorities and also increases
confidence with the general public.

Reduction in operational inefficiencies — Environmental
auditing can highlight areas of inefficiencies in the operations
and processes, for example, where the amount of resources
used are out of proportion to the amount of items or services
produced and sold. By identifying operational inefficiencies,
a company may be able to reduce its cost and/ or improve
its environmental performance. In addition, it also highlights
ways of safeguarding the environment.

Encourages continual improvement— By pinpointing both
strengths and weaknesses in the environmental management
and other operating systems relating to the environment on
a regular basis an environmental audit encourages continual
improvement. It is to be noted that environmental audit will
cost an organization both time and money but if approached
correctly, the organization should be able to recover these
costs very easily.

Compliance with certification requirements — Conducting
an environmental audit can be an important step towards
gaining a companywide certifications like, ISO 14001 or
cradle to grave or product specific certification from
organizations like, Energy Star, LEED, the Forest
Stewardship Council, Chlorine Free Products Association,
etc.

Increases employees’ awareness of corporate
environmental policy and responsibility — Environmental
audit demonstrates to the employees company’s commitment
to environmental protection. It upgrades the level of
information for use in emergency situations. It also provides
the company with a greater overall awareness of its workers,
potential health hazards, risks and other needs. It boosts
staff morale and commitment to quality within the company.
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Assists management in decision-making — Environmental
audit provides an environmental database to assist
management decisions on plant modifications, designing of
new projects, identifying new market and commercial
opportunities. It also enables management to set targets
and give credit for good environmental performance.
Increasingly, companies are recognizing the practice of
ecological auditing as a valuable environmental management
tool as it can provide information for management review
(audit findings and recommendations); raise corporate image
with respect to environmental concerns; provide competitive
advantage by raising corporate profile with respect to
environmental issues, especially through ISO 14001
certification; facilitate evaluating the integration of the
corporate EMS into the operation being audited; improve
management control and allow checking and corrective action
in the light of increasing complexity of environmental
legislation.

Hence, there are several benefits of environmental auditing.
Increasingly, companies are recognizing the practice of
ecological auditing as an important tool of contemporary
business management. Environmental audits have shown
to the corporations that environmental protection can be
regarded as an investment in the future. It helps in complying
with regulatory requirements, reducing legal costs, enhancing
corporate image with respect to environmental concerns,
provides competitive advantage and improves profitability of
the concern. It has been realized that saving the earth and
making profits is not an either/ or proposition.
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Chapter 4

Evolution of Environmental Audit

4.1 This chapter explains evolution of the concept of
environmental audit over past few decades. It also presents some
international standards on the issue.

Evolution of Environmental Auditing

4.2 The awareness of the environment and man’s ability to cause
damage started from the fifties of last century. In 1972, a World
Conference was held in Stockholm where heads of States from all
over the world came together for the first time to consider the
State of the Globe as a whole, which ultimately gave birth to a
special UN Agency titled UN Environmental Program (UNEP) to
deal with environmental issues. But prior to the 1980s, many
companies saw environmental protection as something to be
avoided, if possible. Some regarded environmental protection as a
costly expense that could make companies less competitive.
However, environmental disasters in the 1970s and 1980s, such
as those at Bhopal and Chernobyl in Europe and the Valdez oll
spill in the USA, led to a dramatic increase in environmental
awareness throughout Europe and the USA. Ecological activism
increased and environmental groups began to lobby for stricter
state environmental legislation and eco-friendly corporate policies.

4.3 In 1969, the US National Environmental Policy Act (NEPA)
was promulgated. Environmental impact assessments (EIAs) were
probably first developed in the USA under the NEPA. This lead
was initially followed by Canada, Australia, Netherlands, New
Zealand and Japan but has since become a requirement — often a
legal requirement- across the globe. The Environmental Protection
Agency was established in December 1970 to implement policies
for the regulation of emissions, discharges, environmental impact
assessments, pesticide use and so on. Quantitative assessments
of impacts on air, water, toxicity levels and health standards became
widespread. Interest amongst US Regulators about environmental
audit started with the draft report issued by the EPA which called
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for independent, certified, third party environmental auditors who
would visit plants, collect samples, perform analysis and report
back results to the government authorities. However, the draft
report never developed beyond draft stage.

4.4 Environmental auditing originated in the United States in the
1970s. In early seventies, the chemical industry in USA was the
first to embrace the environmental audit concept. It became popular
for evaluating ecological performances of some units in the Oil
Field and Chemical industry so as to avoid the remediation costs
and fines which might stem from the failure to manage
environmental liabilities. Cahell and Kane (1989) traced the
beginning of the use of environmental auditing as a management
tool to actions taken by the Securities and Exchange Commission
(SEC) that required three public companies (US Steel, Allied
Chemicals and Occidental Petroleum) to perform internal
environmental audits to determine the nature and extent of the
companies’ environmental liabilities for presentation to the
stakeholders in corporate annual reports. The SEC believed that
public companies were understating their liabilities in their annual
reports.

4.5 Most of these early environmental auditing practices were
simply internal reviews to help management to discharge their
regular duties. The focus was on achieving and maintaining a
level of compliance with regulatory requirements and solving any
urgent environmental problem to avoid unnecessary costs. Later
on, EPA developed a comprehensive guidance document which
outlined procedure for conducting environmental management
audits. As regulations became more complex, non-compliance costs
increased and EPA stressed the importance of conducting
environmental audits to reduce compliance costs, environmental
managers of several Federal Agencies began to incorporate audits
as essential tools in their operations. Rules governing hazardous
chemicals were implemented in the United States in the early
1980s. Many large chemical producing companies began to develop
environmental audit programme in order to comply with these rules.
This trend towards adoption of environmental auditing programme
to help ensure compliance and meet other obligations continued
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and later on at the beginning of 1980’s, this practice spread in
major developed countries having different meanings. Many
management consultancy firms began to encourage their clients
to undertake environmental audits as a means to quantify their
environmental liabilities. In the mid 1990s environmental audit
reached a certain level of maturity and its applicability spread
beyond the basic chemical industries to all types of industries.

46 In the beginning, environmental audits in the US tend to
focus primarily upon the issue of legal compliance, rather than
continuous improvement. Now EPA has begun to change its
approach by encouraging companies to use self audits as a means
of “self-policing”. This new “self-disclosure” approach is an attempt
by the authorities to encourage the correction of problems at an
early stage. This avoids delays in disclosure because of fear of
prosecution which often ultimately results in serious environmental
degradation which is more difficult and costly to remediate. If
companies come forward with the results on self audits and
volunteer their non-compliance with legislation, they can get some
of their penalties reduced by as much as 75%.

4.7 US Corporations with holdings in Canada introduced the
concept of environmental audit to their Canadian subsidiaries in
the early 1980s. However, many Canadian companies had already
implemented in-house auditing programmes before stringent
environmental regulations began to appear. These programmes
were designed as tools for management excellence rather than
protection from liability. The Canadian Institute of Chartered
Accountants (1993) issued the document — ‘Environmental Costs
and Liabilities: Accounting and Financial Reporting Issues’ which
expressed how environmental concerns should be accounted for
and reported in the financial reports. This stimulated an interest in
assessing environmental performance and in the following year
the Canadian Standards Association (CSA) published Guidelines
for Environmental Auditing: Statement of Principles and General
Practices (CSA, 1994). The purpose of these environmental audit
guidelines was to encourage organizations to consider environment
when making business decisions.
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4.8 Environmental auditing was introduced to UK and elsewhere
by the multi-national corporations who began to apply the audit
procedures corporately and to their subsidiaries. Then, public sector
bodies and local authorities increasingly started adopting auditing
methods to establish baselines of environmental performance. In
the late 1980s, a number of authorities, prepared environmental
charters, follow up environmental strategies and action plans which
are generally referred to as green plans. The leading authorities
also realized the greater corporate performance and environmental
benefits of the broader and deeper approaches of the internal and
external auditing. In 1990s, Strategic Environmental Assessments
(SEAs) emerged as a way of appraising the environmental impacts
of policies, programmes and plans. Many local authorities in
England and Wales undertook these audits.

4.9 In the mid-eighties, on the basis of changing situation and
because of the environmental issues becoming a worldwide
phenomenon in the developed and the developing countries, World
Commission on Environment and Development (WCED), known
as Bruntland Commission was established by the UN. The
Commission published a report called “Our Common Future” in
1987, with the proposed concept of ‘sustainable development’.
According to the report, the aim of sustainability is to have
“‘development that meets the needs of the present without
compromising the ability of future generations to meet their own
needs.” The report suggested that equity, growth and environmental
maintenance are simultaneously possible and that each country is
capable of achieving its full economic potential whilst at the same
time enhancing its resource base. This concept received worldwide
acceptance and led to the convening of the UN Conference on
Environment and Development (UNCED) in Rio de Janerio, Brazil
in 1992, known as “EARTH SUMMIT”. In this conference, heads
of different States signed four agreed documents including the
Agenda 21. The Agenda 21 contains a checklist of do’s and don’ts
to protect the environment through the next century. Particularly,
the role of corporate entities in respect of overall management of
the environment was duly recognized in this conference.
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4.10 Environmental audit’'s emergence in India coincided with the
country’s reintroduction to the global arena, the initiation of the
process of liberalization and globalization, growing commitment to
the principles of the Constitution and consequently, increasing
awareness among the public about the impacts of human activities
on the environment. Rule 14 of the Environmental Protection Act,
1986 was introduced on 13.3.1992 which requires certain industries
to submit environmental audit report every year in a particular
format (Refer to Annexure IV for Form V). The environmental
audit report has to be submitted to State Pollution Control Board
(SPCB) every year. This report is mandatory in the following cases:

o For every industry/ operation/ process which requires consent
under Water (Prevention and Control of Pollution) Act, 1981,

o For every industry/ operation/ process which requires consent
under Air (Prevention and Control of Pollution) Act, 1981,
and

. For every industry/ operation/ process which requires

authorization under Hazardous Wastes (Management and
Handling) Rules, 1989.

411 The emergence of the ISO 14000 series on EMS and
environmental audits has resulted in many international corporations
seeking ISO 14001 certification for their national and international
subsidiaries. An increasing number of Indian companies are also
becoming ISO 14001 certified and are being audited annually by
local certification bodies. During 1990s, there were few
organizations undertaking environmental audits and there were a
few auditors available. However, in the last decade, the importance
of this field is constantly increasing. As people have started realizing
the social and ecological costs of economic activities, interest in
voluntary auditing is also growing.

4.12 In 21% century, environmental auditing has become more
proactive as organizations have recognized potential market and
shareholders benefits, efficiency gains, financial savings, and the
importance of improved relations. Earlier it was thought that
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environmental audit and environmental impact assessment should
only apply to the most polluting (so called dirty) industries such as
extraction, chemical, gas, cement, etc. But now environmental
audits have been undertaken on banks, hospitals, universities as
well as on NGOs and community enterprises. It has been realized
that every organization has significant environmental impacts.

Some International Standards on Green
Audits

4.13 Different countries have developed various sets of principles
and auditing standards to check ecological responsibility of the
companies. Many companies voluntarily became signatories to
these standards. While national guidelines on environmental
auditing and EMS have existed in some countries for quite some
time, it was the issuance of international and generic standards
which thrust environmental auditing and EMS onto the international
stage as a central plank in any organization’s environmental policy
and strategy. There are three of these standards that we are
mentioning here:

The British Standards Institution’s BS7750

It is typically considered to be the first international standard for
EMS and environmental auditing. Issued in 1991 (and subsequently
withdrawn in 1997 in favour of ISO 14001), it drew heavily on the
approach and rationale used in the British Standard approach to
‘total quality management’. The essential element of the standard
was that an organization must have a systematic environmental
policy in place, means to identify key issues, a systematic
monitoring of these and a commitment to continuous improvement.
With its emphasis on the means of managing environmental effects
rather than on actual environmental performance, the standard
was relatively popular with business, widely adopted and in broadest
terms, set the template for the later standards.
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The European Eco-Management and Audit
Scheme (EMAS)

EMAS was adopted by the European Council in 1993. EMAS is
the EU voluntary instrument which acknowledges organizations
that improve their environmental performance on a continuous
basis. The scheme has been available for participation by
companies since 1995 and was originally restricted to companies
in industrial sectors. Since 2001, EMAS has been open to all
economic sectors including public and private services.

The three key elements of EMAS were its robust insistence on
targets and improvements, its site-basis and its requirement for
disclosure and verification (refer to Exhibit 2). The insistence on
targets and improvement means that the standard will not tolerate
simply monitoring environmental effects, but actually requires
improved environmental performance. The site-basis of the
standard, whilst it allows organizations to develop their compliance
with EMAS on a piecemeal, it also means that dirty sites cannot
be hidden by off-setting results against cleaner sites. The most
important issue was, however, disclosure and verification. If
improvement in the environmental performance of organizations is
our principal aim, then disclosure seems an essential component.
Companies need to know that their performance will be under
public scrutiny based on data which has been systematically
attested to. In 2009, the EMAS regulation was revised and modified
for the second time. The idea was to move away from merely
operational environmental measures towards a strategic approach
on how to deal with environmental challenges.

EMAS remains the toughest of the environmental management
and audit standards. It was adopted widely in Germany and Austria
but its adoption in other countries was patchy. In Europe many
organizations run EMS under EMAS logo and report on their
environmental performance through publication of an independently
verified environmental statement which is guaranteed as to reliability
of provided information by EMAS.
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Exhibit 2: Requirements for registration under EMAS
The organization must have a policy related to EMAS.
There must be on site review of the policy.

There must be clear objectives of the organization regarding
environment, on the basis of policy and review discussed
above.

Regular audit of the matters related to the environment
should be there.

A clear statement by the organization regarding the
environment.

Continual improvement process (CIP) including expansion,
enrichment and upgrading.

ISO 14000 Series of Standards

In 1993, ISO began work on the ISO 14001 standards for
environmental management systems. Incorporated within these
standards are guidelines for environmental audit tools and
procedures. 1ISO 14000 series emerged primarily as a result of
Uruguay round of the GATT negotiations and the Rio summit on
the environment held in 1992. The standards apply to all types
and sizes of organizations.

An environmental management system (ISO 14001) must
comprise:

Source: Gray and Bebbington, 2001, p.108.

Exhibit 3: Outline of ISO 14000

An environmental policy;

An assessment of environmental aspects and legal and
voluntary obligations;

A management system;

A series of periodic internal audits and reports to top
management;

A public declaration that ISO 14001 is being implemented;

An environmental audit (ISO 14010) is required to establish
that ISO 14001 is being complied with.
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This approach to auditing is often called ‘compliance auditing’,
because it is directed towards compliance with the law and the
avoidance of fines and lawsuits. Exhibit 4 shows ISO standards
relevant for environmental auditing.

Exhibit 4:
ISO Standards relevant for environmental auditing

e 14010: Guidelines for environmental auditing- General
principles of environmental audit.

e 14011: Guidelines for environmental auditing- Audit
procedures- Part I: Auditing of EMS.

e 14012: Guidelines for environmental auditing- Qualification
criteria for environmental auditors.

e 14013/15: Guidelines for environmental auditing- Audit
programs, reviews and assessments.

e 14024: Environmental labeling- Practitioner programmes,
guiding principles, practices and certification procedures
of multiple criteria programs.

e 14031/32: Guidelines on environmental performance
evaluation.

e 14040/43: Life cycle assessment general principles and
practices.

In 2002, ISO 19011 was introduced. This standard provides
guidance on the principles of auditing, managing audit programmes,
conducting quality management system audits and environmental
management system audits, as well as guidance on the competence
of quality and environmental management system auditors. It is
applicable to all organizations required to conduct internal or
external audits of quality and/ or environmental management
systems or to manage an audit programme. This first edition of
ISO 19011 cancels and replaces ISO 10011-1:1990, ISO 10011-
2:1991, ISO 10011-3:1991, ISO 14010:1996, ISO 14011:1996 and
ISO 14012:1996.
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Chapter 5

Environmental Audit Process

5.1 This chapter deals with process and techniques of
environmental audit. The chapter is divided into four sections.
Section 1 deals with the question whether environmental audit is a
technique of internal audit or it is external audit. Section 2 gives
stages in environmental audit process. Section 3 gives desired
contents of environmental audit report and Section 4 lists out some
techniques used in environmental audits.

Internal or External Audit

5.2 A question generally raised is whether environmental audit
is part of internal control and audit system to be conducted by
employees of the organization or it should be conducted by external
independent persons. In fact, a competent environmental auditing
programme, conceivably a combination of internal and external
auditing, is an excellent means for minimizing organizational
environmental risks.

5.3 ISO 14000 also views environmental audit as a management
tool which involves both types of auditing:

. Internal audit carried by company’s own staff to look on its
own system, procedures and activities in order to ascertain
whether they are adequate and are being complied with;
and

. An external audit performed by some independent party on
the facility to assess their capabilities in meeting specified
requirements.

Hence, environmental audit should be performed by both internal
and external auditors. Both are interested in the same areas of the
organization but for different reasons. Internal auditors as a part of
management are interested in reviewing compliance with
environmental regulations and statutes; determining the propriety
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of the accounting for environmental issues and ensuring that proper
disclosure is being made. They evaluate the internal controls to
see that these are in place to keep environmental problems at a
minimum, to make efficient use of resources and to keep wastes
and pollution under control.

5.4 Internal auditing has two major customers — the auditee, the
operating organization whose performance will be enhanced by
the results of the audit; and management that needs feedback on
the operating units for which it is accountable. In order to accomplish
these dual responsibilities, the audit operations should cover many
areas like, compliance audit, environmental management system
audit, issue audit, supplier audit, insurance audit, material audit,
etc. (for details on these audits, refer to chapter 6)

5.5 There should be independence and objectivity in the
functioning of internal audit team. The members of the internal
audit team should be free from any organizational constraints and
should have a direct reporting path to top management. The audits
should be performed in a systematic and well organized manner.
Audits should also be well planned and the audit programmes
should be a logical guide based on comprehensive preliminary
survey progress. The audits should be well documented and all
elements of the audit reports should be well supported by the
working papers.

5.6 External environmental auditors must, either by themselves
or with environmental experts determine that the organization is
complying with governmental regulations in the handling of emission
of pollutants, the disposition of contamination and waste and the
detoxification of previously contaminated assets. He is essentially
interested in ensuring that the financial statements are proper.
External auditor must be familiar with the environmental aspects
of reviewing assets and liabilities to determine that their valuation
is proper, contamination has not reduced the carrying value of the
assets, and that the expending and capitalization of remedial costs
has been recorded properly. The external auditor must also
determine that financial statements reflect all environmental costs
and liabilities of the organization. In addition, he should check
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whether the client, as a result of the acquisition of new properties
and assets, is exposed to or actually have incurred liabilities as a
result of the contamination of the acquired assets.

5.7 Environmental audit being a diverse activity is, generally,
conducted by a team of auditors having one lead auditor and
others as audit assistants. To conduct environmental audits
efficiently, the audit team must be duly qualified for the operation.
It is recommended that, in addition to personnel with audit
experience and ability, the teams should have available to them
qualified environmental engineers on a full time basis or as advisors
when needed. The audit teams should also have legal expertise
available as needed.

Environmental Audit Process

5.8 Although different types of environmental audits examine
different issues, all environmental audits should have four basic
stages of activities: pre-audit, on-site, post-audit and follow up or
review activities. These stages have been depicted in Exhibit 5.

Exhibit 5: Process of Environmental Audit

Pre-audit On-site Post-audit Follow up
p or review
Define objectives Opening conference Final evaluation
of findings /ﬁ
] Identify areas of ~
Define scope concern ( Submit
preliminary
Select audit criteria Site/facility inspection report
- /| Verify the actions
e taken on audit

members

review

- J _J___J_ _J__J_J

l
l
l
1
1
)

[
[
[
[ Select audit team
E
[
[

[
[
[
[ Records/document
[
[
[

Get approval of

findings or

L management recommendations
Develop audit plan or Staff interviews
use protocol ( Hold exit
Initial review of
Inform the facility findings L conference
Review the background |("Gosi : Submit final .
osing/exit conference
information } 9 report
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Stage 1: Pre-audit or Planning Stage

5.9 Audit planning is vital to the success of the audit undertaken.
It is essential that the internal auditor spends adequate time in
planning as this will result in better identification of important areas,
potential problems and proper assignment of work. During this
stage of audit, generally following steps are taken:

(i)

(i)

(iif)

(iv)

(v)

(vi)

Collect background information about the entity — Collect
information about environmental policy and goals of the
organization, relevant environmental laws, regulations and
standards governing the entity, persons responsible for
carrying environmental duties, environmental budget,
significant environmental matters like, material costs, risk
areas, etc.

Define objectives of audit — \What are the goals of the
environmental audit?

Define scope — What parts of a facility (operations) will be
audited? What programmes will be audited? How far back
will the audit examine?

Choose audit criteria — Against what will the facility be
audited (e.g., for regulatory compliance audits, against what
regulations or standards will the facility be audited)?

Select the audit team members — The audit team leader
selects team members based on appropriate knowledge and
experience. The team can consist of external consultants,
internal staff, or a combination of both. If internal staff is
going to be involved, they should be chosen in a proper way
so as to avoid conflict of interest. The facility environmental
manager, for example, should not be on the audit team.

Develop audit plan and protocols — Protocols are written
guides for the auditors that outline the activities to be
undertaken in conducting a review of a given topic area
during the environmental audit. They often contain detailed
information about audit criteria, such as, applicable
regulations. Computers are often used in creating audit
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protocols and in locating and sharing information between
team members during the audit (e.g., regulatory databases
are often utilized in creating audit protocols).

Inform the facility — Arrangements for on-site activities need
to be made.

Desktop review.

Stage 2: On-site or Field Audit

5.10 The following are steps involved in on-site or field audit:

(iii)

(iv)

(v)

(vi)

Opening conference — Communicate the objectives and
methods of the audit of key facility personnel and schedule
necessary meetings and interviews.

Facility tour — |Identify areas of concern for more detailed
inspection, get a feel for the site and modify the audit
schedule accordingly.

Site/ facility inspection — Established protocols should guide
the inspection. The team may also wish to inspect areas of
concern or interest that they have been identified in the
facility tour. It may not be possible to inspect the entire
facility (comprehensive inspection), therefore, sampling
techniques may be an important part of determining the
parts of a site to be inspected.

Evidence — Collect sufficient, appropriate and reliable audit
evidences to check the activities, performance impacts and
reports.

Records/ document review — The audit protocols should
give instructions as to the types of records to request as well
as what to look for when examining the documents.

Staff interviews — Interviews with key informants will yield
the least reliable information, due to the fallibility of human
memory, but are important in the identification of potential
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(Vi)

(viii)

problems and in collecting information about facility
operations.

Initial review of findings — Findings are the result of the
evaluation of evidence collected against audit criteria. It is
Important at this stage to review where the facility does not
meet the audit criteria.

Closing/ exit conference — This is a chance for auditees to
identify misunderstandings and to be introduced to the
findings of the audit team.

Stage 3: Post - Audit

5.11

(i)

(ii)
(i)
(iv)
(V)
(vi)

Steps involved in post — audit are as follows:

Final evaluation of findings: Findings must be backed by
evidence. It is important to note areas of deficiency that
were present during the previous audit, but are not yet
corrected. Often finding are labeled as major or minor
depending on the level and types of risks posed and speed
with which the audit team feels they should be addressed.
Draft preliminary audit report

Get approval of the management

Hold exit conference

Discuss recommendations, if any

Prepare and submit final report.

Stage 4: Follow up or Review Stage

5.12 This is also called corrective action follow-up phase. While
not technically part of the audit, the audit manager or team leader
may be involved in developing a corrective action plan for
addressing audit findings with the facility and reporting to senior
management as to the progress of this plan.
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Environmental Audit Report

5.13 The end product of environmental audit is environmental
audit report (EA Report) which contains findings or results of
environmental audit and recommendations for improvement, if any
(mainly required in environmental performance audit where objective
is to improve performance of the organization). EA report should
be concise and informative with information displayed in a format
that is easy to interpret and understand. The environmental auditor
must ensure that EA report should provide an accurate record of
soundly based observations and of logical deductions. The report
must be signed by environmental auditor.

Contents of Report

5.14 A standard EA report should include the following:

0] Executive summary

(i)  Introduction/ background to audit including specification of
the entity/ process or activity/ system/ site in respect of
which the environmental audit was conducted, and audit
period.

(i)  Object of environmental audit

(iv)  Scope of environmental audit

(v)  Audit criteria

(vi)  Description of Audit approach and methodology used

(vii) Evidences used

(viii) Findings: Depending upon type of audit, finding may include
following:

- Status of compliance with environmental legislative and
standard requirements;
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(ix)
(x)

(xi)

- Status of conformity with internal environmental policies;
- Status of good environmental practices implementation;
- Measurement and recognition of all significant

environmental costs, benefits, assets and liabilities and

identification of significant environmental risks and
contingencies;

- Level of staff awareness of operational issues relating
to environmental performance; and

- Overall status of environmental performance.

The report must distinguish between isolated incidents and
chronic problems.

Conclusion
Recommendations: It includes possible impacts of negative
finding and suggested corrective action and
recommendations for environmental performance
improvement.

Signatures of auditor with date.

5.15 The Audit report should be complete, precise, accurate and
balanced. It should contain constructive and precise
recommendations. It must be persuasive and instrumental in
inspiring the managements of entities to take corrective actions.
The violations and omissions should also be effectively mentioned
in the report. Last but not the least, the contents of green audit
report should be easy to understand and free from vagueness or
ambiguity, include information which is supported by complete and
relevant audit evidence and be independent, objective fair and
constructive.

636



Guide on Environmental Audit

Tools and Techniques Used in
Environmental Auditing

5.16 Some of the tools which can be used in environmental audits
are:

) Checklists — Checklists are very useful tools used to ensure
that different tasks or topics are included during the audit.
They are very useful in specialized cases where a complex
range of issues and questions need to be asked to ensure
that nothing is missed.

. Questionnaires — Audit protocols or audit questionnaires
provide the basis and structuring for most audits. They are
based upon checklist questionnaires but are more complex
and include more detail and sometimes logistical information
and data relating to the audit and the site being audited.

. Questioning — Questioning is one of the most crucial aspects
of auditing yet from a training and awareness point of view,
it is often given the least attention. The purpose is
information gathering in nature and not an interrogation.
The questioner must, therefore, be sensitive to the
perspective of the auditee and avoid making the questions
accusatory, judgmental or aggressive.

) Observation — Observation is a vital component of an
auditing exercise. Observation is a disciplined activity which
must be carried out in a very deliberate and controlled
manner. The idea of looking at something twice is important
because it is part of the process that checks that the
observation is accurately noted, analyzed and recorded.

) Photographs — These are a very valuable aid in the audit
process. However, in order to use them, a number of
important practical points must be borne in mind, the most
important one is formal approval before using this technique.

) Research — It is useful to try and undertake some
background research and investigation into the site or
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company to be audited. Familiarization with the operations,
products, raw materials reports, press material and
newspaper articles etc. all provides useful background
information to supplement questioning sessions and help
understand the operational processes.
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Chapter 6

Types of Environmental Audit

6.1 This chapter deals with different types of environmental
audits. According to International Organization of Supreme Audit
Institutions (INTOSAI), broadly environmental audits can be
classified into three parts: Environmental Compliance audit,
Environmental Performance audit, and Environmental Financial
audit. This chapter discusses these three types of environmental
audits and also gives some emerging trends in the area of
environmental audit.

Environmental Compliance Audit

6.2 Compliance audit is the most common type of environmental
audit. It consists of verification of environmental activities to check
compliance with environmental legislation, standards, industry
guidelines, and company policy. These audits include permit audits
which require detailed site-specific assessments of current, past
and planned operations to check compliance with permits and
consent orders. Another sub-type of compliance audit is ‘Specific
requirement audit’ which assesses regulatory compliance with a
specific regulation or compliance with a specific standard (e.g., for
sustainable forestry management). The need for compliance audits
is clear. The environmental laws and regulations have increased
in size and complexity over the past two decades. Violation of
these requirements may result in heavy fines. Over the time
enforcement has become strict, penalty is heavy and chances of
being caught have increased. Hence, importance of compliance
audits has increased significantly. Following are the important
points about compliance audit:

(1) Objective — To provide assurance that organizational
activities are conducted in accordance with relevant
environmental laws, standards, guidelines and policies.

(i)  Focus — All applicable obligations.
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(i) Audit Criteria — National law, Supra-national law,
International agreements, Applicable standards, Industry
guidelines, or corporate policy.

(iv)  Main Benefits —

. Helps in ensuring compliance with environmental laws.

. Reduces risks and costs associated with non-
compliance.

. Identifies liabilities and risks (present and potential).

. Helps in knowing the gap between promises and results
achieved by policies.

. Saves costs by minimizing waste, conserving resources
and preventing pollution.

. Helps in improving environmental performance.

Examples of environmental compliance audits have been discussed
in the following paragraph:

Energy Audit

6.3 Energy audit is verification, monitoring and analysis of use
of energy with a view to reduce energy consumption per unit of
product output and thereby to reduce operating cost and
environmental effects. It gives a positive orientation to strategic
area of energy cost reduction without affecting productivity or
quality. Focus of energy audit is on data relating to overall energy
consumption, share of various forms of energy in total, cost of
various forms of energy, availability and reliability of supply of
energy, an appropriate energy mix steps taken to conserve energy
and benefits of energy conservation.

In many countries energy conservation audits are compulsory. In
India, companies are required to publish information on Energy
Conservation (steps taken for this and benefits derived therefrom)
in the annexure to Director's Report under Section 217(1) (e) of
Companies Amendment Act, 1988. For ensuring the truth and
fairness of information given, energy audits should be conducted.
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Certification Audit

6.4 As mentioned earlier, there are three main standards which
were/ are used for certification:

(i)

(iif)

The British Standards Institution’s BS7750 - The first
international standard for EMS and environmental auditing
(issued in 1991 and subsequently withdrawn in 1997 in favour
of ISO 14001).

The European Eco-management and Audit Scheme
(EMAS) - First adopted by the European Council in 1993,
EMAS has been open to all economic sectors including public
and private services since 2001.

The ISO 14000 series - First published in 1996, it has
grown in both number and ubiquity since then. It is probably
appropriate to say that ISO 14000 is now the main standard
for environmental management and audit. The reasons for
this are not hard to find. Based in the USA and dominated
by large US companies, the ISO’s guidance on environmental
management and audit is explicitly voluntary; far more
concerned with the management systems than with
environmental performance per se and most especially,
contains a number of requirements for either disclosure or
rigorous verification.

Before granting certificate to an organization, a certification
audit is conducted. A certification audit is an audit which is
carried out specifically to verify that an organization can be
awarded a certificate. It confirms that the organization’s
environmental management system meets the minimum
requirements to formally conform to a specified standard.

Surveillance Audit

6.5 Surveillance Audit is the term used to describe an audit
undertaken to verify that an organization with an existing (e.g.,
ISO) certification is still meeting the minimum requirements of
certification. A certificate is valid for 12 months and surveillance
audits are usually carried out every six months.
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Supplier Audits and Eco-labeling

6.6 Eco-labeling and supplier audit are two related issues which
rely, to some degree, upon both EMS and environmental auditing.
Eco-labeling relates primarily to purchases by end-users (and, thus,
depends upon the quality of EMS and environmental audit in the
supplying organization). On the other hand, the supplier audits
are, generally, concerned with the environmental effects from the
source of goods and services purchased by organizations for use
in production of their own goods and services and are, thus, an
essential input to the organization’s own environmental
management and environmental audit.

6.7 Eco-labeling aims to permit organizations to ‘badge’ products
and services that meet the highest environmental standards in
their manufacture and operation. Such labeling is perhaps at its
most active in Europe. The European Eco-labeling Regulation was
first established in 1991 and takes a cradle-to-grave (also called
life cycle) approach to products. The award of an eco-label will be
taken to suggest that the total product meets the very high
standards of environmental care throughout its life to be, in fact,
the result of a total environmental quality management system. It
can be said that an eco-label cannot be achieved without an
organization first having qualified under EMAS or ISO 14000. In
1991, eco-labeling scheme was launched in India by MoEF, but till
date it is not very popular.

6.8 The essence of the Supplier audits is that products and
services bought in by an organization should meet, at a minimum,
the standards applied within that organization. Supplier audits are
to be conducted because a green claim for a product, service or
process can be undermined by the use of non-green inputs. These
audits advance the level of environmental awareness in the
organization and help in establishing supply chains and competitive
advantage in advance of changing law and public perception. The
supplier audit is still an emerging phenomenon in India. Though
many companies, particularly large PSUs and even private sector
companies are going for it, it still does not have any established
method in India. At their most effective, they constitute an advanced
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form of green consumerism and rely on policy statements whereby
an organization will not buy from (for example) a company that
does not have the eco-audit certification.

Environmental Impact Assessment (EIA)

6.9 Though EIA is not technically a type of environmental audit,
it is considered to be a part of planning process and a useful
management technique as part of wider environmental management
and audit. EIA can be defined as ‘essentially a process that seeks
to identify and predict the impacts of new development on the
environment, to mitigate them where possible and to monitor the
actual impacts”. As a general statement, all major projects that are
subject to some form of planning permission and which are likely
to have a significant impact on the environment should be subject
to EIA. Exhibit 6 shows information to be analyzed in an EIA.

Exhibit 6:
Information in an Environmental Impact Assessment

+ Description of the proposed project, and where applicable,
of the reasonable alternatives for its site and design.

* Adescription of the environment that is likely to be affected.

* An assessment of the likely effects of the proposed project
on the environment.

* Adescription of the measures proposed to eliminate, reduce
or compensate for adverse environmental effects.

* A description of the relationship between the proposal and
the existing environment and land-use plans for and
standards of, the affected area.

* Anexplanation of the reasons for the choice of the preferred
site and project design rather than of the ‘reasonable
alternative.

* All this information would, in addition, need to be published
in a form which the public can understand, to ensure effective
public participation.
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6.10 In many countries, EIA is a legal requirement for new projects
that requires environmental law consent. Since July 1988, ElAs
have been required throughout Europe as a result of the EC
directive on environmental assessment. But even where it is not
legally compulsory, corporations are voluntarily going for it to avoid
any legal hassles in future. According to Gray and Bebbington,
‘The EIA is clearly an area in which experience and technical,
legal and scientific knowledge are required. Any organization with
a well developed environmental response and fully functioning
EMS system will integrate the EIA process with the other elements
of ‘environmental audit’ to avoid duplication, to provide independent
source of data and to develop the overall organizational strategy
with respect to environmental sensitivity.’

Environmental Performance Audit

6.11 Environment is embedded in every strand of organizational
life and its impact will continue to grow. Hence, environmental
audit should become a regular, critical and analytical part of
organizational management. Measurement of environmental
performance and impacts and its reporting to concerned
shareholders has become important in past few decades. For
verifying environmental performance of the entity in different areas,
environmental performance audits are conducted.

Some important points about environmental performance audits
are:

(i) Objective — To assess whether an organization meets its
environmental objectives, is effective in producing
environmental results, and operates efficiently and
economically.

(i)  Focus — Focus of environmental performance audit is on

. Environmental performance of the audited entity in
different areas.

. Conduct of Environmental programmes in an
economical, efficient and effective manner.
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Audit criteria — Performance indicators prescribed by some
professional institutes, government or non-governmental
organizations, supra-national bodies, academic literature or
environmental organizations.

Types of Environmental Performance Audit*

6.12 Within any particular management strategy, the following
audits may be seen as the same in essence, differing only in
terms of their objectives, scope, the risk they seek to assess, and
the management decisions which they support and inform:

(i)

Environmental Survey — Environmental survey (sometimes
also called scoping audit) refers to the simplest type of
environmental audit- the first step that any organization can
take towards improving its environmental sensitivity. It serves
number of important functions, including orienting
organizations to the environmental issues, beginning the
process of recognizing and identifying actual and potential
areas of environmental impact, and laying out an initial
agenda for undertaking environmental studies and starting
the move towards a more complete environmental
management. It can be considered as a very crucial step
towards a full-fledged EMS and audit system.

Basically, an environmental survey includes a thorough
analysis of an organization’s system, its input and process
requirements, their impact on the environment, and checking
how these impacts can be minimized through reuse, reduce,
recycle and substitute. Managers can also consider costs
and benefits of such an analysis and the crucial business
success factors which are affected by this kind of survey.
Later on, one can include in this a reference to law, local
conditions, industry standards, etc. As a starting point, this
survey is very useful though not sufficient.

It is to be noted that in any of these audits if compliance with some standard,
law or policy etc. is to be checked, it will be taken as compliance audit, but if it
is verification of voluntary activities relating to environment, then it comes
under performance audit.
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(ii)

(iif)

(iv)

(v)

(vi)

(vii)

(viii)

(ix)

Issues audit — An evaluation of how a company’s activities
relate to an emerging environmental issue (e.g., global
pollution, energy use) or an evaluation of corporate
environmental performance in a particular area or on a
specific issue (e.g., buildings, supplies).

Energy audit — In energy audit, basic data relating to overall
energy consumption, share of various forms of energy in
the total energy consumption, cost of various forms of energy,
steps taken to conserve energy, cost reduction, etc. are
analyzed. Process wise, plant wise or activity wise analysis
can be done.

Health and safety audits — An assessment of health
hazards, safety measures, accidental risks and contingency
planning sometimes merged with environmental auditing
because of the interconnected impacts of industrial processes
and hazards.

Site audits — Reviewing every aspect of a site or spot
checks on sites having actual or potential problems.

Activity audits — Reviewing a particular activity, especially
one which spans sites, business units and countries (e.g.,
energy or waste management).

Process audits — Designed to ensure that policies,
processes, documentation, responsibilities, monitoring and
appraisal are in place.

Corporate environmental audit — An audit of the whole
company and its environmental policies, structure, procedures
and practices.

Product or life cycle audit — An analysis of environmental
impact of a product throughout all stages of its design,
production, use and disposal including its reuse and recycling
(cradle to grave approach).

Third Party Audits — Third party audits are external audits
carried out by “a third party” and are a means of
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independently verifying internal audits carried out by an
organization. They also add credibility to the effective
functioning of organizations’ environmental management
systems. These audits would be carried out by specialized
audit consultants rather than auditors from an organization’s
other sites.

Environmental Management System (EMS) Audit — An
environmental management audit is an audit which explores
the extent, nature and format of environmental management
systems that are in place. It is normally carried out to evaluate
operations which may be considering certification for formal
EMS systems such as, ISO 14001 or EMAS and require an
indication of how well their existing system is functioning
and what is needed to bring them up to conforming to a
formal EMS system requirement. An EMS audit, where an
established EMS is in place, is an audit that would be carried
out to test the effectiveness and appropriateness of the
EMS against the context of current operations and activities
or to comply with EMS audit requirements of ISO 14001 or
EMAS.

What an organization must be seeking by these audits is an
integrated environmental management strategy which leads
organizations to consider zero complaints, zero spills, zero
accidents, zero pollution and zero waste as fundamentally possible.

Environmental Financial Audit

6.13 In environmental financial audit, all financial/ monetary
transactions relating to environmental activities of an organization
are verified by the auditor. Some important points are:

(i)

(ii)

Objective — To enable an auditor to establish whether the
reporting entity has appropriately recognized, valued and
reported all significant environmental costs, benefits, assets,
liabilities, and contingencies.

Focus — On accuracy and authenticity of environmental
financial information provided in the annual reports.
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(i)  Criteria — Standards issued by recognized bodies, standard
setting authorities, guidance notes, and other academic
literature.

6.14 According to International Auditing Practices Statement
(IAPS) 1010 “The consideration of Environmental Matters in the
Audit of Financial Statements” issued by IFAC, statutory auditor
must consider all significant environmental matters in audit of
financial statements. As per IAPS 1010, following environmental
matters may significantly affect financial statements and hence,
should be considered during an audit of financial statements:

(i) Initiatives to prevent, abate, or remedy damage to the
environment, or to deal with conservation of renewable and
non-renewable resources (such initiatives may be required
by environmental laws and regulations or by contract, or
they may be undertaken voluntarily);

(i) Consequences of violating environmental laws and
regulations;

(i)  Consequences of environmental damage done to others or
to natural resources; and

(iv) Consequences of vicarious liability imposed by law (for
example, liability for damages caused by previous owners).

6.15 Before conducting a regular audit, internal auditor should
obtain knowledge on environmental matters which may have
significant effect on the financial statements, the audit process
and the audit report. He must consider environmental laws and
regulations and compliance or non-compliance with them and
assess inherent risk, i.e., risk of material misstatements due to
environmental matters like, financial impact of non-compliance with
environmental laws.

6.16 While checking annual reports, perform substantive
procedures to obtain evidence in support of environmental
disclosures made in the financial statements. Internal auditor should
try to find that valuation of environmental assets and liabilities
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(including constructive obligations) is proper and check whether
the contamination has not reduced the carrying value of the assets.
In addition, auditor must ensure that all intangible assets like,
carbon permits or licenses have been properly valued and
amortized. All significant environmental benefits should be disclosed
properly in the accounts and all assets and liabilities including
contingent liabilities due to environmental factors have been duly
provided for and properly disclosed in the books of accounts.

Emerging Trends

6.17 As environmental auditing has continued to gain acceptance
in both the private and public sectors, new trends in auditing have
emerged. Some of the recent national and international
developments in the field of environmental auditing include
environmental management audit, pollution prevention opportunity
assessment, environmental auditing standards and professional
recognition, ethical audits, sustainability audits and carbon audits.
Some of the emerging trends have been discussed in the following
paragraphs:

Development of Non-financial Auditing

6.18 In the last two decades, non-financial auditing has developed
as a business management tool and has resulted in the proliferation
of audits in the annual calendars of various companies. Many
companies have made the decision to combine non-financial audits
such as, health, safety, environment and quality in an effort to
reduce costs, disruption and inconvenience in the workplace.
Sometimes also called Safety, Health, Environmental and Quality
(SHEQ) audit, this approach has both advantages and
disadvantages. The advantages include the fact that there are
fewer audits and less likelihood of reduced productivity in the
workplace. It reduces inconvenience and costs involved in
conducting frequent audits. A disadvantage would be that by
combining a number of audits, this could dilute the focus on the
individual components. If this were balanced by increasing the
length of time of the audit, this would then begin to increase the
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disruptive element of the audit which may affect productivity. The
negative effect of the audits can be reduced if companies are able
to utilize the “added value” from the audits which normally result in
reduced wastage, reduced risk, improved performance and reduced
incidents. It is not always possible to financially quantify these
benefits and so the perception still remains that audits are time
consuming and interfere with production. Another problem is that
there are fundamental differences between financial and non-
financial auditing and this has been noted in practice by companies
who have attempted to undertake broader based auditing exercises.
For example, many aspects of the “social audits” are more difficult
to quantify which creates a problem when contrasted with the
more precise financial auditing structures.

Social, Ethical, Environmental and Sustainability
Reporting (SEESR) Audits

6.19 Since 1990s, there has been steady growth of social, ethical,
environmental and sustainability reporting accompanied by an
increase in SEESR audits. The audit of SEESR is considered
necessary to build credibility and trust among corporate
stakeholders. Being an integrated approach, SEESR is considered
to be predominantly a management tool, useful for checking the
efficiency of the internal management control systems in the SEESR
area, rather than a mechanism for enhancing corporate
accountability to stakeholders and building credibility and trust.

Emergence of Sustainability Auditing

6.20 Sustainable development balances economic growth with
environmental quality and social responsibility, while acknowledging
and taking responsibility for the growth’s long-term impact on
society. The broadening of the scope of environmental auditing to
include “Triple Bottom Line” or sustainability auditing is a relatively
recent development. The “Triple Bottom Line” concept puts forward
the idea that the corporate sector should not focus solely on the
financial “bottom line” of profit, but also consider “social bottom
lines” and “environmental bottom lines” and incorporate these into
their accounting structures. Sustainability audit is an evaluation of
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the state of sustainability performance level in an organization
using various performance indicators. It includes ideas and
strategies for the future green footprints of the business. Auditing
guidelines for sustainability auditing have been developed to
measure and monitor “Triple Bottom Line” performance. The Global
Reporting Initiative (GRI) Guidelines provide the corporate sector
with a model for Tripe Bottom Line accounting. Included in these
guidelines is a procedure for auditing compliance to the
sustainability model. Recently, IFAC has issued Sustainability
Framework 2011, ‘Professional Accountants as Integrators’, for
sustainability accounting and auditing. Sustainability auditing is in
its infancy and as yet there is no sustainability standards established
by any professional accounting body. Since there is no real criterion
as to what constitutes a sustainable organization, this presents
something of a challenge to the auditors.

Increase in Environmental Audits by Supreme
Audit Institutions

6.21 Globally and regionally, governments have made
commitments to address environmental issues and sustainable
development. International leadership has contributed direction and
facilitated cooperation on numerous environmental issues.
International environmental agreements (IEAs) are important for
facilitating international cooperation. IEAs refer to agreements,
declarations, accords, treaties, and conventions with an
environmental focus that have been signed by more than one
country. Meanwhile, governments work to protect the environment
in their countries. Issues such as waste management, contaminated
sites, and national park management often fall within national
boundaries. Domestic action can involve a variety of public policy
tools including legislation, taxes, enforcement, market incentives,
regulations, and policies. These tools are necessary for nations to
implement domestic environmental protection and IEAs at home.

Holding government and industry to greater accountability for their
actions with respect to the environment has led to a need to report
on the consequences of these actions. There is also an expectation
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that these reports will be subject, in turn, to an independent audit.
Consequently, the role of Supreme Audit Institutions (SAls) has
been to respond to the expectations of citizens by providing
independent, credible and objective verification of the information
provided by government agencies with respect to their activities
and their impacts on the environment. SAls can play a major role
in overseeing that their government’s public policy tools will produce
their intended results. As expressed by Dr. Genaro Matute Mejia,
Comptroller General of the Republic of Peru:

Our audits help to improve government’s management of
environmental issues and in the long run improve social prosperity
and economic development in each and every one of our countries.

6.22. In the past two decades, there has been significant increase
in environmental audits by SAls. Environmental audit by SAIl India
is conducted within the broad framework of compliance and
performance audit. More than 100 specialized environmental audits
have been conducted by SAls for the last 25 years. These audits
relate to air issues, water issues, waste, bio-diversities and EMS.
SAl India is an active member of INTOSAI WGEA and ASOSAI
working group on environment. A review of environmental audits
by SAls shows that their audit findings have been linked to the
following positive environmental results:

(i)  The water quality of rivers and watersheds has improved.
(i)  Action has been taken to protect against invasive species.

(i) There has been increased protection for plants, animals,
and ecosystems.

(iv) Management of natural resources has improved.
(v)  Environmental degradation from construction has decreased.
(vi)  Environmental pollution has decreased.

(vii) Desertification of land has been reduced.
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Environmental Due Diligence Audit

6.23 An environmental due diligence audit is an audit that is
normally carried out before acquisition, merger, divestiture or sale
of a business or property to check the extent to which the business
may have known or unknown (or visible or hidden) environmental
liabilities e.g., cleaning of contaminated land or remediation cost.
If a business has undeclared environmental liabilities, then these
could materially affect the value of the business as at some later
point, the business may be required to deal with those liabilities
(e.g., clean up buried waste which has caused pollution) and thus
its assets could be diminished. An environmental due diligence
audit may identify one or more environmental liabilities and this
may result in a re-negotiation of the price paid for the business
because the liability is seen as a potential charge against the
business.

Emergence of Carbon Audits

6.24 Public concerns the world over has resulted in building
mechanisms such as the Intergovernmental Panel on Climate
Change (IPCC) and the Kyoto Protocol for Greenhouse gas (GHG)
reduction. Many countries are now considering to control green
house effects and CO, targets through regulation of business
entities using carbon emission rationing system where they allocate
carbon credits or permits to them for the emission of a certain
quantity of greenhouse gases in a particular period (i.e., a permitted
quota), or by approving certain organizations as being able to
issue legitimate carbon credits (called ‘abatement certificates’).

6.25 Measuring and verifying the carbon footprint, i.e., undertaking
a carbon audit of a product, service, site or a whole company is a
vital step towards reducing carbon emissions. Carbon audit involves
identifying and calculating carbon dioxide emissions caused directly
from burning fossil fuels on-site or as a result of production and
other activities of the company or indirectly, when inputs or
resources are purchased or emissions caused by other stakeholders
including clients, employees and industrial partners, etc. This
information often enables a business to make immediate carbon
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reductions through fairly straight forward practical steps and
sometimes through relatively simple technical solutions. For
conducting carbon audit, it is necessary that some standards and
guidance for companies must be provided to prepare a GHG
emissions inventory at the organizational level. GHG accounting
concepts and issues should be linked through the use of common
accounting principles. The principles of relevance, completeness,
consistency, transparency, and accuracy should be applied in their
appropriate contexts. The application of these principles is intended
to ensure credible accounting of both corporate GHG emissions
and project-based GHG reductions. Verification of an entity’s carbon
accounts by independent duly qualified assurers is another
important issue.

6.26 It has been felt that to deal with carbon trading related issues
in accounts, accounting professionals in different countries must
develop a Carbon (Emission and Sequestration) Accounting (CES
Accounting) standard which needs to be consistent with the
Intergovernmental Panel on Climate Change (IPCC) principles.
Other CES measurement and reporting approaches to be
considered in this regard are — the Global Reporting Initiative
(GRI, 2006); the United Nations Conference on Trade and
Development’'s (UNCTAD) Intergovernmental Working Group of
Experts on International Standards of Accounting and Reporting
(UNCTAD 2006) and the World Resources Institute and the World
Business Council for Sustainable Development (2007) with its
Greenhouse Gas Protocol (GHG Protocol). The GHG protocol is
an international accounting tool for government and business
leaders to understand, quantify, and manage greenhouse gas
emissions. The protocol consists of two modules — Corporate
Accounting and Reporting Standards providing methodologies to
business and other organizations to inventories and report all of
the CO, emissions they produce and Project Accounting Protocol
and Guidelines.

Environmental Information Audit

6.27 Since mid 1990s, there is also a remarkable growth in the
number of companies reporting voluntarily on their environmental
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policies, activities and performance. Research in the area has
revealed that while many of these companies provide limited,
qualitative, non-financial information mainly through the annual
report, some large companies, particularly those operating in
environmentally sensitive industrial sectors have started disclosing
significant quantitative and qualitative information on the issue.

6.28 Reporting of environmental information to external
stakeholders gives rise to the need for verifying these statements,
i.e., environmental information audit. It has been realized that the
users of environmental information are more informed and are
more concerned about accuracy and validity of data provided in
environmental reports. To increase reliability, credibility and validity
of environmental information provided to various stakeholders by
a company, it is essential that an independent external auditor
verifies these reports. This verification is necessary to ensure
objectivity of the environmental reporting process, confirming the
consistency of reported data and improving the quality of dialogue
with stakeholders. Hence, environmental information audit system
aims at providing accurate, reliable, relevant and objective
environmental information to various internal and external
stakeholders to help them in making more informed decisions.

6.29 Increasing number of organizations report on issues which
require a high level of assurance, for example, emissions of
pollutants or conservation of natural resources. There is a need to
provide transparency in the data and information the company
show in environmental report. This is not a new concept, as publicly
listed companies are presently required to provide independently
audited annual reports to shareholders. It is accepted practice that
financial statements, if they are to be at all reliable, must be subject
to the scrutiny of an independent third party. There is a growing
view that environmental reports must also be attested to in the
same way and for the same reasons. This system of auditing
provides a degree of assurance to users of these statements that
the contents provide an accurate view of the company’s
environmental performance, and permits inter-company comparison
of performances.
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Thus, the primary purpose of a third-party independent verification
of an environmental statement is to legitimize the accountability
relationship by providing assurance to the stakeholders that the
information contained within the report is accurate, complete, and
that the report provides a balanced view of the organization’s
performance. This assurance will add significant credibility to the
environmental report. The verification is also a valuable
management tool. It provides management with internal assurance
that the information presented is a fair and accurate reflection of
company’s environmental performance. It also gives valuable
information to management for improving management processes,
systems, data collection and dialogue with stakeholders by
highlighting potential inefficiencies.

6.30 For verification, it is necessary to have standards against
which information has to be verified. Information is verifiable if
there are criteria against which actual information can be verified
objectively. The European Commission indicated that there are 15
different guidelines being used by companies producing
environmental reports, naturally not all these parties share the
same goals, and hence the development of reporting has not yet
progressed in a converging way. The heterogeneity of information
contained in environmental reports makes them incomparable.
Initiatives are being undertaken aimed at converging the practices,
for example, Global Reporting Initiative (GRI), has received strong
support and acceptance worldwide for its guidelines on sustainability
reporting. There also exist several other guidelines for verifying
environmental reports. The International Federation of Accountants
(IFAC) has released an International Audit Practices Statement
(IAPS) 1010 offering practical guidance on the “Consideration of
Environmental matters in the Audit of Financial Statements™. The

This has been discussed in detail in Section 6.3 on environmental financial
audit. It is to be noted that environmental financial audit focuses on audit of all
monetary information related to environmental activities of an organization.
Since all financial information is reported in financial statements, it indirectly
means consideration of environmental matters in audit of financial statements.
The term environmental information audit is wider in scope. It includes audit of
all types of information, financial, physical or descriptive, reported by a concern
in the annual reports or through some other medium like environmental reports,
web-sites etc.
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IAPS concentrates on issues such as, consideration of relevant
environmental laws and regulations; obtaining sufficient knowledge
of the business in relation to the relevant environmental matters;
and using the work of experts. The United Nations Inter
Governmental working Group of Experts on International Standards
on Accounting and Reporting (ISAR) recommendations also
provides the criteria against which the audit of environmental
considerations within financial statements can be considered. ISO
14000 is a methodology for environmental management. It provides
necessary requirements and recommendations for any organization
to develop and implement a cost effective system of management
by introducing environmental auditing. ISO 14000 series may also
cover environmental information audit.
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Emerging Opportunities for
Professional Accountants in the
Field of Environmental Audits

Emerging Opportunities for Chartered
Accountants

7.1 The growth in interest and activity in environmental accounting
and auditing in the past two decades is astonishing. From the
most marginal and irrelevant subset of social accounting at the
beginning of 1990s, it has expanded to become something which
is now seen as an essential element in any organization’s
environmental responsibility. In this context, a question generally
asked is whether a chartered accountant (CA) has required
capabilities to conduct environmental audits or what role a
professional accountant can play in dealing with environmental
concerns. This chapter explores opportunities for CAs in the area
of environmental accounting and auditing.

7.2 Chartered accountants in the past have been reluctant to
participate in green issues because their capability and knowledge
to conduct environmental audits may be challenged. They felt that
environmental audit is a diverse activity which involves knowledge
about various technical, legal and non-financial matters. It may
involve multiple agencies as well as multiple users. In the absence
of established standards and guidelines, it is difficult to conduct
environmental audits. But over the time, it has been realized that
the role of chartered accountants in green accounting and audit is
significant.

7.3 According to INTOSAI, 2004, “Accountants as providers of
information, reports and assurance on which business and
government decisions are frequently based, have increasingly been
drawn into environmental arena. The influence of accountants and
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auditors comes from their access to financial information. They
analyze reports and communicate information on which decisions
are based and performance is evaluated. They can encourage
greater transparency and informed decisions about application of
resources and the impact of activities on environmental outcomes
without distorting existing accounting standards. Thus, in order to
ensure the provision of accurate information by annual reports, it
is necessary to involve the environmental audit.”

The accounting literature clearly establishes the potential for
financial auditors to play a role in the conduct of environmental
audits. FEE and INTOSAI created work groups for environmental
audit that published guidance on conducting audits of activities
with environmental perspectives in 2001. These work groups
conducted numerous studies and research projects on the issue.
Accounting profession of various countries have also published
research reports on environmental accounting and auditing, of
which the most notable work done by the Canadian Institute of
Accountants (CICA) is titled “Environmental Auditing and the
Accounting Profession.” Another important work, “The
Environmental Audit and the Audit Profession” has been done by
the Limpberg Institute of Netherlands on behalf of the Dutch
Accounting Professions. All these reports emphasize that
accounting profession has significant role to play in environmental
matters. ‘By establishing commonality between the principles of
financial auditing and other forms of assurance practice, such as
environmental audits, financial auditors have claimed sufficient
expertise to coordinate the provision of environmental audit
services’.

7.4 The role of accountant in helping an organization in dealing
with environmental issues can be analyzed under following heads:

CA as Environmental Accountant

Environmental financial accounting refers to the preparation of the
environmental financial reports for external audiences using
generally accepted accounting principles (GAAP). It mainly includes
estimation and public reporting of all significant and financially
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material environmental information such as, significant
environmental costs, liabilities and contingencies. Chartered
accountants due to their specialized accounting skills can help an
organization in preparing environmental financial accounts, i.e., in
dealing with identification, measurement, recognition and disclosure
of all significant environmental financial costs, benefits, assets,
liabilities and contingencies. In this context, the most relevant work
is of the United Nations Inter Governmental Working Group of
Experts on International Standards of Accounting and Reporting
(ISAR). ISAR began to focus on the subject of Environmental
Accounting and Reporting (EAR) in the late 1980s. Starting from
1989, ISAR has issued number of recommendations on EAR.
Apart from ISAR, different types of supra-national bodies (e.g.,
FEE, European Union) have also shown interest in EAR and some
of these have issued guidelines in this connection. Professional
accounting bodies all over the world have this item on their agenda.

CA’s Role in Environmental Management
Accounting

In addition to the significant role that the chartered accountants
can play in environmental financial accounting and reporting,
environmental management accounting also offers an opportunity
for accountants to develop the services they offer beyond the
traditional core activities. The focus of environmental management
accounting is internal. Environmental management accounting
(EMA) is the process of identifying, collecting and analyzing
information about environmental costs and performance to help an
organization’s decision-making (EPA, 1995a). EMA is mainly
concerned with the presentation of data about environmental
activities and performance to the management, so that it can also
be considered while making number of business decisions like,
capital budgeting decision, costing determinations, process/ product
design decisions or performance evaluations. It has been felt that
the accountants have the necessary skills and experience to:

(i) monitor, measure and control environmental costs;
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(i)  manage environmental information systems so that the
outputs are accurate and reliable;

(iii)  identify and plan financial budgets for improvement projects;
(iv) help formulate and implement environmental strategy; and

(v) provide highly regarded advice on improvement of
environmental performance.

Consideration of Environmental Matters in Audit
of Financial Statements*

The International Auditing Practices Committee (IAPC) of the
International Federation of Accountants (IFAC) has published a
discussion paper titled “The Audit Profession and the Environment”
in May 1995. According to IAPC, “Environmental matters are
becoming significant to an increasing number of entities and may,
in certain circumstances, have a material impact on their financial
statements. These issues are of growing interest to the users of
financial statements. The recognition, measurement, and disclosure
of these matters are the responsibility of management. For some
entities, environmental matters are not significant. However, when
environmental matters are significant to an entity, there may be a
risk of material misstatement (including inadequate disclosure) in
the financial statements arising from such matters. In these
circumstances, the auditor needs to give consideration to
environmental matters in the audit of the financial statements.
Environmental matters can be complex and may therefore require
additional consideration by auditors.”

International Auditing Practice Statement (IAPS) 1010, “The
Consideration of Environmental Matters in the Audit of Financial
Statements” was approved by the IAPC in March 1998. The
Statement provides practical assistance to auditors by describing:

0] The auditor's main considerations in an audit of financial
statements with respect to environmental matters;

“In 2002, IAPC was reconstituted as the International Auditing and Assurance
Standards Board.
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(i)  Examples of possible impacts of environmental matters on
financial statements; and

(i) Guidance that the auditor may consider when exercising
professional judgment in this context to determine the nature,
timing, and extent of audit procedures with respect to:

(a) Knowledge of the business (ISA 310, “Knowledge of
the Business”);

(b) Risk assessments and internal control (ISA 400, “Risk
Assessments and Internal Control);

(c) Consideration of laws and regulations (ISA 250,
Consideration of Laws and Regulations in an Audit of
Financial Statements”); and

(d) Other substantive procedures (ISA 620, “Using the Work
of an Expert” and some others).

The guidance under (c) reflects the typical sequence of audit
process. Having acquired a sufficient knowledge of the business,
the auditor assesses the risk of a material misstatement in the
financial statements. The assessment includes consideration of
environmental laws and regulations that may pertain to the entity,
and provides a basis for the auditor to decide whether there is a
need to pay attention to environmental matters in the course of the
audit of financial statements. The statement also gives meaning of
environmental matters and examples of environmental matters
which have impact on financial statements.

When planning and performing audit procedures and evaluating
and reporting the results thereof, the auditor should recognize that
non-compliance by the entity with laws and regulations may
materially affect the financial statements. However, an auditor
cannot be expected to detect non-compliance with laws and
regulations. According to ISA 250, “the auditor’s training; experience
and understanding of the entity and its industry may provide a
basis for recognition that some acts coming to the auditor’s attention
may constitute non-compliance with laws and regulations. The
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determination as to whether a particular act constitutes or is likely
to constitute non compliance is generally based on the advice of
an informed expert qualified to practice law but ultimately can only
be determined by a court of law.”

CA’s Role in Compliance and Certification Audits

Compliance audits are conducted to verify an entity’s compliance
with environmental laws, regulations, standards, industry guidelines
or company’s own policy. It is felt that CAs can very efficiently
conduct compliance audits if they gain knowledge of relevant
environmental laws and regulations. They can also conduct
certification audits. Such arguments, generally, centre on the
requirements outlined in ISO 14012 Guidelines for environmental
auditing issued in 1996. ISO 14012 para 4 recommends that,
environmental auditors should have “appropriate work experience,
formal training and/ or on-the job training in some or all of a
number of areas, including audit procedures, processes and
techniques”. In 2002, ISO 19011 was issued which superseded
ISO 14012. ISO 19011 also provides that in addition to personal
attributes like, ethical, open-minded, versatile, observant, decisive,
etc, an environmental auditor should have specific knowledge of

(a) skills in application of audit principles, procedures, techniques

(b) knowledge of EMS, terminology related to environmental
matters, relevant environmental laws, environmental aspects
of operations, etc.

CAs already have first set of required skills. After obtaining
knowledge about environmental laws, EMS and relevant terms,
they can very efficiently conduct environmental audits, particularly
certifications audits. These audits may include monitoring of
environmental management system of the unit, checking the status
of consent orders, compliance of consent orders, water cess, other
legal requirements, industrial data collection regarding product
process, electric consumption, water consumption, raw materials
and energy balance, etc.
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In the same way, CAs can play important role in non-financial
auditing or carbon audits.

CA and Environmental Information Audit

The main role of financial auditor is to express opinion on truth
and fairness of assertions made in financial statements. This role
can be very well extended to include environmental information
audit where all types of environmental information reported by a
concern through various mediums is verified with the help of all
available evidences.

CA as Environmental Consultants

CAs can enter in the environmental consultancy area and help
organizations in obtaining consents required under various
environmental laws. For example, before establishing an industrial
unit a CA’s certificate about proposed Capital Investment or Gross
capital investment (land, building, plant and machinery) is required
to be submitted along with the application for establishment of a
unit. This certificate is also known as Gross Block Investment
certificate. This certificate should include the cost of land, building,
plant and machinery without depreciation. CAs can also provide
information on the capital and recurring (O&M) expenditure on
various aspects of environment protection such as effluent,
emission, hazardous wastes, solid wastes, tree-plantation,
monitoring, data acquisition, etc. This is important information to
be given in the application for consent to establish/ operate/ renewal
of consent.

Chartered Accountants as environment consultants can play an
important role in obtaining environmental clearance under the
Environment Impact Assessment Notification. The environmental
consultant should be conversant with the existing legal and
procedural requirements of obtaining environmental clearance for
a proposed project. The consultant should guide the project
proponent (i.e., the person who is going to establish an industrial
unit) through initial screening of the project and establish whether
Environment Impact Assessment (EIA) studies are required to be
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conducted and, if so, finalise the scope of such study. Chartered
Accountants as environmental consultants can give opinion on
viability of various projects, technologies to prevent pollution and
clean up polluted resources.

CA’s Role in Sustainable Development

Professional accountants in all types of organizations have a
significant role to play in sustainable development also. In 2011,
the IFAC has issued a sustainability framework. According to IFAC,
“Achieving a sustainable future is only possible if organizations
recognize the role that they can and need to play. Effective action
by the accountancy profession and professional accountants to
better integrate and account for sustainability is an essential part
of that role. The IFAC Sustainability framework primarily targets
professional accountants working in commerce, industry, financial
services, education, and the public and non-profit sectors. IFAC
strongly believes that these professional accountants can influence
the way organizations integrate sustainability into their mission,
goals and objectives, strategies, management and operations,
definitions of success and stakeholders communications.” IFAC’s
Sustainability Framework —

0] Emphasizes on role of professional accountants in
sustainable development.

(i) Feels that accountants have knowledge and expertise in
dealing with environmental matters.

(i) Believes that professional accountants have a significant
role in integrating sustainability issues into strategy,
operations and reporting and in ensuring that accurate and
credible necessary information, analysis and insights are
available to relevant stakeholders to support decision-making.

7.5 Accountants are interested in finding a solution to the
environmental issues and they are ready to accept challenges
posed by global environmental concerns. Some audit companies
have already started training specialized teams on environmental
audit. These teams include environmental engineers, legal
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professionals, finance specialists, ISO 14001 certifiers, certified
chartered accountants, etc. Accountants have significant role in
green audits (particularly, environmental financial audit and
environmental information audit) because they have knowledge of
law and accounting standards and expertise in accounting and
financial matters. They can ensure that environmental information
provided by government or business is accurate, complete and
authentic and can encourage greater transparency and informed
decisions. CAs can play significant role in environmental matters
as accountant, as decision maker, as advisor, as manager, as
consultant, as analyst, as part of internal audit team or as
independent verifier. There are significant opportunities in this
area, but to avail these opportunities it is necessary to provide
relevant education to deal with issues like, social audit, carbon
audit, energy audit, and sustainability auditing. In addition,
continuous training is required to deal with dynamic and diverse
environmental issues. The need has also been felt to develop a
conceptual framework for environmental reporting and some
guidelines and standards for incorporating environmental issues in
the financial statements.

“The ability of the planet’'s eco-systems to sustain future generations
can no longer be taken for granted. .... Humanity is, in essence,
impairing the very foundations of our health and prosperity.
Governments have a key role to play in reversing these trends
and in protecting our national heritage. So do environmental
auditors”™.

* INTOSAI, 2004.
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Summary and Conclusion

8.1  Since late eighties, companies are under increasing pressure
from various internal and external stakeholders to reduce adverse
environmental impacts of their activities by making efficient use of
scarce resources and by using cleaner production technologies.
The focus is on shifting business priorities from just a financial
profit bottom line to a broader “Triple Bottom Line”. The global
challenge is to ensure that organizations develop systems and
take other necessary steps to reverse the previous erosion of
natural resources and to improve their environmental performances.
This requires radical changes in many of the business and
management areas.

8.2 From an organization’s point of view, the only sensible
response to the growing complexity of the environmental agenda
is to work towards the development of a fully integrated
environmental management system (EMS). An EMS represents
the organizational structure, responsibilities, processes and
preconditions for the implementation of a company’s environmental
policy. To verify efficiency of the EMS and to check measures
taken by the concern for environmental conservation and protection,
environmental audits are required to be conducted. An umbrella
term, environmental auditing encompasses a wide range of auditing
practices like, certification audits, energy audits, environmental
surveys, policy impact assessment, EMS audits etc. which are
generally undertaken on a voluntary basis by companies as a part
of strategy of self regulation as well as for ensuring compliance
with environmental standards and laws. Green audit touches many
areas of current, proposed and possible future environmental
regulation and acts both as the first substantial step towards
environmental sensitivity and as a regular and essential part of
environmental management systems.

8.3 The major benefits of conducting an environmental audit
include mitigating your company’s legal and reputational risks,
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reducing operational inefficiencies, improving the environmental
performance of your company, and achieving certification
requirements. These audits can add value to the efforts made by
organizations for managing environmental impacts. Environmental
audits help a way of identifying, evaluating and managing
environmental risks (known and unknown). It can be undertaken
at various levels of sophistication and detail which can be tailored
to the needs of the organization. The environmental audit also
assists in the process of testing performance in the environmental
arena and is fast becoming an indispensable aid to business
decision making.

But the value of the environmental audit as an environmental
performance measurement and verification technique, and as a
continuous environmental performance improvement tool has yet
to be appreciated on a large scale. There is still a perception that
environmental audits may have a negative impact on the
organization by exposing the companies to penalties and imposition
of costly changes in the facility. This perception has to change. In
fact, environmental management and audit systems are now so
central to organizational management that any organization which
ignores them indirectly endangers its very existence. What is crucial
for all types of environmental auditing activity is that it forms part
of an overall environmental management strategy of a business
which incorporates the environment into core business functions.

8.4 The environmental auditing should be more clearly defined
and understood, if it is to be an effective management tool for
improving environmental practices and procedures and gaining
credibility with stakeholders. Because it is a diverse activity, in
large organizations, it is necessary that an audit team should
conduct it. The audit team must be qualified for the operation. In
addition to persons with audit ability, the team should have available
to them qualified environmental auditors on a full time basis or as
advisors when needed. The audit team should have legal expertise
available as and when required. However, the competence of
environmental auditors is still to be defined by the professional
agencies. Auditor competence is the key to the quality of an
environmental audit and further efforts need to be made to define
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the key skills that environmental auditors need to be effective
auditors. The ISO standard on auditor qualification criteria will help
clarify competencies, but a more fundamental formal training and
educational structure needs to be developed to allow environmental
auditing to be developed as a profession.

8.5 Accountants and auditors have traditionally not been
associated with the conservation of environment movement.
However, with environmental issues assuming increased importance
in the world, the accounting profession all over the world has
shown positive response to the environmental issues by publishing
research reports and putting these issues in their professional
agenda (INTOSAI, 2004). In fact, accountant, as the prime
custodian and light bearers of economic development, can no
longer shut their eyes to the effect of environmental issues on
business, management, accounting, auditing and disclosure system.
Protection of environment and the potential involvement of
accountants is becoming a common subject of discussion among
the accountants all over the world. Now-a-days, accountants are
expected to take a proactive role in the environmental protection
process. Corporate environmental accounting and reporting has
now become a “global issue” with a pressing need to harmonize
accounting and reporting of environmental costs and liabilities.

8.6 Considering the corporate entity’s responsibility towards
environmental protection, formulation of valuation, accounting and
reporting techniques relating to environmental matters is a great
challenge to the accounting profession. Increasingly careful attention
has been given by both national and international auditing bodies
to the ways in which environmental issues might have a financial
impact on the activities of the client and the implications this can
have on auditing procedures. In addition to the technical matters
of verifying evidences relating to existing environmental provisions,
liabilities and contingencies, the audit procedures should take into
consideration explicitly the potential but hidden environmental
problems. The major challenge is to incorporate environmental
matters into the regular financial statements by placing an objective
value to the environmental impacts. Unfortunately, no one has
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developed an acceptable, objective and verifiable measurement
technique in this regard.

8.7 Another important challenge facing the profession is to
develop environmental reporting both as a useful environmental
management tool, and as a means to provide stakeholders with
credible information about their environmental performance.
Environmental information audits can be used as a mechanism for
enhancing corporate accountability to stakeholders and building
trust and credibility. This in turn, raises issues about attestation of
environmental reports and the role of statutory financial auditor in
this attestation. In the case of verification of environmental reports,
the qualifications of the auditor are of vital importance. In order for
verification to add credibility to environmental reports, the verifiers
themselves must be credible. It is necessary that some qualification
requirements should appear for environmental auditors in the same
way as those exist within financial auditing. The task of professional
accounting institutes is to provide the qualified accountants with
necessary education and skills to consider environmental matters
in the financial statements and to verify environmental reports. In
a nutshell, environmental management and audit have been
undoubtedly the major growth and development areas in a
business’s response to the environmental agenda and professional
accountants and auditors have important role to play in conservation
of environment movement.
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The Confederation of British Industry’s
Guide to Environmental Audit

What is environmental audit?

Why do so many companies

are using the environmental »

audit as management tool?

What can an audit do for you?

A systematic, objective and documented
evaluation of the impact of your business
activities on the environment.

&

i

To prepare themselves for:

* New and tougher legislation

* Increasing corporate and personal
liability

* Rising energy and materials costs

» Rapidly rising waste disposal costs

+ Competitive pressure as other
companies clean up their act

+ Growing public pressure.

=

&

What does an audit involve?
A rigorous environmental audit
will do more than simply
ensure legislative comp-liance,
it will sim to identity the Best
Practicable Environmental
Option (BPEO) for your
company. A good audit will
help you run a tighter, more
efficient company.

+ Ensure that your company is staying
within the bounds of the law

+ Cut effluent and waste disposal costs
* Reduce material and energy balls
* Improve your corporate image

e Assist in formulation of an
environment policy

Evaluating your operational practices to
determine whether they can be made
more efficient in terms of resource use
and waste production, or altered to
minimize risk of pollution.

Examining the way in which your
company deals with the waste it
produces to see if more effective waste
management options could be deployed.
Taking a good look at the material and
energy resources your company uses
to see whether more environmentally
sound alternatives could be subsituted.

Developing contingency plans for
environmental mishaps.
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Who should carry out the audit?

¥

If you have relevant expertise in-house
set up an internal audit term or you may
wish to bring in external audit team.

And after the internal audit?

»

Define a set of corporate objectives
based on the audit results and set
them out in a formal environmental

policy.

Like a financial audit, an
environmental audit is not a one-off
event Regular monitoring will be
necessary to check that your
company is moving satisfactorlly
towards its objectives.

Incorporate an environmental
component into both your training
programme and communication
strategy.
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Relevant Environmental
Laws in India

Some Acts (amended from time to time)

1927 | The Indian Forest Act

1972 | The Wildlife Protection Act

1974 | The Water (Prevention and Control of Pollution) Act
1977 | The Water (Prevention & Control of Pollution) Cess Act
1980 | The Forest (Conservation) Act

1981 The Air (Prevention and Control of Pollution) Act

1986 | The Environment Protection Act

1991 | The Public Liability Insurance Act

2002 | The Biological Diversity Act

2010 | The National Green Tribunal Act

In addition, there are some Acts incorporating environmental
(including health and safety) concerns like, The Factories Act,
1948; The Coastal Zone Regulations; The Indian Explosives Act,
1884:; or Motor Vehicles Act, 1988.

Some Important Environment Related Rules

1989 Hazardous Waste (Management and Handling) Rules

1989 Manufacture, Storage and Import of Hazardous Chemical
Rules

2000 Municipal Solid Waste (Management and Handling) Rules

1998 | The Biomedical Waste (Management and Handling) Rules

1999 | The Environment (Siting for Industrial Projects) Rules

2000 Noise Pollution (Regulation and Control) Rules

2000 Ozone Depleting Substances (Regulation and Control) Rules
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2011 E-waste (Management and Handling) Rules

2011 National Green Tribunal (Practices and Procedure) Rules

2011 Plastic Waste (Management and Handling) Rules

In addition, from time to time, MoEF has notified Amendment
Rules in almost all the major acts. For all these acts and
amendments therein refer to rules and regulations on http://
moef.nic.in/modules/rules-and-regulations/water-pollution/

National Environmental Plans and Policy
Documents*

National Forest Policy, 1988
National Water Policy, 2002

1
2
3. | National Environment Policy or NEP (2006)
4

National Conservation Strategy and Policy Statement on
Environment and Development, 1992

Policy Statement for Abatement of Pollution (1992)

National Action Plan on Climate Change

Vision Statement on Environment and Human Health

Technology Vision 2030 (The Energy Research Institute)

©| o N o

Addressing Energy Security and Climate Change (MoEF and
Bureau of Energy Efficiency)

10) The Road to Copenhagen; India’s Position on Climate Change
Issues (MoEF)

Some International Conventions Where
India is Signatory

(i)  Convention on Wetlands of International Importance, 1971
(Ramsar)

* CAG, 2010, Environment and Climate Change: Public Auditing Guidelines ,
Principles and Practices of Environmental Audit and Climate Change.
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(i)  Convention Concerning the Protection of the World Cultural
and Natural Heritage, 1972

(i)  Convention on International Trade in Endangered Species
(CITES) (1973)

(iv)  Montreal Protocol on the Substances that Deplete the Ozone
Layer, 1987

(v) Basel Convention on the Control of Transboundary
Movements of Hazardous Wastes and Their Disposal, (Basel
Convention) 1989

(vi)  U.N. Framework Convention on Climate Change, 1992

(vii) Convention on Biological Diversity, 1992

(viii) UN Convention to Combat on Desertification, 1994

(ix) Kyoto Protocol, 2005

Pollution Control Authorities

(i) Ministry of Environment and Forests (MoEF)
(i)  The Central Pollution Control Board (CPCB),
(i)  State Pollution Control Boards (SPCB)

(iv) State Departments of Environment
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Sample Checklists

I Sample Checklist for Environmental
Management System (EMS) Audit

The following table contains some sample questions which may
be included in Environmental Management System audit checklist.
It provides a starting point for internal auditors in preparing for an
EMS audit. The checklist is general in nature, which can be
customized according to nature and size of environmental system
of the organization and circumstances of the case. In most cases,
additional questions supporting information and clarification from
the environmental managers or staff will be necessary.

S. | Particulars Questions

Yes/No
Comments
Person
Responsible
Date

1. |Environmental Policy and Objectives

(a) | The e Does your company has a
Environmental documented  Environmental
Policy of the Policy?

e Is this consistent with other
corporate policies?

e Has top management defined and
committed to the policy?

e Are the views of stakeholders
taken into account in developing
the policy?

e |s the policy appropriate to the
nature and scale of the company
and environmental impacts of
its activities, products or services?

¢ |s the environmental policy clear
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S. | Particulars Questions
No.

Yes/No
Comments
Person
Responsible
Date

and specific enough to guide the
setting of environmental objectives
and targets?

e Is the policy sufficiently clear to
be capable of being understood
by interested parties?

e Does the policy show commitment
to continuous improvement in
environmental performance,
prevention of pollution and
sustainable development?

e Does it comply with relevant
environmental legislation and
regulations and other
environmental mandates?

e Has the policy been
communicated to and understood
by employees of all business
units?

¢ s the policy reviewed periodically
to ensure its continuing relevance,
in the light of changing standards,
technology, and emerging

concerns?
(b) | The Environ-{e  Does your company has clearly
mental established environmental
Objectives objectives?

e Do they reflect company's
environmental policy?

e Do they reflect significant
environmental impacts associated
with the company’s operations?
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S.

No.

Particulars

Questions

Yes/No
Comments

Person
Responsible

Date

Do the objectives identify
significant legal aspects?

Has the entity established proper
systems to translate its objectives
into action?

Has the entity developed
adequate  procedures to
accomplish its objectives and are
they really efficient and viable?
Has the entity established
environmental objectives for each
relevant business function and
level?

Have targets been set for
environmental objectives?

Does your company’'s objectives
and targets reviewed and revised
to incorporate changes in internal
and external environment?

Do you have a system of
communicating your
environmental objectives and
policies to various concerned
internal and external stakeholders
(like employees, contractors and
suppliers etc)?

Does your company have a proper
system to identify, allocate and
review human, technical and
financial resources to meet its
environmental objectives and
targets?

678




Guide on Environmental Audit

S. | Particulars Questions o 2
No. 2 5 g B | 9
Z|EBS|S
(2
(c) | The Has your company developed a
Environ- comprehensive framework of
mental policies, practices, procedures,
Management systems and relevant
system management information to

support environmental
management?

Has your company adopted any
principles of the Environmental
Management System? (e.g. ISO
14001)

Is EMS of the company of
acceptable level and size within
the entity?

Has environmental management
system been integrated into the
overall business management
processes of your company?

Do the existing procedures fully
take into  account all
environmental aspects at all levels
and activities of the organization?
Are the environmental
responsibilities of the Chief
Executive and Executive
Members of your company
reasonably clearly defined?
Does your company collaborate
with other departments or
agencies in relation to
environmental management?
Does your company
communicates specific
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S.

No.

Particulars

Questions

Yes/No
Comments

Person
Responsible

Date

responsibilities and
accountabilities throughout the
organization?

Are the environmental
responsibilities documented within
your company and are they up-to-
date?

Has your company considered/
sought/achieved I1SO certification?
Do you have sufficient resources
and technical competencies to
implement EMS as per ISO
requirements?

Has your company assessed the
costs and benefits of certification
under the standard?

Management

Issues

(a

~

Planning
Environmental
Aspects

Has your company established a
systematic and documented
process describing the methods to
identify, monitor and evaluate
environmental aspects of your
company's activities, products or
services?

Does the process drive the
development, application and
operational aspects of
environmental policy?

Does your company monitor and
measure those operations that can
have a significant impact on the
environment?
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S. | Particulars Questions
No.

Yes/No
Comments
Person
Responsible
Date

e Does it include an environmental
risk assessment to evaluate those
aspects, which may have a
significant impact on the
environment in a positive and
negative way?

e Does it considers the scale,
frequency, severity and sensitivity
of the environmental impacts?

¢ Do you make efforts to determine
the significance of those impacts
using a recognized risk
management approach?

e Does it ensures that aspects
which have a significant impact
are considered in setting
environmental objectives?

e Do you provide for the audit and
review of the process to confirm
that planned arrangements are
properly implemented and

maintained?

(b) |Key e Has your company established
performance Key Performance Indicators
indicators (KPIs) to demonstrate progress
(KPIs) against environmental objectives

and targets?

e Does your company have the
capability to identify and track
KPIs and other data, necessary
to achieve its environmental
objectives and targets?
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Do these programs respond to
your company’s environmental
policy and the risk assessment?
Do these programs support or
contribute to the authorities or
Governments overall
environmental programs?

Do the programs nominate
personnel  with  specific
responsibilities in the environment
area?

Are the programs monitored to
track progress against objectives
and targets?

Is someone responsible for
tracking progress towards
achieving objectives and targets?
Does the program include an
environmental review for new
activities?

Has the program been amended
to reflect changes for new
activities?

S. | Particulars Questions ® 2
No. 2/8|5S3| o
B | E|2 5B
= 5L g°
©
Have these targets or objectives
linked to the organization’s
corporate or business plans to
ensure accountability or follow
up?
(c)| Environ- Have you developed programs to
mental achieve objectives and targets
Management established for each relevant
Program business function and level?
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S. | Particulars Questions o 2
No. 2 ﬂc-‘ g g [
L
> | o | §
©l x
e Does your company monitor and
revise its  environmental
management programs?
3. |Implementation and Operation
(a) [Structure e s there an Executive Committee
and or Board to oversee the
Responsibility environmental monitoring and

reporting of your company's
activities?

Has top management defined the
roles, responsibilities and
authorities of personnel for
environmental management in the
context of the company's
Environmental Management
System (EMS)?

Do the roles, responsibilities and
authorities extend to establishing,
implementing, maintaining and
reporting on the EMS?

Have the roles been documented
and communicated to relevant
people responsible  for
environmental management and
are the relevant people aware of
the roles assigned to them?

Has management provided
adequate resources to implement
and control its EMS?

Does your company integrate an
awareness of environmental
issues into its culture?
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S.

No.

Particulars

Questions

Yes/No
Comments

Person
Responsible

Date

Does your company integrate the
principles of  sustainable
development in decision making
process through the appraisal and
evaluation of policies, programs,
plans and projects?

Are there written guidelines on how
to conduct operations in a manner
that is responsible in accordance
with the principles of sustainable
development?

Are systems of internal control for
managing the environment
appropriate to your company’s
corporate plan or business
charter?

Do they provide timely and useful
management information?

Does your company have an
effective internal audit function?

(b

~

Training,
Awareness
and
Competence

Has your company conducted a
Training Needs Analysis for
environmental management
issues?

Is there adequate expertise in your
company to deal with the
environmental and sustainability
issues?

Do you have a systematic and
documented process to ensure
that personnel who carry out tasks
that have a significant impact on
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No.

Particulars

Questions

Yes/No
Comments

Person
Responsible

Date

the environment are adequately
trained and experienced?

Does your company assess the
adequacy of resources and
training of staff with designated
responsibilities for environmental
management and/or protection?
Are employees’ responsibilities
for environmental management
identified in their accountabilities
(e.g. position descriptions, annual
performance goals)?

Are employees encouraged to
take the initiative, submit
suggestions for improvement, and
to suggest actions or policies to
reduce  your company’s
environmental impact?

Does the training include response
to emergencies and drills, and
working with external agencies
such as fire brigade?

Does the company sponsor
scientific or policy research
devoted to environmental
technology, management, and
performance issues or other
relevant research areas at
educational or  research
institutions?

Does the company participate in
external activities designed to
share the results of such scientific
and policy research?
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stakeholders in regard to
significant environmental aspects
and is this process documented?
Do you try to identify, monitor,
evaluate and understand the
needs and expectations of
stakeholders?

Does your company have a
process to record and maintain
communications between key
employees (in your company)
responsible for environmental
management?

Does your company have a
system to receive, record and
respond to communications from
interested  parties  about
environmental impacts associated
with your company's operations?
Does your company proactively
seek the advice of independent
community groups (e.g., through
newsletters, regular meetings,
open forums, or community
oversight committees) regarding
possible risks posed by the
operations of your company?
Have you established documented
procedures to monitor and
evaluate the effectiveness and
efficiency of your communication
strategy/methods?

S. | Particulars Questions ® 2
No. <Z> ﬂc’ ga [
B E|2 5w
O E o al O
> | o | g
Ol
(c) |Communi- How does your company
cation communicate with key
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S. | Particulars Questions
No.

ON/S9A
SjusaWIWO?)
a|qisuodsay
uosiad
9jeq

e Has your company established,
and does it maintain, information
to describe the core elements of
the EMS and provide direction on
where to obtain more information
on specific parts of the EMS?

e Does the information describe
how the elements interact with
each other?

e Does it describe the key roles,
responsibilities, procedures,
follow-up actions or response?

(d)|Operation [ Has your company identified

Control operations and activities that are
associated with significant
environmental aspects of your
company'’s operations?

o Are these operations and activities
carried out under controlled
conditions and in accordance with
operating criteria to ensure
compliance with environmental
policy and the achievement of
objectives and targets?

e Does your company have a formal
written policy regarding materials/
resource conservation, reduction,
re-use and recycling?

e Have you established specific
targets for material/resource
conservation programs for energy,
water or waste avoidance, or other
emerging issues or activities?

~
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S.
No.

Particulars

Questions

Yes/No
Comments

Person
Responsible

Date

Have you established specific
targets for each conservation
strategy?

Does your company monitor and
document trends in energy
consumption by source?

Does your company have a
program to maximize the use of
environmentally safer and more
sustainable energy sources?
Does your company, routinely or
in specific circumstances, track
chemical use and environmental
releases?

Has your company addressed
issues of habitat protection and
stewardship (such as watershed
management, wilderness
protection, biodiversity, etc.) in
areas affected by your operations?

Monitoring and Measurement

(a

~

Monitoring

Have vyou developed and
implemented procedures for
checking the performance of the
EMS?

Is there an adequate system to
identify areas of non-conformance?
Does your company have
procedures to regularly monitor
and measure the significant
operations and activities that can
have a significant impact on the
environment?
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No.

Particulars

Questions

Yes/No
Comments

Person
Responsible

Date

Does your company have
systematic and documented
procedures to  evaluate
compliance  with  relevant
environmental legislation and
regulations?

Are periodic audits carried out
using established programs and
procedures?

Does your company have data
collection and information
management systems adequate to
support environmental reporting
needs?

Is the performance of your
company regularly monitored in
relation to the principles of
sustainability and best practice?
Do you compare and publicly
report predictions made in
Environmental Impact Statements
(EIS) with actual outcomes?
Does your company have auditing
programs for workplace health,
safety and environmental
auditing?

Does your company monitor and
document trends in consumption
of natural resources?

Are your company's environmental
audit programs reviewed by an
independent organization?

Does your company seek
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S.

No.

Particulars

Questions

Yes/No
Comments

Person
Responsible

Date

independent verification of data
collection and information
management systems?

Are your audit results available to
the public?

(b)

Checking
and
Corrective
Action

Does your company have systems
to measure the cost and quality of
environmental protection services
and the use of resources entrusted
to the company?

To what extent does your
company use internal
environmental cost information to
support internal decision-making?
Is this done through a managerial
cost accounting system or other
financial management system that
routinely compiles, analyses, and
reports on environmental costs?
Which environmental costs are so
identified (e.g., management costs,
resource use, waste disposal,
permitting, monitoring, training,
auditing, insurance)?

At what level are costs aggregated
(e.g., product, process, facility,
division, corporate)?

For what purpose is this cost
information compiled?

(c)

Non-
conformance
and
Corrective

Do documented emergency/
contingency plans exist for
rectifying significant environmental
mishaps?
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S. | Particulars Questions ® N
No. 2|5 53,
A E
> 8 o ]
o
and e Does your company have
Preventative procedures to establish and
Action maintain responsibility and

authority for handling
investigations of non-conformance
and taking corrective and
preventative action?

¢ Has the cost of rectifying specific
environmental mishaps/
repercussions been estimated in
order to prioritize your risk

assessment?
(d)| Manage- e Does the Executive Committee or
ment Board regularly receive key
Review information, such as performance

information, major initiatives or
investigations of issues affecting
the environment?

e Does your company have a
process to demonstrate how
recommendations and feedback
from the EMS review have been
implemented and contribute to
improvement in environmental
performance?

e Does your company review on a
regular basis the extent to which
objectives and targets have been
met?

e Do you take into account the
results of audits undertaken and
any changed circumstances for
continuous improvement?
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S.
No.

Particulars

Questions

Yes/No
Comments

Person
Responsible

Date

Are the results of the reviews:
documented, reported to, and
considered by, the Board and or
Chief Executive?

Do they take action on the results
of the reviews?

Does your company review on a
regular basis its EMS to ensure
its continuing suitability, adequacy
and effectiveness

systems conform to planned
arrangements

systems have been fully
implemented

systems are properly maintained?
Are views of interested parties and
stakeholders taken into account?

(e)

Legal and
Other
Require-
ments

Do your operations require
compliance with environmental,
health or safety regulations at
either the national or state level?
Is there a documented process to:
identify the legal and other
regulatory requirements
associated with environmental
impacts of activities, products or
services

provide access to the legal and
other regulatory requirements
evaluate compliance with the legal
and other regulatory
requirements?
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Particulars Questions

Yes/No
Comments
Person
Responsible
Date

e How does your company keep
track of (changes to) legal and
other requirements?

Reporting

~—

Document |e Has your company established
Control and maintained procedures for
controlling all key documents?

e Are the procedures adequate so
that the documents can be easily
located at relevant locations?

e Who is authorized to approve
alterations to documentation?

o Are obsolete documents promptly
removed from all points of issue?-
Are obsolete documents retained
for legal and other reasons and
suitably identified?

e Do you have a transparent and
open system of  reporting to
communicate your company’s
management of the environment
to the public?

o |s there an appropriate and reliable
environmental reporting system
which meets requirements of the
entity?

e Does your company report to
regulators?- Does your company
contribute to National or
International reports?

e Does your company produce an
annual Environment Report?
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Particulars

Questions

Yes/No
Comments

Person
Responsible

Date

Does this report address the issues
of sustainable development?

Is the report externally verified or
validated?

Does your company report to the
Parliament and/or the public on the
fulfillment of its
environmental responsibilitie ?

Il. Sample Environmental Compliance Audit

Checklist

This sample Environmental Compliance Audit Checklist contains
some usual questions relevant for environmental compliance audit.
Depending upon nature of the organization and applicable
environmental laws and regulations, questions can be added or

deleted.
u (7]
Questions —_ S
< Sul s |
= o |9 S| S > g
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1. |General Is the sector in which the

company operates prone to
and known for a high level of
pollution/  environmental
impact?

Does it fall within the notified
industries as per CPCB's
notifications?
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No.

Particulars

Questions

Yes/No

Observations/

Comments

Recommendations

Responsible

person

Date

Are there clearly specified
orders empowering the entity
to operate in the specified
industry?

Have you obtained all the
necessary approvals or
permits for your operations?
Are all these approvals
properly documented and
readily  available  for
inspection?

Does the sector in which the
entity operates entail any
special environmental risks or
require special consideration?
Does the entity carry out
environmental risk analysis in
accordance with specified
schedule?

Is there a suitable internal
control system to ensure that
the entity’s operations achieve
the intended environmental
objectives?

Is the EMS suitably designed
to meet environmental
objectives of the entity?
Does it provide for regular
verifications and physical
monitoring?
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No.

Particulars

Questions

Yes/INo

Observations/

Comments

Recommendations

Responsible

person

Date

Are the actions taken by the
management to mitigate/
abate the environmental
impacts adequate?

Have the cost for the same
assessed properly?

Are the penalties for violation
of the environmental
conditions regularly paid?

Enviro-
nmental
Impact
assess-
ment
(EIA)

Was the entity legally required
to carry out any EIA prior to
starting its operations?

Was it carried out?

Did the entity applied for and
obtained  environmental
clearances as required under
the relevant laws and
regulations?

Were the conditions subject to
which the clearance was
granted duly met?

What was the cost of meeting
environmental obligation as
per environmental report/EIA
report?

Was it duly recorded in the
books of accounts?

Air

Does your concern require
official approval for emissions
to air?
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No.

Particulars

Questions

Yes/No

Observations/

Comments

Recommendations

Responsible

person

Date

If yes, have you obtained
these approvals (in the form
of permits, licences, consents
or authorization)?

Are these approvals up to
date and available for
inspection?

If relevant, are authorized
limits and conditions under
approval (e.g. monitoring
data) being met?

Are all sources of polluting air
authorized where required?
Has the entity taken action to
measure and quantify the
pollution level, emission level
etc. during its operations?
Has any reliable assessment
of the level of Green house
gas emissions/extent of air
pollution of the environment
attributable to the entity's
operations been made?

Are efforts being made to
control such emissions?

Has the sanctioning authority
reviewed the same and given
its approval?

Water

Does your company require
official approval to discharge
liquid effluent to ground,
surface water (including
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No.

Particulars

Questions

Yes/INo

Observations/

Comments

Recommendations

Responsible

person

Date

streams, rivers and lakes) or
sewer or drainage systems?
If yes, have these approvals
been obtained?

Are these approvals up to
date and available for
inspection?

Are all discharges identified
and if required, authorized,
licensed or permitted?

Are discharge monitoring
reports available for past
few (say three) years?

If relevant, are records of
discharge samples kept for
past few (say three) years?
Is there adequate procedure
for spill prevention and
control?

Waste
manage-
ment

Does the company have an
inventory of all the waste
generated in last three years?
Does the company monitor
and document usage, volume
and disposal of all such
waste?

Does the company have
details of where wastes are
finally disposed off?

Does the company have
specific programmes to
minimize such waste?

698




Guide

on Environmental Audit

No.

Particulars

Questions

Yes/No
Observations/
Comments
Recommendations
Responsible
person
Date

Does the company generate
hazardous waste?

Are hazardous waste
collected and stored in
properly constructed,
undamaged, and closed
containers?

Are containers held on site for
the minimum time possible,
and less than any legally
specified limit?

Is an up-to-date inventory of
hazardous chemicals kept on
site available?

Does the company have a
hazardous waste
minimization/ pollution
prevention plan in place?

Do you monitor and document
oil spills, chemical spills and
other accidental releases?

Is spill clean-up and
containment equipment easily
available?

Emerg-
ency
planning
and
comm-
unity
relations

Does the company have a
documented plan for dealing
with emergencies that may
have an environmental
significance?

Are emergency actions
clearly posted in all areas,
with relevant telephone

contact numbers?

699



Compendium of Generic Internal Audit Guides

No.

Particulars

Questions

Yes/INo

Observations/

Comments

Recommendations

Responsible

person

Date

Does your company have
procedures to identify the
potential for, and response to,
environmental incidents,
accidents and emergency
situations?

Are the site emergency
procedures reviewed and
exercised regularly?

Does your company have
procedures to report on
environmental incidents,
accidents and emergency
situations and implementing
corrective actions?

Are  the procedures
communicated to all relevant
parties like employees, factory
neighbours etc.?

Is there a programme to
eliminate, or if not possible
reduce the use of hazardous
substances?

Is there a list of the hazardous
substances on site, plus
information on handling,
disposal etc.?

Does your company, routinely
or in specific circumstances,
track chemical use through
materials accounting or some
other method as distinct from,
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available?

Does the company record
violations noticed in the
system?

Have it taken timely remedial
actions in the past?

Do you maintain record of
violations and remedial
actions?

Is the entity required under
law or regulations to submit
periodical environmental
performance reports to the
government?

Do you report environmental
performance regularly in the
annual reports of
environmental reports?

It the reporting system
satisfactory?

Are these reports externally
verified?
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7. |Record Does the company keep track
Keeping of the environmental
and Re- sanctions issued to it?
porting Is all approval documentation
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Appendix IV

Environmental Statement - Form V

Every person carrying on an industry, operation or process requiring
consent under Section 25 of the Water (Prevention and Control of
Pollution) Act, 1974 or under Section 21 of the Air (Prevention and
Control of Pollution) Act, 1981 or both, or authorization under the
Hazardous Wastes (Management and Handling) Rules, 1989 shall
submit an environmental statement for the financial year ending
the 31 March in Form V to the concerned State Pollution Control
Board on or before the thirtieth day of September every year,
beginning 1993. This requirement for the environmental statement
was inserted through Rule 2 of the Environment (Protection) Second
Amendment & Rules, 1992 vide G.S.R. 329(E), dated
13.03.92.Subsequently, the word audit was substituted by the words
statement through Rule 2(a)(i) of the Environment (Protection)
Amendment Rules, 1993 through notification G.S.R. 386(E), dated
22.4.93. Even the deadline for the submission of this report came
from this amendment.

A specimen of form is provided in this Appendix:

FORM V
(Rule 14)
Environmental Statement for the Financial Year Ending
on 31t March .........

PART A

()  Name and address of the owner/ occupier of the industry
operation or process.

(i) Industry category Primary...... (STC Code) Secondary......
(STC Code).

(i)  Production capacity...... Units
(iv)  Year of establishment

(v) Date of the last environmental statement submitted
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PART B
Water and Raw Material Consumption

(i)  Water consumption m? d
Process :
Cooling :

Domestic :

Name of products Process water consumption per unit

of product output

During the previous
financial year

During the current
financial year

(1) )
(1)
(2)
(3)
(i) Raw material consumption
*Name of raw Name of Consumption of raw material per
materials products unit of output

During the previous|During the current
financial year |financial year

*Industry may use codes if disclosing details of raw materials would violate
contractual obligations, otherwise all industries have to name the raw
material used.
PART C
Pollution Discharged to Environment/ Unit of Output
(Parameter as specified in the consent issued)

Pollutants Quantity of Concentration of | Percentage of
pollutants pollutants in variation
discharged | discharges (mass/ | fromprescribed
(mass/ day) volume) standardswith

reasons
(a) Water
(b) Air
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PART D
Hazardous Wastes
(as specified under Hazardous Wastes Management and
Handling Rules, 1989)

Hazardous Wastes , Tot'al Quantity (Kg)
During the previous During the current
financial year financial year
(a) From process
(b) From pollution
control facilities
PART E
Solid Wastes
Total Quantity
During the previous During the current
financial year financial year
(a) From process
(b) From pollution
control facility
() (1) Quantity
recycled or re-
utilized within
the unit
(2) Sold
(3) Disposed
PART F

Please specify the characterization (in terms of composition
and quantum) of hazardous as well as solid wastes and indicate
disposal practice adopted for both these categories of wastes.

PART G

Impact of the pollution abatement measures taken on
conservation of natural resources and on the cost of production.

PART H

Additional measures/ investment proposal for environmental
protection abatement of pollution, prevention of pollution.

PART |
Any other particulars for improving the quality of the environment.
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Appendix V

Sample Environmental Audit Report

ENVIRONMENTAL COMPLIANCE AUDIT REPORT

It is to be noted that length and detail of environmental audit
report may vary according to nature and type of organization audited
and also on the basis of scope and object of audit. However,
usually it is expected that the report should include following
contents:

Executive summary
Table of contents

1. Background: e.g., nature and type of auditee organization,
main business, facility description, EMS, etc.

2. Audit objective: e.g. to review compliance status of the
organization, to check reporting of non-compliance or to verify
the mechanisms for rectifying non-compliance.

3. Audit scope: whether it is initial audit, audit of only one site,
facility or process or audit of whole organization, etc.

4. Audit criteria: National law, Supra-national law, International
agreements, Applicable standards, Industry guidelines, or
corporate policy.

5. Audit team
6. Audit schedule
7. Audit methodology: e.qg.,
- Document review
- Checklist- Interviews, etc.
8. Audit findings:

- Compliance status: compliance with environmental laws,
specific regulation, certification requirement or company’s
own environmental policy.

- Violation information: e.g. failure to have required
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9.

clearance, permit or approval, failure to have required
plan or failure to report to authorities.

Mention the relevant law or regulation to which the
violation relates like, air, water or hazardous waste Acts.-
Significant consequences of non-compliance. e.g.,
penalty

Areas where non-compliance was found and corrected
during audit period and areas where it is yet to be
corrected.

Audit conclusions and recommendations

If audit findings indicate commendable level of
compliance and no non-compliance was identified, still
some opportunities for improvement can be identified
and listed.

If non-compliance was found, recommendations can
be made for developing some mechanism so that in
future, it is not repeated. Indicate the time until the
correction is to be completed and person responsible
for making corrections.

10. Annexes

Environment policy and action plan of organization
List of applicable laws and regulations
Checklists

Signature of auditor with date and place
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SAMPLE ENVIRONMENTAL INFORMATION AUDIT REPORT

Environmental Audit Report 2011 of ABC Ltd.
Dated
31t December 2011

1. Executive Summary
1.1 Type of audit
1.2 Description of audit environment
1.3 Summary of findings

2. Introduction

2.1 Objective of verification: To verify the reliability and
consistency of environmental data selected by ABC Ltd.
for inclusion in the company’s Environmental Report,
2011, issued under the responsibility of the
management. The aim of verification is to consider the
accuracy of environmental performance data provided
in the report and to provide a verification opinion based
on objective evidence.

2.2 Scope of work: The scope of work covered activities at
all four sites of ABC Ltd for which environmental data
is generated, each one of which was visited as part of
the verification coverage.

2.3 Reference documents:
- Environmental policy statement of the company
- Environmental Action plan of the company for the
year 2011
- Environmental performance data of each site
- Others

3. Verification methodology: The verification has been
conducted using standard audit procedures and guidance
for external verification of non-financial reporting, based on
current best practice. Adequate compliance and substantive
procedures were used in verification.

4. Audit findings:

On the basis of verification of data, we are of the opinion
that:

- The environmental data reported at headquarter as well
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Signature of the auditor

Place and date

as sites level is measured, collected and recognized
based on established and effective internal control
system and processes.

- All errors in reported data identified during the verification
process have been duly corrected

- Environmental impact data related to economic activities
of the organization was clear and unambiguous.

- Reporting of data as per regulatory requirements was
appropriate.

Audit Conclusions: Nothing came to our attention to

suggest that data was not reliable or it contained significant

errors.

Recommendations*
Annexes

7.1 Audit checklists
7.2 Supporting documents
7.3 Auditor’s qualifications

For some more guidance on environmental audit reports, refer

to:

1.

Department of Environment, Ministry of Natural Resources
and Environment, Malaysia, Environmental Audit Guidance
Manual, 2011.

Source:http://www.doe.gov.my/portal/wp-content/uploads/
Environmental Audit Manual Draft 91.8-final-edited-
190ct112.pdf

Environment Agency, Abu Dhabi, Technical Guidance
Document for Environmental Audit Report, 2011.

Source: http://www.ead.ae/ data/global/tgd auditreport.pdf

* These are mainly required in Environmental performance audits, where purpose
is to reduce environmental impacts of the concern and improve environmental
performance of the company.
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Foreword

Information Technology is revolutionizing the nature and scope of worldwide
communications, changing business processes, and erasing the traditional
boundaries of the organization, internally between departments and
externally with suppliers and customers. The resulting intra-enterprise
coordination as well as inter-enterprise integration with external business
partners through supply chain management and customer relationship
management systems demonstrates the power of IT as both a driver and
enabler of management processes and strategies. The developments in
Information Technology are not only changing the way business are being
conducted, but also increasing the associated risks and changing the
requirement of proper controls.

Internal auditors must recognize and leverage the powerful capabilities of
computers and technology in collecting, generating, and evaluating
information for managerial decision making related to strategy, risk
management and controls, and, more broadly, for effective organizational
governance. The purpose is to enhance audit effectiveness, which should
improve corporate governance by increasing the monitoring, accountability,
and accuracy of the organisation’s transactions and financial reporting.

| am pleased that the Internal Audit Standards Board of ICAI is issuing this
publication on “Data Analytics and Continuous Controls Monitoring” to
educate members with current data analysis tools, computer-assisted audit
techniques and continuous auditing and monitoring methods. | congratulate
CA. Rajkumar S. Adukia, Chairman, Internal Audit Standards Board and
other members of the Board on issuance of this publication.

| am confident that this publication would help the members to implement
technology enabled auditing and render their duties in an effective manner.

August 8, 2012 CA. Jaydeep Narendra Shah
New Delhi President, ICAI
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Preface

Information Technology fundamentally changes the way in which
organizations operate internally and interconnect with external organizations
redefining the boundaries for cooperation. Internal auditors can play a pivotal
role in helping organizations leverage IT to meet the increased demand for
improved governance by evaluating current risks and controls as well as
define and assess the monitoring systems. Internal auditors can also help
develop an information system to provide the board with mandated financial
information, industry insights, risk and controls analysis, and the integrity of
the financial reporting system. While IT brings great opportunities to the
organization, it also brings great risk. The interconnectivity of the e-
commerce environment increases the scope and magnitude of risks faced by
the organization.

Data analysis can help auditors meet their auditing objectives and would
thereby helps to comply with auditing standards, support enterprise risk
management system, uncover fraud and money laundering, recover costs,
improve compliance with regulations and would also provide better insight
into business operations and performance. Considering this, the Internal
Audit Standards Board is issuing “Data Analytics and Continuous Controls
Monitoring”. This Guide has been divided into various chapters covering data
analytics for business decision making, computer aided audit tools, stages in
the use of general audit software, benefits derived by using general audit
software, general audit software applications across business functions and
industries, fraud detection using general audit software, documentation of
process of use of general audit software, etc. This guide also provides
guidance on challenges while implementing data analytics, application of
CAATSs to bank audits, continuing auditing with IDEA, etc. This guide also
contains practical case studies for using MS Excel for CAAT, Data Analysis
and MIS reporting.

At this juncture, | am grateful to CA. Deepjee A. Singhal, CA. Manish Pipaliia
for sharing their experiences and knowledge with us and preparing the draft
of the publication for the benefit of the members and also to CA. Rishabh
Pugalia for prepairing chapter on “Case Studies — using MS Excel for CAAT.
Data Analysis and MIS Reporting” for inclusion in this Guide.
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| wish to thank CA. Jaydeep N. Shah, President and CA. Subodh Kumar
Agrawal, Vice President for their continuous support and encouragement to
the initiatives of the Board. | must also thank my colleagues from the Council
at the Internal Audit Standards Board, viz.,, CA. Rajendra Kumar P., Vice-
Chairman, IASB, CA. Amarjit Chopra, CA. Shiwaji B. Zaware, CA. Ravi
Holani, CA. Anuj Goyal, CA. Nilesh Vikamsey, CA. Atul C. Bheda,
CA. Charanjot Singh Nanda, CA. Pankaj Tyagee, CA. G. Ramaswamy,
CA. J. Venkateswarlu, CA. Abhijit Bandyopadhyay, CA. S. Santhanakrishnan,
Shri Prithvi Haldea, Smt. Usha Narayanan, Shri Gautam Guha, Shri Manoj
Kumar and Shri Sidharth Birla for their vision and support. | also wish to
place on record my gratitude for the co-opted members on the Board viz.,
CA. Porus Doctor, CA. Masani Hormuzd Bhadur, CA. Ghia Tarun Jamnadas,
CA. Deepjee A Singhal, CA. Nitin Alshi, CA. Narendra Aneja and CA. Guru
Prasad M and special Invitee, CA. Sumit Behl for their invaluable guidance
as also their dedication and support to the various initiatives of the Board.

| firmly believe that this publication would serve as basic guide for the
members and other readers interested in the subject.

August 9, 2012 CA. Rajkumar S. Adukia
Mumbai Chairman
Internal Audit Standards Board
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Introduction

Data Analytics

1. Although internal auditors have been doing analysis for more than 25
years, it has only recently started to become standard practice. By nature,
most accountants and auditors are inclined to stick with what has worked in
the past, rather than reach outside their comfort zones for an alternative that
could help them accomplish more. They should self-introspect, “Could They
analyse data electronically in 15 minutes where traditional methods would
take 15 hours, and certainly improve the quality of reports as a result.”

At the end of the day, if the internal auditor want to make better decisions
and take the right actions, they have to use analytics. Putting analytics to
work is about improving performance in key business domains using data
and analysis. For too long, managers have relied on their intuition or their
“golden gut” to make decisions.

2. On the audit front, auditors both financial and internal have been
performing data analysis for more than 25 years. Data Analysis using
Computer Assisted Audit Techniques (CAATs) have started to gain centre-
stage in the ‘Now Economy’. All organisations are impacted by IT in various
forms. It is nearly impossible to conduct an effective audit without the aid of
technology tools. Current audit standards already require consideration of
the use of data analysis for good reason. The use of data analysis allows
auditors to view high-level organizational operations and drill down into the
data. It is important for the Chief Audit Executive (CAE) and his staff to
realize that the use of data analysis technology is not limited to the scope
and activities associated with IT audit alone. The use of technology-based
audit techniques in general, and data analysis technology, in particular, is far
more widespread.

Continuous Controls Monitoring

3. Continuous Controls Monitoring applications are a framework to
achieve acceptable levels of risk in an organization by monitoring and
addressing internal control weaknesses. The application manages risks and
controls from an enterprise level by examining the details of transactions and
data files.
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Most organizations spend significant time and effort in streamlining their
internal controls to meet regulatory requirements, such as COSO Il
Sarbanes-Oxley, Basel Il, and ISO 9000. By implementing Continuous
Controls Monitoring applications, these efforts can be automated and made
repeatable.

4, Organizations can move away from periodically examining the state
of controls to knowing when a control has failed or is about to fail.
Continuous Controls Monitoring applications monitor transactions and data
within business processes to detect exceptions based on business rules and
parameters. Once detected, relevant business users and departmental heads
can be alerted through triggers using a variety of contact options, such as
email and text messaging. All alerts and reports are managed within a
comprehensive workflow solution.
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Chapter 1

Data Analytics for Business
Decision Making

Introduction

1.1 All the analytics in the world won't help unless we use them to make
and execute better decisions. Entrepreneurs who realize this will ride the
wave for times to come. Analytics and fact-based decisions establish trends
for the ages to come. Other decision approaches will ebb and flow, but the
progress towards fact-based techniques are here to stay permanently. The
writing is on the wall for us all to see — “We are becoming rational, analytical
and data-driven in a far wider range of activity then we ever have been
before”.

Better information systems facilitate better decisions. The first fifty odd years
of the digital age were spent largely in capture of data. Now that entities are
beginning to master analytics, they can better justify the utilization of the
captured data sets.

1.2 Fact-based decisions employ objective data and analysis as the
primary guides to decision making. The goal of these guides is to get at the
most objective answer through a rational and fair-minder process, one that is
not colored by conventional wisdom or personal biases. Whenever feasible,
fact-based decision makers rely on the scientific method — with hypothesis
and testing — and rigorous quantitative analysis. They eschew deliberations
that are primarily based on intuition, gut feeling, hearsay, or faith, although
each of these may be helpful in framing or assessing a fact-based decision.

Business Side of Analytics

1.3 Analytics can yield significant benefits to business. Following are
some of the reasons to jump onto the analytical band-wagon right away:

()  Better Strategic Decisions

If you're trying to conclude on buying or merging with another company,
entering a new market or winning over a different customer type, you will
benefit from analytical decision making. Strategic decisions need good
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intuition, but analytics will certainly help you make sense of the impact of
imponderables on growth and profit.

(i)  Improved Tactical and Operational Decisions

Decisions on production, pricing, market segment and selling are decisions
that recur frequently and are based on operations that creates tonnes of
data. The systematic collection and analysis of data can yield tangible and
cognizable savings per transaction and super profits over a dramatic time
scale.

(i)  Enhanced Ability to Take on Problems Head-on

If your supply chain has more inventory than you would expect for the
quarter, analytics can help with a solution. Hence, if something is going
wrong, then gathering and analysing data on the underlying causes of the
problems is the best way to get to its source. Analytics work the numbers and
demystify the cause, let alone treat the symptoms.

(iv) Streamlined Business Processes

Embedding analytics into the underlying business processes is just good
business. Processes are a structured way to think about how work gets done.
Analytics are a structured way to think about the decisions within those
processes.

(v) Decisions at the Speed of Analytics and Consistent
Results

Analytics take time to develop at first instance. Once developed and set up,
you can scale it and run it any number of times in shorts spans of time. By
using analytic optimizers created by your experts, you can sure? decisions
will be made correctly and consistently across the board.

(vi) Anticipate Varying Trends and Market Conditions

Monitoring the outside business environment and its force-factors can
provide a compelling early warning alert mechanism of shifting economic and
market dynamics. Analytics bring opportunities to the fore and help predict
changing customer tastes, loyalties and spending tendencies. Assumptions
made under various analytical scenarios can be tested for their relevance
and applicability on an on-going basis.
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(vii) Sharper Business Results

It's a known fact that entities which ride the analytic wave make better
financial fortunes than their industry peers.

Traits of Analytical Leaders for Evolved Decision
Making

1.4 Analytical leaders must demonstrate the following traits abundantly:
()  Develop their People Skills

Analytical leaders must learn to develop a fine blend of the technical
nuances and subtle people skills like sympathy and empathy.

(i) Be a Catalyst for More Data and Greater Analytics

Individuals who plan to hone leadership skills in analytics must set a tone for
data and analysis amongst all their teams. Sloppy logic and uninformed
intuition must make way for hard-data analysis and related conclusions.

(ii) Lead from the Front

Good analytical leaders set an example by crunching data in their own
decisions.

(iv)  Sign-up for Results

Seasoned analysts commit themselves to achieving a specific result in the
part of the organization they serve or control.

(v) Train

Budding analysts gently guide, orient and sensitize protégés into the
analytical way of work.

(vi) Set Strategy and Expected Results

Analytical Leaders at the helm of affairs know that analytics and fact-based
decisions do not happen in a vacuum. Defining metrics will itself drive the
organization in a more sustained analytical direction and motivate employees
to begin tools usage and decision making thereof.

(vii) Look for Leverage

Strong analytical leaders know where to apply leverage and where a small
improvement in a process driven by analytics can make a big difference in
top line and bottom line figures.
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(viii) Patient and Perseverant

Analytical leaders have to work doggedly and persistently for the long haul
because changes that apply analytics to decision making, business
processes, information systems, culture and strategy hardly happen
overnight.

(ix) Create an Analytical Ecosystem

Expert analysts build an ecosystem of employees, vendors, partners who
work towards providing talent, advice, resources, tools and solutions to
common problems.

(X)  Know Limit

Mature analytical leaders blend analytics with intuition and never lose sight of
the big business picture. They focus on the soft issues in business models
and customer values and let their intuition take over as and when required.
Introspection for Decision Makers on Use of Data

Analytics

1.5  Following are important points for introspection for decision makers
on use of data analytics:

. Assessing where you are, i.e., what are your analytical capabilities,
strengths and weaknesses.

° Recognizing where to go next i.e., what strengths can you capitalize
on, and what gaps should you try to close.

o Setting reasonable ambitions, i.e., what can you hope to accomplish
and when.

. Monitoring progress, i.e., how fast and how far are you traveling on

the journey to capitalize on analytics.

o Consensus with executive leadership and everyone else with an
interest in succeeding with analytics — how can each decision maker
come to mutual understanding about capabilities and commitments to
a plan of analytic action.

Conclusion

1.6  Traditional basis of competitive advantage like, geographical
proximities or protective regulation have been eroded by the sweeping
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effects of globalization. This leaves three key differentiators as the basis for
competition — efficient and effective implementations, intelligent decision
making and the skill to cull-out every ounce of value from business
processes — all of which can be gained through the mature use of analytics.

The time has come for auditors to:

° Use data more intelligently to deduce critical business analytical
insights.

o Build a framework of data, people and technology to administer
analytics.

. Groom analytical users and leaders.

. Set and monitor SMART targets for analytical pursuits.

Sources:

1. Analytics at Work — Smarter Decisions Better Results — Davenport, Harris and Morison.
2. Competing on Analytics — The New Science of Winning — Davenport and Harris.
3. Research papers on CAATs — IDEA Data Analysis Software — www.caseware-idea.com.
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Chapter 2
Computer Aided Audit Tools (CAATS)

2.1  Data analysis as used by auditors is the process of identifying,
gathering, validating, analysing and interpreting various forms of data within
an organization to further the purpose and missions of auditing.

Computer Assisted Audit Techniques (CAATSs) are computer programs that
the auditor uses as part of the audit to process data of audit significance to
improve the effectiveness and efficiency of the audit process.

2.2 The matrix below identifies the six key questions that data analytics
can address in any organization:

Past Present Future
Information What What is happening | What will
happened? now? happen?
(Reporting) (Alerts) (Extrapolation)
Insight How and why | What's the next | What's the
did it happen? | best action? best/worst  that

can happen?

(Modelling, (Recommendation) | (Prediction,
experimental optimization,
design) simulation)

Much of your “business-intelligence” activities are in the top row. Moving
from purely information-oriented questions to those involving insights is likely
to give you a much better understanding of the dynamics of audit in any
business operation.

Where can CAATs Apply

2.3 Analytics can help to transform just about any part of your business
or organization. Many organizations start where they make money, in
customer relationships. They use analytics to segment their customers and
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identify their best ones. They analyse data to understand customer
behaviours, predict their customers’ wants and needs, and offer fitting
products and promotions. They price products for maximum profitability at
levels that they know their customers will pay. Finally, they identify the
customers at greatest risk of attrition, and intervene to try to keep them.

Not surprisingly, analytics can also be applied to the most numerical of
business areas like, finance and accounting. Instead of just putting financial
metrics on scorecards, leading firms are using CAATs to determine which
factors truly drive financial performance. In this era of instability, financial
and other firms are using CAATSs to monitor and reduce risk.

When Application of CAATSs are not Practical

2.4 There are times when being analytical just doesn't fit the situation.
Some of these situations are:

() When there’s No Time. Some decisions must be made before data
can be gathered systematically. One of the best examples is the decision
Gary Klein addresses in his book Sources of Power. When a fire-fighter is in
a burning building, trying to decide whether the floor is about to collapse, he
has to “gather data” rapidly by observing his surroundings. He’s unlikely to
perform a logistic regression analysis using CAATS.

(i) ~ When there’s No Precedent. If something has never been done
before, it's hard to get data about it. The obvious analytical response in such
a situation is to perform a small-scale randomized test on the idea and see if
it works.

(i) When History Is Misleading. Even when ample precedents exist, as
the fine print on the stockbroker ads warns, “past performance is not
necessarily indicative of future results.” Rather than abandoning statistical
techniques in CAATS altogether, auditors should try to identify those unusual
times when the past is not a good guide to the present.

(iv)  When The Decision Maker Has Considerable Experience.
Sometimes a decision maker has made a particular decision often enough to
have internalized the process of gathering and analysing data. If you're an
experienced home appraiser, for example, you can estimate what a home on
the market is worth without feeding data into an algorithm.

(v)  When The Variables Can't Be Measured. Some decisions are
difficult to make analytically because the key variables in the analysis are
hard to measure with rigor.
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Type of CAATs

2.5 CAATs may consist of packaged, purpose written utility programs or
system management programs. Different technologies fall under this
concept, including database interrogation tools (generic standard query
language-based tools) and audit-specific packages.

Table below identifies the different type of CAATs with a brief on their
purpose:

CAATSs Caption Purpose
General Audit | Special programs developed for data extraction
Softwares and analysis, entailing, sorting, grouping,

filtering, joining, sampling, irregularity testing,
arithmetical computation and more.

Stress Testing Tools Tools that can be specially deployed for volume
and stress testing of user traffic response
through  newly implemented application
programs.

Integrated Test Facility | Program that simulates transactions that can be

used to test processing logic, computations and
controls actually programmed within software

applications.
Enterprise Risk | Tools when integrated with the company ERM
Management (ERM) | activities assists in risk identification, scoring,
Tools treatment and mitigation.
Audit Administration | Special purpose tools which assist the auditor
Programs in planning, programming, administration,

working paper management and reporting.

This chapter will largely present General Audit Softwares.

General Audit Softwares — Attributes of Data
Analysis Software for Audit

2.6 Data analysis technology for internal audit's use needs to have the
features and functionality that auditors require to do their job effectively. Not
only should it deal with the data access challenges, but it also needs to
support the way in which auditors work and the types of analytics that are
appropriate to the audit task on hand.
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Following are some of the key attributes of General Audit Softwares:

° Able to analyse entire data populations covering the scope of the
audit engagement.

. Makes data imports easy to accomplish and preserves data integrity.

° Allows for accessing, joining, relating and comparing data from
multiple sources.

. Provides commands and functions that support the scope and type of
analysis needed in audit procedures.

° Generates an audit trail of analysis conducted that is maintained to
facilitate peer review and the context of the audit findings.

. Supports centralized access, processing and management of data
analysis.

° Requires minimum IT support for data access or analysis to ensure

auditor independence.
. Provides the ability to automate audit tasks to increase audit
efficiency, repeatability and support for continuous auditing.

2.7  Use of General Audit Software’'s for data analysis tasks can be
grouped into following three types:

Ad Hoc Repetitive Continuous
Explorative and | Periodic analysis of | ‘Always on’ — scripted
investigative in nature. processes from | auditing and
multiple data sources. | monitoring  of  key
processes.
Seeking documented | Seeking to improve the | Seeking timely
conclusions and | efficiency, consistency | notification of trends,
recommendations. and quality of audits. patterns and
exceptions.
Supporting risk
assessment and
enabling audit
efficiency.
Specific analytic queries | Managed analytics — | Continual execution of
- performed at a point in | created by specialists | automated audit tests
time — for the purpose of | — and deployed from a | to  identify  errors,
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generating audit report | centralized, secure | anomalies,  patterns
findings. environment, and exceptions as
accessible  to all | they occur.

appropriate staff.

2.8  Leading internal audit activities have a lot in common when looking
for data analysis tools. They look for data analysis tools (i.e., software) that
are easy to learn and can realistically be used by the entire audit staff, not
just a select few. The software must measurably improve audit techniques
and shorten audit cycles right out of the box.

2.9  Chief Audit Executives (CAE’s) may employ the comprehensive
ranking card (below) while evaluating suitable General Audit Software for
his/her engagements:

Need: 0=Needless: 1=Nice to Have: 2=Desirable: 4=Mandatory Need

Internal Audit Strategic Objectives

1 Software is easy to learn and use

2 Competitive advantage

3 Minimize reliance on IT professionals

4 Improve  work accountability, responsibility and
supervision

5 Enforces production program change controls

6 Reliability: bug free, speed, work like a professional

7 Portability: runs on a laptop

8 Scalable: grow from desktop to server without learning
new software

9 Data integrity and security: client data is protected from
auditor change

10 Collaborative features

11 Supports development of automated and continuous
programs

12 Compatible with electronic work papers

13 Improves documentation of audit work completed.

Provider and Implementer Support

14 Global presence

15 Years in business
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Need: 0=Needless: 1=Nice to Have: 2=Desirable: 4=Mandatory

Need

16 Multiple languages

17 Help desk available

18 Ease of doing business: knowledgeable in auditing
needs

19 Regular software upgrades

20 Training readily available

21 User group program for networking with other users of
the Tool

22 Knowledgeable consultants independent of the provider
available

23 Getting started programs available

Technical Features and Functionality

24 Import all file types used by the organization

25 Handles large file record sizes

26 Handles large data volumes

27 Ease in validating and reconciling data import

28 Modify imported data field properties

29 Support search for text, numbers and time.

30 Project visual chart or mapping of data actions
performed

31 File join/ merge/ compare

32 File append

33 Visual Connector

34 Sorts, indexing, filtering and fuzzy logic

35 Summarization

36 Extraction

37 Pivot Table

38 Stratification

39 Gap Detection

40 Aging

41 Compare data to predicted data — Benford’s Law

42 Advanced statistical analysis: correlation, trend

analysis, time series
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Need: 0=Needless: 1=Nice to Have: 2=Desirable: 4=Mandatory Need

43 Sampling

44 Statistical analysis

45 Export to typical office applications

46 Create custom reports and graphics

47 Create simple and complex calculated fields

48 Data cleansing solutions — character and functions
available

Cost

49 Software purchase

50 Implementation costs — scripting and components

51 Upgrade fees

52 Annual help desk support

Source - Global Technology Audit Guide (GTAG) 3: Continuous Auditing: Implications for
Assurance, Monitoring and Risk Assessment released by the Institute of Internal Auditors
(11A)
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Chapter 3

Academic and Regulatory Drivers to
the Use of CAATs

3.1 Academic pronouncements issued by international Audit and
Accounting regulators in the last decade have played an important role in
promoting CAATs worldwide. Of these pronouncements the guidelines issued
by the following regulators are significant:

) The Institute of Chartered Accountants of India
. The Institute of Internal Auditors, Delhi
. The Information Systems Audit and Control Association.

The Institute of Chartered Accountants of India

3.2 Recognising the developments in the field of technology and its
impact on the auditing profession in India, Auditing and Assurance Standards
Board had issued Standard on Auditing (SA) 401, “Audit in Computer
Information System Environment”. The Guidance Note on Computer Assisted
Audit Techniques comes as a follow up to that AAS. The Guidance Note
deals extensively, with the concept of CAATs and related pertinent issues
such what CAATs are, where they may be used, considerations in use of
CAATs, how to use CAATs, testing of CAATSs, controlling application of
CAATSs, documentation required when using CAATSs, use of CAATS in small
entities, etc. The Guidance Note also contains a comprehensive appendix
containing examples of CAATS, their description and comparable advantages
and disadvantages of each of these CAATS.

Further, the date Standard on Auditing (SA) 315 and SA 330 come into
effect, this Standard on Auditing shall stand withdrawn. The SA 315 and SA
330 are effective for audits of Financial Statement beginning on or after April
1, 2008.

The Institute of Internal Auditors, Delhi

3.3 The Global Technology Audit Guide (GTAG) 16 on ‘Data Analysis
Technologies' released by the Institute of Internal Auditors in August, 2011 is
a significant and landmark International Professional Practices Framework
(IPPF) - Practice Guide on use of CAATSs.
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The GTAG 16 cites related Standards/Guidance:
(i)  Standard 2300: Performing the Engagement

Internal auditors must identify, analyse, evaluate and document sufficient
information to achieve the engagement’s objectives.

(i)  Standard 2310: Identifying Information

Internal auditors must identify sufficient, reliable, relevant and useful
information to achieve engagement’s objectives.

(i)  Standard 2320: Analysis and Evaluation

Internal auditors must base conclusions and engagement results on
appropriate analyses and evaluations.

(iv) Practice Advisory 2320-1: Analytical Procedures

Internal auditors may use analytical procedures to obtain audit evidence.
Analytical procedures involve studying and comparing relationships among
both financial and non-financial information. The application of analytical
procedures is based on the premise that, in the absence of known conditions
to the contrary, relationships among information may reasonably be expected
to exist and continue.

The Information Systems Audit and Control
Association

3.4 The Information Systems Audit and Control Association released IT
Audit and Assurance Guideline G3 - ‘Use of Computer Assisted Audit
Techniques (CAATS)’ on 1st December 1998 which was subsequently revised
on 1st March 2008. It lays down that “As entities increase the use of
information systems to record, transact and process data, the need for the IS
Auditor to utilise IS tools to adequately assess risk becomes an integral part
of audit coverage. The use of computer-assisted audit techniques (CAATS)
serves as an important tool for the IA auditor to evaluate the control
environment in an efficient and effective manner.”
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Chapter 4

Stages in the Use of General Audit
Softwares

4.1  Data analysis can be used throughout a typical audit cycle. While
individual audit cycle definitions and steps may vary, the following breakdown
provides some of the ways data analysis can be employed during various
stages in an audit cycle.

Planning

4.2  Data analysis can be greatly effective in identifying data-driven
indicators of risk or emerging risk in an organization. This can help audit
define and create an audit plan that focuses on the areas of highest concern.
The audit activity should consider prioritizing the use of data analysis for risk
assessment during the audit planning stage, where the data is available, and
where this approach is applicable.

Data analysis technology can be effectively employed to identify indicators of
risk in a variety of processes. Consider the following examples:

° Revenue by location, division or product line.

. Revenue backlogs by value and age.

. Personnel changes in key positions (legal, finance, research and
development).

° Volume of manual journal entries or credit notes.

. Aging accounts receivable balances or inventory levels.

. Vendor management (number of vendors, volume of transactions).

. Procurement card vs. purchase order procurement.

. Average days for customer payment.

° Industry code of supplier on credit card purchases.

Preparation

4.3  Data access and preparation can be a challenging step within the
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audit process. Requests to IT departments can take weeks and the resulting
data can often be incomplete or incorrect, making for an inefficient process.
By using data analysis technology during the audit preparation phase, many
of these delays can be avoided. Auditors skilled in the use of data analysis
can source the data required for the audit engagement, do data integrity and
validity checks, and prepare test routines for staff auditors to use once the
audit commences. This will provide audit teams with streamlined access to
reliable data sets or even automated access to multiple data sources to allow
for quick and efficient analysis of data. Data should be housed in a
centralized repository allowing the audit team to analyse data sets according
to their authorization and need for access.

Testing

4.4 A great deal of audit testing uses organizational data to some extent,
often to a significant extent. Due to ever increasing amounts of data, some
auditors have relied on techniques, such as, sampling or spot checks. These
techniques may be ineffective at uncovering anomalies and indicators of
failed or inefficient internal controls. To improve effectiveness in the search
for errors and unusual transactions, audit teams can use data analysis
technology to analyse entire data populations. Once initial analysis is done,
efforts can be focussed on areas where exceptions were found, making more
efficient use of audit resources. The ability to automate repetitive tests by
using analytic scripts increases overall departmental efficiency and allows for
greater insight into high risk areas. Results and scripts should be stored in a
central repository allowing audit team members to review findings and
access and re-deploy analytical procedures.

Review

4.5  The analytic routines and the results they generate should be
included in the audit review. This helps to ensure that conclusions drawn
from using data analysis can be relied on and that any mistakes in the query
are identified and corrected or that conclusions that were drawn from those
results are not erroneous.
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Chapter 5

Benefits Derived by Using General Audit
Softwares

5.1  Data Analysis can help auditors meet their auditing objectives. By
analysing data within key organizational processes, internal audit is able to
detect changes or vulnerabilities in organizational processes and potential
weaknesses that could expose the organization to undue or unplanned risk.
This helps identify emerging risk and target audit resources to effectively
safeguard the organization from excessive risk and improve overall
performance. This also enables audit to identify changes in organizational
processes and ensure that it is auditing today’s risks — not yesterday’s.

By analysing data from a variety of sources against control parameters,
business rules and policies, audit can provide fact-based assessments of
how well automated controls are operating. Data analysis technology also
can be used to determine if semi-automated or manual controls are being
followed by seeking indicators in the data. By analysing 100 percent of
relevant transactions and comparing data from diverse sources, audit can
identify instances of fraud, error, inefficiencies and / or non-compliance.

5.2 A number of significant benefits accrue from the use of General Audit
Softwares for data analysis. Some of them are:

. Meet Current Audit Standards

. Supports the enterprise risk management system

o Uncover Fraud and Money Laundering

. Recover Costs

. Improves compliance with controls, business policies and regulation

. Facilitate Enterprise wide Continuous Auditing and Monitoring
initiatives

. Enables insight into business operations and performance

. Improves auditor confidence and reduces audit costs

. Documents and retains learning
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o Enables faster reaction

° Improves governance, performance and accountability

. Responds to scrutiny from regulators

o Reduces compliance-related costs with Sarbanes Oxley and others
regulations

. Improves financial reporting reliability

. Provides an essential component of the COSO model

. Generates support and documentation for CFO/CEO certification and
auditors.
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Chapter 6

Common General Audit Software
Applications across Business Functions
and Industries

6.1  General Audit Software applications can be used for intelligent
analysis of electronic data from key business processes like, Purchase to
Pay, Order to Cash, Payroll, Inventory and IT Security.

Purchase to Pay

6.2  Purchase to pay serves as a vital business cycle in any organization
with valuable data analytical insights from a compliance, fraud and MIS point
of view. The checklist below has been presented as a sample case study for
reader creative visualization.

Procurement
Area Control Data Analysis
Purchasing Application will not allow | Obtain purchase order data.
a duplicate payment to | Validate that no duplicate
be processed payments (same vendor/ same
account) were processed.
Purchase orders (POs) | Obtain a list of all POs
older than three months | processed.
will not be processed. Determine if POs older than
three months were processed.
The person who creates | Obtain a list of all POs created
the PO can't release/ | (by originator)
approve the same PO. Obtain a list of all POs released
or approved.
Determine, if any, inappropriate
segregation of duties (SOD)
existed.
Receiving All goods received (GR) | Obtain a list of all GR and POs
are validated against | placed.
PO. Validate that guantities are the
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Same.

Invoicing

PO should be created
before supplier invoice
is received.

Compare PO dates against
invoice dates and make sure
that there are no POs dated
after invoice dates.

Amount on PO should
agree with amount on
invoice.

Compare the PO amount
against the invoice amount.
Validate  there are no
differences.

Payment

Application should not
allow duplicate
payments.

Obtain a list of payments that
have been made to vendors in
the last 12 months.

Determine if duplicate

payments have been made, for

example:

. Same vendor
amount  but
invoice number.

° Same vendor
invoice  number
different amounts.

° Different vendor ID with
same bank account
numbers.

ID and
different

ID and
but

Value adding
services to
organizational
users

N/A

Total Spend.

Vendor wise spend.
Budget vs. actual

Age analysis.

Top vendors, products,
locations

Order to Cash

6.3

The following audit tests are suggested when auditing an Accounts

Receivable system. However, the exact tests carried out for a particular
client will depend upon the system used and the data available. Common

tests include:
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Mechanical Accuracy and Valuation
Total the file. It often pays to separate debits and credits.
Revalue foreign debts, if applicable.

Check transaction totals to the balance on each account.
Analysis

Profile debtors using Stratification to see the number of large debts
and what proportion of value is in the larger items.

Produce an aging debt analysis. Consider how to deal with
unallocated cash and credit notes. IDEA, by default, ages these on
their date rather than allocating against the oldest item or any other
treatment. It is often worthwhile to split the file into invoices,
unallocated cash, and so on using multiple extractions, and then to
age the individual files.

Exception Tests - Existence and Valuation

Identify old items (i.e., greater than three months old).

Identify large balances either in their own right or compared to
turnover.

Select accounts for which no movements have been recorded in a set
time.

Report credit balances.
Identify unmatched cash or credits.

Compare balances with credit limits and report exceptions (i.e.,
accounts with balances in excess of their credit limits or accounts
with no credit limits, etc.).

Test for items with invoice dates or numbers outside the expected
range.

|dentify partial payments of debts.
Identify invalid transaction types.

Identify customer addresses that are “care of” or flagged not to be
sent out.
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(iv)

(vi)

Gaps and Duplicates

Test for duplicate invoices (both invoice number and customer/
value).

Use duplicate exception testing for less obvious input errors, such as
the same vendor ID assigned to two different vendor names, the
same vendor name assigned to two different vendor IDs, payment of
the same invoice number and amount to two different vendors, and
SO on.

Matching and Comparison Tests
Compare the balance on an account with its turnover.

Match the sales transactions to the customer master information to
identify sales to new or unauthorized customers, and those with
exceeded credit limits.

Compare to Accounts Payable for possible contra accounts.

Sampling

Select samples (random or specific) for functional testing and confirmation
(and produce confirmation letters).

Payroll

6.4

Payroll auditing is an excellent application of IDEA. The main

objective is validity and accuracy by testing existence of employee and
correctness of pay. There are many regulations and taxes associated with
payroll and compliance with these can be checked easily. Privacy concerns
may limit your testing.

(i)

Analysis

Summarize and stratify salaries by department/grade, etc.

Profile employee ages/years of service to assist in forward planning.
Analyze costs for special pay, overtime, premiums, etc.

Summarize payroll distribution for reconciliation to general ledger.

Summarize and compare costs for special pay, overtime, premium,
etc.
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Calculations
Total gross pay, net pay, deductions and any other value fields.
Check calculation of gross pay.

Check calculation of net pay.
Exception Tests

Extract all payroll checks where the gross amount exceeds set
amount.

Reasonableness Checks

Tax rates

Pay/grade comparison

Hours worked

Overtime claimed

Sickness taken

Holiday taken

Date of birth (under 18, over 60 years of age)

Identify bonuses and other allowances

Report activity on records for new or terminated employees

Find changes in key payroll data, such as, gross pay, hourly rates,
salary amounts, exemptions, etc.

Identify and records with missing information (National Insurance
number/Social Security number, tax code, employee number etc.).

Gaps and Duplicates

Duplicate employees (Social Insurance, National Insurance, Social
Security numbers, Employee numbers, addresses) on payroll file

Duplicate bank account details
Duplicate names and date of birth.
Matching and Comparing

Comparison of payroll file at two dates to determine recorded starters
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(vii)

and leavers, (hires and terminations) and changes in pay, etc., are as
expected.

Join payroll transactions file, to payroll master to determine if there
are "ghost" employees on the payroll.

Compare time-card entries and pay to payroll and indicate variances.

Compare vendor addresses/ phone numbers and employee
addresses/ phone numbers to identify conflict-of-interest (e.g.,
postcodes, phone numbers).

Sampling

Most sampling options apply.

Inventory

6.5

The following tests are suggested when analyzing an inventory

system. However, the exact tests carried out for a particular client will
depend upon the system used and the data available.

Common tests include:

(i)

Mechanical Accuracy and Valuation
Total the file, providing sub-totals of the categories of inventory.

Re-perform any calculations involved in arriving at the final stock
quantities and values.

Re-perform material and labour cost calculations on assembled
items.

Analysis
Age inventory by date of receipt.

Compute the number of months each inventory item is held based on
either sales or purchases. Produce a summary of this information.

Stratify balances by value bands.
Analyze gross profit.

Analyze price adjustment transactions.
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Exception Tests - Existence and Valuation

Identify and total inventory held in excess of maximum and minimum
inventory levels.

Identify and total obsolete or damaged inventory (identified as such in
the database).

Identify balances in excess of a reasonable usage period that are
probably obsolete.

Identify items past their shelf life (if a sell by date or bought date is
present on the system).

Identify any items with excessive or negligible selling or cost prices.
Identify differences arising from physical stock counts.

Test for movements with dates or reference numbers not in the
correct period (cut-off).

Identify balances that include unusual items (i.e., adjustments).

Identify work in progress that has been open for an unreasonable
period.

|dentify inventory acquired from group companies.
Gaps and Duplicates

Test for missing inventory ticket numbers.

Test for missing transaction numbers.

Identify duplicate inventory items.

Matching and Comparison Tests

Compare files at two dates to identify new or deleted inventory lines
or to identify significant fluctuations in cost or selling price.

Compare cost and selling price and identify items where cost exceeds
net realizable value.

Compare holdings and inventory turnover per product between
stores.
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Computer Security

6.6  General Audit Softwares gives any user the power to sift through
Windows network security event logs to extract the entries that may have a
security impact. Functions within the tool can be used to identify deviations
from corporate policy, security breaches and inappropriate usage.

()  System Logs

When auditing system logs, you may wish to:

° List:
0 Accesses outside standard office hours or during holiday/sick
leave
o) All users with their normal computers
0 All computers with their normal users
) Users on unusual computers.
o Identify users, particularly those with supervisory rights who are

logged in for long period of time.

. Analyze by user - identify those with higher use than might
reasonably be expected.

o Summarize by network address to identify.

° Summarize charges by user to determine resource utilization.

. Analyze utilization by period, such as, daily, weekly, and monthly, to
show historical trends.

(i) File Lists

When performing auditing tests in regards to computer security, you may
wish to:

° List duplicate names (both software for multiple copies and data
where there is a risk of accidental deletion).

. |dentify old files.

o Analyze by directory.

. Analyze file sizes by owner.

. Identify last access dates for old files.
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Analyze file type (by file name extension).

Identify all files without an owner, such as where user accounts have
been removed from the system.

Test for .com, .exe or .bat files in areas where there should not be
programs, DOS/Windows systems.

Access Rights

In regards to access rights, you might decide to audit:

(iv)

Lists of:
0 Accounts with passwords not set or not required for access
0 Group memberships.

Accounts with:

) Short access passwords (less than the recommended six
characters)

0 No activity in the last six months

0 Access to key directories

0 Supervisor status

0 Equivalence to users with high level access, such as

supervisory equivalence.
Aging of password changes.

E-mail Logs

E-mail logs generally contain information such as, the sender and recipient
address, subject title, date and time of transmission, size of file, service
provider, etc. Ensure the organization has a published policy related to
employee use of e-mail before undertaking any of these tests.
Common tests include:

Total length of time spent on e-mails (receiving and responding) by
organization as a whole, by individuals, by month

Analyze internal and external e-mails
Summarize by service providers
Summarize numbers of e-mails by employee, sort in order

Isolate, summarize and examine personal e-mails
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° Stratify by time and examine any unusual activity e.g., lunchtime,
weekends, bank holidays

° Stratify by size of files

° Analyze file attachments, by size, by type

o Analyze incoming e-mails, identify common domain addresses

° Calculate length of time individuals spent on e-mail in given time
period, sort in order

° Match with list of employees and extract any e-mails that are sent by
invalid employees

. Analyze any dormant accounts

. Identify non-work related e-mails by searching for specific words in

the subject title e.g., weekend Auditing E-mail Logs,

(v) Firewalls

Many organizations implement a range of controls, including installing
sophisticated firewalls to eliminate the risk of unauthorized access to their
networks, especially via the Internet.

Firewall logs record all incoming and outgoing transmissions on a network
and it is not unusual to record hundreds of thousands of activities in a single
day. IDEA can be used to analyse the logs, identifying trends and
exceptional items to follow up.

Firewalls generally contain information such as, the source and destination
IP address, date and time of admission, action by the firewall on receipt of
the transmission, the service type and the service port accessed.

Common tests include:

. A summary of the type of service being requested or being used

° Identifying the most common IP addresses attempting access to the
network

. A summary of actions upon connection, i.e. control, accept or drop

° Analysing trends to determine the most common access times and
identifying requests at unusual times

. Extract all dropped transmissions

° Identify potential attacks by looking for a pre-defined sequence of
port scans e.g., SATAN, ISS attacks or searches for ports which can
be used.
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6.7  General Audit Software applications can be used for transaction
testing, compliance review, fraud investigation, MIS reporting, advanced
statistical forecasting and correlation, large database reconciliation of
electronic data from different industry verticals.

Some of the illustrative usage scenarios are mentioned below:

(i) Manufacturing

° Detection of duplicate vendor bill booking and payment.

o |dentification of ghost employees in a payroll file.

° Monitoring duplicate round sum journal entries booked on public
holidays.

. Related party transaction scrutiny.

° Overtime reconciliation between payroll and departmental data.

(ii) Banking

. Capturing high value transactions on newly opened retail liability
accounts.

° Presenting on retail assets having inconsistent credit score
grading/classification.

. Monitoring trading on government security investments which are in
the ‘Held to Maturity’ category.

° Tracking accounts opened with Prohibited party list.

(iif)  Insurance

. Detecting healthcare fraud — same procedure, same third party
administrator, same hospital different procedure cost.

. Capturing repetitive motor claims without related premium increase.

° Displaying insurance undertaken of stolen vehicles.

. Capturing close proximity life insurance claims.

(iv)  Retalil

° Computing inconsistent discounts offered towards the same retail
selling scheme.

° Operational throughput analysis of cashier performance.

° MIS report generation of ‘Top Schemes’, ‘Top Brands’, and ‘Top
Cross-Selling Products'.

. Unauthorized system access of departed employee accounts and/or

ghost accounts.
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Chapter 7

Fraud Detection Using General Audit
Softwares — Case Studies

Introduction

7.1  Today the genre of frauds and fraudsters are growing at an unbridled
rate given availability of abundant complex data from legacy systems, ERP’s
and bespoke applications. This provides the Auditors, Fraud Investigators,
Fraud Risk Management Experts and Business Process Owners the
opportunity to mine and thereby generate intelligent patterns, trends and red-
flag alerts from raw data. Companies need to incorporate a culture spanning
related process and technology of making the best of Data Analytics in their
Fraud Risk Management framework.

Evolution of Audit Automation Tools has been remarkable. The advent of
new enabling technologies and the surge in corporate scandals has
combined to increase the supply, the demand, and the development of
enabling technologies for a new system of continuous assurance and
measurement. Fraud analytic monitoring based assurance will change the
objectives, timing, processes, tools and outcomes of the fraud investigation
process definitively.

Given below are practical case-studies on the use of CAATSs for detecting red
flags, patterns, anomalies and alarming trends across industry verticals like
‘Healthcare’, ‘Retail’, ‘Utilities’, ‘Banking’ and ‘Technical Plant Study’s’.

Healthcare
Index of Case Studies

7.2 Index of Case Studies are as follows:

° Excessive Procedure Billing Of Same Diagnosis, Same Procedures.

. Identify excessive number of procedures per day or place of service
per day / per patient.

° Identification of diagnosis and treatment that was clearly inconsistent

with patient age and/ or gender.
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Case Studies Explained

7.3  Excessive Procedure Billing of Same Diagnosis, Same
Procedures

(i) Objective

To identify instances of excessive medical procedure billing for the same
diagnosis and medical procedure.

(i) Method

In this exercise, the Healthcare Claims transaction file was linked with the
master file on the basis of the Diagnosis Code.

A computed numeric field was added to arrive at instances where excessive
procedural charges had been claimed by the insured, in comparison to the
current master charge list.

Cases were extracted where the difference exceeded 15% (Hypothetical
acceptable variance norm across hospitals).

(i) Functionality Covered
The exercise used the following GAS functionalities:
e Join files

The Healthcare Claims transaction file is opened and chosen as the active
database. This file is the primary database. The master file for procedure
rates is chosen as the secondary file.

The two files are linked together based on the similar field Diagnosis Code.
The field is named differently in both the primary and secondary file as
Diagnosis Code and Diagnosis Reference Code respectively. The link is still
possible as both the fields are character in nature.

The option ALL RECORDS IN PRIMARY FILE is used as the joining
command.

e Append a computed numeric field

Existing field values cannot be altered in the joined database hence
preserving the data integrity of the whole database. However, a computed
field of numeric nature is added to the resultant joined database. This
computed field will contain the values based on the linked diagnosis code
from the master file.
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° Use the equation editor to write the criteria in the computed numeric
filed

A command is entered through the Equation Editor to arrive at the difference
in medical procedure charges as per the transaction file and masters
captured from the master file.

The command can be checked for syntax and validated for field
nomenclature and construction.

. Data extraction to filter out the exceptions

Data extraction involves filtration of transactions from the joined file which
meets the filtration command criteria. The values in the computed numeric
field above are filtered for non-zero cases.

Zero values indicate billing of medical procedure charges as per the master
table of charges. Non-zero cases represent deviations from the master table
of medical procedure rates. Non-zero cases were trapped through the Data
Extraction — Equation Editor Facility using the command “Audit Charge <> 0".
Here “<>" refers to NOT EQUAL TO.

Normally billings should proceed as per the master table of rates. However,
options are available within the Med-Plus Software for overriding the master
charges and applying manual charges on a case to case basis. These
manual overrides were specifically investigated for its particulars.

7.4 ldentify Excessive Number of Procedures Per Day or Place
of Service Per Day / Per Patient

(i) Objective

To identify instances of excessive humber of medical procedures conducted
per day or place per patient.

(l)  Method

In this exercise, the Healthcare Claims transaction file was used as the basis
for the red flag check. A duplicate check was run on the Insured Name,
Policy Number, and Hospitalization Date to identify possible duplicate claims
for excessive medical procedures for the same insured patient. This test was
further corroborated by a summarization/ consolidation of claims based on
the insured name and policy number to generate multiple claim instances in
excess of one hospitalization/ medical procedure.
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Cases were identified where multiple medical procedures had been
conducted on the same insured at the same hospital. The cases were
referred by the Team to the expert medical officer who clearly identified the
claims as unrelated and fictitious. For example, a cornea transplant of the
eye was followed by a hernia operation which was medically absurd.

(li)  Functionality Covered
The exercise used the following GAS functionalities:
o Duplicate detection

In the duplicate test, exact vertical matches are detected within specific field
or fields designated. The transactions file was used as the basis for the test.
The insured name, policy number, and hospitalization date were selected as
the key fields on the basis of which duplicates were to be detected.

In the GAS, an auto key field indexing was performed on the insured name,
policy number, and hospitalization date to fasten the process of duplicate key
detection. The duplicate test revealed a list of vertical matches which were to
be investigated.

e Summarization

The GAS had a popular transaction consolidation function called
summarization. The advantage of this function was that multi-field
summarization was possible with generation of valuable insightful statistics
like, MIN, MAX, AVG, VAR, DEVIATION and more. This superior functionality
was accompanied by generation of multi-chart and multi-graph utilities in user
friendly color rich formats which could be ported across office applications.

Summarization/ consolidation of claims was performed based on the insured
name and policy number to generate a report of multiple claim instances in
excess of one hospitalization / medical procedure. Here the key statistic used
was COUNT rather than SUM. Just like in the first stage duplicate test,
summarization was also preceded by an auto index facility on the key
objective fields to increase the throughput of results.

e Data extraction to filter out the exceptions

Data extraction involves filtration of transactions from the joined file which
meets the filtration command criteria.

Multiple claim instances in excess of one hospitalization/ medical procedure
were trapped through the Data Extraction — Equation Editor Facility using the
command “Count > 1".
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These vital cases and potential red-flag indicators were immediately taken up
for scrutiny with the Chief Medical Officer at the concerned hospital. Patient
health history reports were also studied to provide allowance for multi-health
issues and failures on the same day warranting multi-medical procedures.

7.5 Identification of Diagnosis and Treatment that was Clearly
Inconsistent with Patient Age and/ or Gender

(1 Objective

To identify diagnosis and treatment that was clearly inconsistent with the
patient/ insured age and gender.

(i) Method

The team set up value bands from the Claim Transaction file. The value
bands were set up for 0-20000, 20001-50000, 50001-100000, 100001-
200000, and more. The high value bands were designated as “A Class High
Risk”. “A Class High Risk” band corresponded to 10, 00,000 to 20,00,000. All
the claims in this category were culled into a separate dump within the GAS.

All the claims in the A Class category were examined through the search
function for the insured details like, age, gender, past medical history.
Specific instances were observed with the assistance of the ace team
medical expert wherein open heart surgeries were conducted for minors even
though the medical history suggested otherwise. In one critical high value
instance the insured (a male) had claimed large amounts for complex
medical procedures normally conducted on elderly women.

(i) Functionality Covered
The exercise used the following GAS functionalities -
o Stratified random sampling

In Stratified Random Sampling credence is given to distribution of individual
transaction values between low, medium and high.

Judgment on the interpretation of low, medium and high rests with the GAS
user based on consultation with the Medical Expert and past Industry
experience of the team members.

The team set up intervals from the Claim Transaction file. The intervals were
set up for 0-20000, 20001-50000, 50001-100000, 100001-200000, and more.
The high value bands were designated as “A Class High Risk”. “A Class High
Risk” band corresponded to 10, 00,000 to 20, 00,000. All the claims in this
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category were culled into a separate dump within the GAS using the random
number table within the GAS.

The random number table generates a list of random numbers from the “A
Class High Risk” interval based on its internal algorithms and generates a
separate file of such instances.

e Data search

Data Search is an advanced tool within the GAS which can undertake simple,
complex, structured, unstructured, fuzzy, single word or multi word searches
quite similar to a web portal search engine.

Here with the aid of the medical expert specific key strings and character
occurrences were trapped. Suspicious transactions were studied in depth
along with the patient case paper file.

Specific instances like, open heart surgeries were conducted for minors even
though the medical history suggested otherwise. In one critical high value
instance the insured (a male) had claimed large amounts for complex
medical procedures normally conducted on elderly women.

Retail
Index of Case Studies

7.6 Index of Case Studies are as follows:
. Reconciliation of Net Sales with Cash Takings, and Card Receipts.

. Inconsistent scheme discount rates offered by Cashier’s to different
customers against the same Scheme ID.

° Identifying the most efficient Cashier across all the Malls -
Operational Throughput.

. Detecting transactions Out of Office hours.
Case Studies Explained
7.7 Point of Sale Systems from the Retail Industry — Malls

Point of Sale Applications deployed in Malls, generate comprehensive Sales
Reports. These Reports may be conveniently saved in MS-Excel Data
formats. This is an alternate to File Print options.
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These Sales Reports contain fields, like:

o Date of Sale

. Time of Sale

. Transaction Number
. Cashier Name

. Cashier ID

. Product Sold

. Quantity

. Rate

o Gross Value

o Taxes

o Scheme Discounts
o Net Value

o Scheme ID

. Scheme Details

. Collections in Cash

. Collections by Card
. Dues.
(i) Data Import

These MS-Excel Data Files once saved on the workstation containing the
GAS or on the Local Area Network in a shared audit data folder can be
accessed through the GAS’s Import Assistant — Excel component. The
process of import is simple and easy to apply, since Excel file Record
Definitions are readily recognized by the GAS.

(i)  Data Analysis

(@) Reconciliation of Net Sales with Cash Takings, and Card Receipts.
The fields of reference relevant to the objective being tested are:

. Net Sales

. Cash Collected

° Card Receipts
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The process of interrogation in GAS followed is:

Import the Sales Report for a given period through GAS's Import
Assistant - MS Excel.

Navigate to the Field Statistics in the Database Toolbar.

View the numeric control totals for the Net Sales, Cash Collected and
Card Receipts fields respectively.

Normally the Net Sales should be arithmetically balanced by Cash
Collections and Card receipts.

In the case under review we notice a high percentage on Unpaid Bills
almost 25% of the period’s Net Sales.

An overview of the Unpaid Bill cases through a Field Summarization
reveals that the Due amounts are significantly concentrated on
Cashier A and Cashier D.

These cases may be specially looked into by interrogating the concerned
Cashier’s, to ascertain their motive.

(b)

Inconsistent scheme discount rates offered by Cashier’s to different

customers against the same Scheme ID.

The fields of reference relevant to the objective being tested are:

Cashier ID
Scheme ID
Scheme Discounts
Gross Value

The process of interrogation in GAS followed is:

Navigating to Data in the Menu Tool Bar and selecting Field
Manipulation.

In Field Manipulation, appending a computed Virtual Numeric Field
Discount % with the Criteria (Scheme Discounts*100 / Gross Value),
rounded off to the nearest integer.

Navigating to Analysis in the Menu Tool Bar and selecting Duplicate
Key Exclusion.

In Duplicate Key Exclusion, we identify different Discount % values
for the same Scheme ID.
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We get a list of cases where varying Discount % have been applied
for the same Scheme ID.

Some cases are extremely glaring, with the Discount % being as high
as 45% where the Scheme ID warrants a Discount % of 15% only.

These cases may be specially looked into by interrogating the concerned
Cashier, to ascertain his motive.

)

Identifying the most efficient Cashier across all the Malls -

Operational Throughput

The fields of reference relevant to the objective being tested are:

Cashier ID
Cashier Name
Start Time
End Time
Quantity

The process of interrogation in GAS followed is:

Create a new computed numeric field in the imported Sales File with
the difference between the Start Time and the End Time using the
criteria ‘@agetime(End Time, Start Time)'. This new field will give us
the time taken by each cashier in seconds to scan, bag and bill all the
items against that transaction.

Create another computed numeric field with the criteria ‘Difference in
Time/ Quantity’ to arrive at the Time taken to scan each item.

Now perform a Field Summarization on the Cashier ID and Cashier
Name with regard to the numeric field containing the Time taken to
scan each unit.

In the Field Summarization also include additional statistics like,
Count and Average along with Min and Max. These statistics will give
us the number of scans by a single Cashier in a given period, the
minimum time for scan, the maximum time for scan and the average
time to scan.

In the Summarization result, sort the Time to Scan (Average) on a
Descending basis.
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° The Cashier with the best scan rate appears right on top.

The Management of the Mall Chain can select the Top 10 Cashier’s from the
above exercise and place them at the front desks on crucial days like,
weekends or public holidays. This test is a concrete measure of customer
service.

(d) Detecting transactions Out of Office hours
The fields of reference relevant to the objective being tested are:

o Start Time

. End Time

o Cashier ID

. Cashier Name
. Net Sales

The process of interrogation in GAS followed is:
° Perform a Data Extraction on the imported Sales File.

. Build criteria using the function .NOT. @betweenagetime(Start Time,
“10:00:00", “22:00:00") .OR.. .NOT. @betweenagetime(End Time,
“10:00:007, “22:00:00").

. This criteria will isolate all transactions out of the normal Mall working
hours of 10 AM to 10 PM. Here we trap both Start Time and End
Time.

. The Direct Extraction function within GAS is very popular on large

databases say upwards of 1 Crore Transactions. The function first
sorts the entire database and then runs the equation through the
sorted database. Hence the results arrive faster than running an
ordinary command on an unsorted database.

The case reveals around 50 transactions out of 1 Lac transactions where the
Start Time and End Time are after office Hours at 10:30 PM. An explanation
from the Mall In charge reveals that these transactions were all pertaining to
Public Holidays, when schemes were launched and working hours were
extended by two hours with local administration permission.
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)

Demand Study of New Products introduced into Pilot Mall Outlets

across India

Malls introduce certain new products into Pilot outlets to study the Customer
Behavioural patterns, spending patterns, loyalty to existing products rather
than new substitutes and more.

In this interesting Business Case Study the following fields are considered:

Transaction Number
Product Number
Quantity

Net Sales

The process of interrogation in IDEA is as follows:

The Transaction Number contains a combination of the Mall Outlet
ID, the financial year and the transaction ticket number. The first 3
digits of the Transaction number represent the Mall Outlet ID.

We append a new computed character field with the aim of getting
the Mall Outlet ID into this field. This is performed through a
criteria/equation @left (Transaction ID, 3). This function removes the
first 3 digits from the Transaction Number and places the same in a
separate computed field.

A Field Summarization is performed on the imported Sales file on
Mall Outlet ID and Product Number /Code with respect to Quantity
and Net Sales.

In the Summarization result, a direct extraction is performed on the
Pilot Product Malls through the Equation @ list(Mall Outlet 1D, “003",
“005"...).

A Top Records Extraction is performed with the Key field being the
Mall Outlet ID, and the top 5 products in each of the 10 pilot malls are
identified.

A detailed review of the final result broadly confirms the Management's
expectation. All the new products have fared well in the 10 pilot malls save
one product which has not been preferred over its long lasting existing
competitor. This exercise has armed the Management with factual historical
data from a truly representative sample of Mall Outlets. Now the
Management is in a position to slowly and surely roll out the most liked
products to the remaining Mall outlets over the next month.
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Utilities — Electricity Companies
Index of Case Studies

7.8 Index of Case Studies are as follows:

. Recalculation of Revenue Heads.

° Verification of Subsidies provided by the State Government to defray
the levy of Full Energy Charges to the Final Customer.

. Monitoring of Faulty Meters

o Duplicate Tests on Billing Information.

Case Studies Explained
(i)  Recalculation of Revenue Heads-

Electricity Companies levy a host of charges to both household and industry
customers. These charges vary from fixed processing cycle charges like,
Meter Rent to variable charges like, Energy Charges. Many times the
Company buys power from state private players to meet the power deficit.
Charges levied by the private player to the electricity company are passed on
to the final consumer. These Additional Supply Charges or Fuel Escalation
Charges vary on an average from month-to-month.

The objective, description, rational and authority to raise these charges are
stated in a Power Tariff Manual which is issued in the common interest of
operators and customers for transparency. This manual always contains the
formulae for the calculation of each charge very clearly. The user can get
possession of this manual and identify the charges to be recalculated along
with the formulae. Nowadays under the Right to Information Act, these Tariff
Manuals are also available on the website of the Energy Major.

The user can then create a new computed numeric field (Virtual Numeric
Field) within GAS and replicate the tariff manual formulae in the GAS's
Equation Editor.

lllustration — (Units_Consumed * 0.45) - ASC

ASC - Additional Supply Charges stands for purchase of power from private
players. The rate of 0.45 per unit as seen in the formulae above is
announced by the State Electricity Regulatory Commission on a month-on-
month basis. In this equation we are recalculating the ASC and arriving at
possible differences between the recalculated ASC and the ASC levied by
the billing system.
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(i)  Verification of Subsidies Provided by the State Government
to Defray the Levy of Full Energy Charges to the Final Customer.

In many States in India, the energy charges to be recovered by the Electricity
Company are distributed between the final customer and the State itself.
Here the State steps in and contributes to the Energy charges by way of a
State Subsidy. The State Subsidy is invariable a percentage of the Net Billed
Amount. The objective of the test is to ensure that the right amount is being
recovered from the State by way of the Subsidy. The GAS user can
accomplish this task easily by creating a new computed numeric field with
the formulae:

(Net_Amt * 0.40) — Subsidy
Here we assume that the State supports the Energy Bill up to 40%.

Subsidies are normally provided to households and critical industry units.
Hence the GAS user should obtain a listing of Customer Code Categories
who are entitled to the Subsidy and those who have to bear the entire Energy
Bill. With this information efforts can be made to identify incorrect Subsidies
raised on the State for Customer Categories ineligible for the Subsidy. The
User can make use of the Display or Extraction function in GAS to identify
eligible and ineligible Customer Categories.

(iif)  Monitoring of Faulty Meters

After power theft which ranges between 10%-30% in India, faulty meters are
the next high-risk prone area for an Energy Major.

Billing Data Files invariably contain a field for Faulty Meters. If the meter is
Faulty a flag 'Y’ appears against the concerned Customer. If the meter is
running, the flag ‘N’ appears in the respective field and cell. There is also an
additional field available which states the date since when the meter has
been faulty and the average units consumed. The average units consumed is
updated based on the past usage and history of each user. This field is
invariably manually updated by the Billing clerk. In the absence of automatic
system generation of average units consumed, this area is ripe for
mismanagement of revenues.

With the help of the GAS, the user can link the faulty meters, the average
units consumed and the last consumption prior to the meter going faulty
through the Visual Connector. The user can then create a new computed
numeric field where the average units being billed fall short of the last active
consumption reading by say 20% (norms can be decided on a case-to-case
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basis depending on the Customer Class, Geographical Region and more).
These cases can be taken up for review, discussion and scrutiny with the
respective Regional Chief Electricity Engineers.

(iv)  Duplicate Tests on Billing Information

The Billing file contains the Customer Number, Meter Number, Bill Number
and Receipt Number where the Bill has been duly paid. As a part of the
standard financial and revenue integrity testing, the user can employ the
Duplicate Key test within GAS to look for possible duplicates in the
combination of the following fields:

Customer Number
Meter Number

Bill Number and
Receipt Number

This test should normally reveal duplicates. The existence of duplicates could
indicate an irregularity which needs to be investigated further or a Billing
System application error.

Plant Technical Reviews
Index of Case Studies

7.9  Index of Case Studies are as follows:
. Plants experiencing frequent Breakdown Maintenance (BM)

. Plants experiencing Breakdown Maintenance (BM) immediately after
Preventive Maintenance (PM) in the same month.

° Plants halted for Breakdown Maintenance (BM) beyond 24 hours.

Case Studies Explained

The Central Maintenance Cell (CMC) of a Manufacturing company was
entrusted with breakdown maintenance and preventive maintenance for
ten plant centres in the company. An electronic dump containing
the following file layout was provided -

S No | Field Name Field Type Description

1 Plant Code Character

2 Plant Description Character

3 Maintenance Code Character “BM” for Breakdown
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Maintenance and “PM”
for Plant Maintenance

4 Description of | Character

Maintenance

5 Start Date Date DD/IMM/YYYY

6 End Date Date DD/IMM/IYYYY

7 Start Time Time HH:MM:SS

8 End Time Time HH:MM:SS

() Plants experiencing frequent Breakdown Maintenance (BM)

Summarize the electronic dump on the Plant Code and Plant
Description along with filtered criteria to extract all Maintenance Codes
containing "BM". Performed this summarization to arrive at count of
breakdown maintenance instances for each Plant centre. With the
summarization file in place she finally performed a Top Records Filter to
capture the ‘Top 5 Plant Centres by highest frequency of breakdown
maintenance. Armed with this information, the Head — CMC was able to
investigate and diagnose the reasons for high breakdowns on specific Plant
centres by looking at the age, usage, history of maintenance, nature of
maintenance, plant output quality and allied details.

(i)  Plants experiencing Breakdown Maintenance (BM)
immediately after Preventive Maintenance (PM) in the same month

Appended a new field to the electronic dump and captured the month of
maintenance against each maintenance transaction activity. Perform a
duplicate (exclusion) test on the Plant Code, Plant Description and Month
with the field that must be different being Maintenance Code.

The resultant report provided a listing of plants being halted for “BM”
immediately after “PM” in the same month. With the instances generated, the
Head - CMC was able to investigate and diagnose the reasons for sudden
breakdowns after preventive maintenance by studying the nature of preventive
maintenance undertaken and the quality of maintenance spares used.

(ii)  Plants halted for Breakdown Maintenance (BM) beyond 24
hours

Appended a new field to the electronic dump and captured the time taken to
complete each maintenance activity by simply arriving at the difference
between the ‘Maintenance Start Time’ and ‘Maintenance End Time’.
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Applied a filter to list Plants under ‘BM’ for more than 24 hours.

Finally converted the filtered report of ‘Above 24 Hour BM cases’ into a
frequency distribution as below:

Stratum No Stratum Details | Count Maintenance Cost
1 24-48 5 50000

2 49-72 10 100000

3 73 & Above 3 250000

This frequency distribution allowed the Head — CMC to focus on pain areas
in the Plant Maintenance process.

Benford’s Law of Digital Analysis

Evolution of the Law and its Concept

7.10 Frank Benford was a physicist at GE Research Laboratories in the
1920s. He noted that the first parts of the log table books were more worn
than the back parts. The first pages contain logs of numbers with low first
digits. The first digit is the left-most digit in a number.

Frank Benford collected data from 20 lists of numbers totaling 20,229
observations. He found that the first digit of 1 occurred 31 percent of the
time. Using integral calculus, he calculated the expected digit frequencies
that are now known as “Benford’s Law”. It took Frank Benford six years to
perform his analysis and develop his law of expected digit frequencies.

The Benford's Law task in IDEA can provide a valuable reasonableness test
for large data sets. IDEA only tests items with numbers over 10.00. Number
sets with less than 4-digits tend to have more skewed distributions and do
not conform as well to Benford’s Law. Positive and negative numbers are
analyzed separately. This is because abnormal behavior patterns for
positive numbers are very different from those for negative numbers.

Application to Data Mining

7.11  The application of Digital Analysis and the Benford Module is also
permissible in the framework of Data Mining when certain distinctive facts in
a data supply are measured against the personal expectations of the user
and interpreted according to them. In this case it is not necessary for the
data that is to be analysed, to create a Benford Set in a strict sense. In fact,
it is permissible under these circumstances to analyse the numerical
distribution of the leading digits of each data quantity and to interpret it
independent of Benford's Law.
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Assumptions of Benford’s Law
Geometrical series

7.12 The mathematical pre-condition for the examination of a data supply
based on Benford's Law is that the data supply is based on a geometrical
series (thus, it is presented as a Benford Set). In reality this condition is
rarely met. Experience shows however, that data must only partially meet
this condition, i.e., the constant increase, percentage-wise of an element
compared to the predecessor must only be met partially. Otherwise, this
would mean that no number may occur twice which is quite improbable in the
case of business data supplies. However, the pre-condition is that there is at
least a “geometrical tendency”.

Description of the same object

7.13  The data must describe the same phenomenon. Examples are:

" The population of cities

. The surface of lakes

" The height of mountains

. The market value of companies quoted on the NYSE

" The daily sales volume of companies quoted on the Stock Exchange
. The sales figures of companies.

Unlimited data space (non-existence of minima and maxima)

7.14 The data must not be limited by artificial minima or maxima. A
limitation to exclusively positive numbers (excluding 0) is permissible as long
as the figures to be analyzed do not move within a certain limited range. This
applies, for example, to price data (e.g., the price of a case of beer will
generally always range between 15 and 20 dollars) or fluctuations in
temperature between night and day.

No systematic data structure

7.15  The data must not consist of numbers following a pre-defined system,
such as account numbers, telephone numbers, and social security numbers.
Such numbers show numerical patterns that refer to the intentions of the
producer of the number system rather than to the actual object size,
represented by the number (e.g., a telephone number starting with 9 does
not mean that this person possesses a bigger telephone).
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Statistical explanations for the Law

7.16 Basically, data complies best with Benford’'s Law if it meets the rules
mentioned above, namely that the data consists of large numbers with up to
4 digits and the analysis is based on a sufficiently large data supply. A large
data supply is necessary in order to come as close to the expected numerical
frequencies as possible. For example, the expected frequency of the digit 9
in any data supply is 0.0457. If the data supply consists of only 100 numbers,
the numbers which have a 9 as their first digit may be 5% of the data supply.
Thus, in the case of a small data supply, there may be an over-proportional
deviation from Benford's Law. In large data supplies, the numerical
distribution is increasingly closer to the expected frequencies.

7.17 If the data supply has, or just roughly has, the characteristics
mentioned above, it can be analyzed based on Benford's Law. However, the
results of the Benford analyses are not interpretable on the basis of
Benford’s Law. As stated before, the expected frequencies according to
Benford's Law often represent, in the practical use, nothing more than a type
of benchmark for the observed frequencies. Since the observed frequencies
will only be compared with the legality discovered by Benford, not interpreted
accordingly, it is not necessary that all conditions mentioned above be met.
In fact, the analysis results will help the internal auditor interpret the personal
expectation of the user, without including the reference value according to
Benford in the argumentation. If, for example, the personal expectation of the
user is that the starting digit 4 must occur twice as often in the analyzed data
than the starting digit 2, the results of the analyzed values must not be
compared with the expected frequencies according to Benford but with the
individual expectation of the user.
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Case Study on Benford’s Law within IDEA

7.18 Following are steps to run a Benford's Law analysis on any Accounts
Payable database:

() From the Analysis menu, select Benford's Law in IDEA Data Analysis

Software.
Analysis

DHE Summarization...

07 Pivot Table...

ﬁ Stratification...
Duplicate Key 3

E Gap Detection...
Aging...

=4 Benford'sLaw...

Process Stacker

(if) In the Benford’s Law dialog box, select AMOUNT as the field to be
analysed. Accept all other default options as displayed in the image below.

Benford's Law

Field to analyze: |AMDUNT he | I_ Ok ]
Ihciude Y alues Ophionz
(%) Positive :
O Negative Show boundaries
Reszult
Create rezult |Benford |

Analysiz Type

First digit: |Benford First Digit |
Firzt bvao digits: |Benford Firzt Two Digits |
First three digits: |Benford Firzt Three Digits |
Second digit; |Benfold Second Digit |

Click OK to perform the analyses.

The Benford First Digit database becomes the active database. Other
databases must be opened from the File Explorer.
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(i) To graph the data, select Chart Data from the Data menu.

Chart

# field: | |MJ{ETREES

¥ field(s): |[] DIGITS [J acTu
[ EXPECTED  [] DIFFE
[] LOWEDOUND
] HIGHEOUND

< i | »

¥ avis title: | |

" awis titls: | |

Result name: | Chart Data |

T_l,lpe:lBar

Legend: | [ra nat showe

30 chart
[ Shaw arid lines

Make a shapshat of the data

Chart title: |

Criteria: |

In the Y field’s box, select ACTUAL.
In the X axis title box, enter Digit Sequence.

In the Y axis title box,

enter Count.

In the Chart title box, enter AMOUNT - First Digit — Positive Value.

Click OK.

The Chart Data Results output becomes active.

W Accounts Payable. > ) Benford First Dig:

it.IMD |

& 5-H-

2 W[ [e D 5 8

200.00
130,00
180.00
170.00
160.00
150.00
140,00
13000
120.00
10,00

100.00

Count

30.00
80.00
7000
B0.00
50.00
40.00
30.00
2000
10.00

0.00

| ¥ @ E R |
AMOUNT - First Digit - Posiive Value{Snapshot)

400 5.00 600
Digit Sequence
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The first digit graph shows a spike in the digit 7 results.

Technical Notes

The First Digit test is the test of first digit proportions. The first digit of a
number is the leftmost digit in the number. Zero can never be a first digit.
This is a high level test. Analysts will not usually spot anything unusual
unless it is blatant. This is a test of goodness-of-fit to see if the first digit
actual proportions conform to Benford's Law. The First Digit test is an
overall test of reasonableness. The upper and lower bounds are merely
guidelines for the auditor. The First Digit graph could show a high level of
conformity but the data set could still contain errors or hiases.

(iv)  Click the Data link in the Properties Window to return to the Benford
First Digit database that was created as part of this analysis. The
DIFFERENCE field shows the difference between the expected occurrences
of the digits and the actual occurrences of the digits. When the
DIFFERENCE field is indexed in ascending order, the digit 7 results show the
largest negative difference (positive spike).

DIGITS | EXPECTED | LOWBOUND | HIGHBOUND | ACTUAL |DIFFERENCE a |
1] 7 57.82 53.26 £2.38 113 -65.18
B 5 78.94 73.61 84.27 108 -27.06
E B B6.75 61.84 71.65 a0 -23.25
4] 9 45.62 41.57 49.67 B -15.38
5] 3 51.00 45.71 55.28 53 -12.00
6] 4 96.62 90.72 102.52 108 -11.38
7] 3 124.56 117.87 131.26 114 10.56
4] 2 175.56 16761 183.51 154 1.56
9] 1 300.13 269.73 31052 188 112.13

This result warrants further investigation as the CFO has indicated that any
items in excess of Rs. 80,000.00 require additional approval. This spike
could be indicating an abnormal level of items being processed just below
the additional approval level — suspect skimming.

770



Chapter 8

Documentation of Process of Use of
General Audit Softwares

8.1  Data identification and acquisition play a crucial role in the use of
General Audit Softwares to facilitate the efficient and effective use of tools
and pave the way to guaranteed results and returns from its use.

The stages in Data Identification and Acquisition are:
o Planning the deployment of the Tool

° Objective and Assurances

° Availability of data

. The flow of data in a system
. Identifying the file for interrogation
. Specifying the information required for use in the Tool

° Specifying the format of the data file

. File downloading and conversion

° The Standard requirements for data

. Modes of Data storage and transfer

° Help for Data Identification / Acquisition.

Regulatory Admissions

8.2 The Information Systems Audit and Control Association, U.S.A., has
issued an IS Auditing Guideline on ‘Use of Computer Assisted Audit
Techniques (CAATSs) Document G 3.

The excerpts of this Guideline on CAATs Planning Steps are as follows:

The major steps to be undertaken by the IS Auditor in preparing for the
application of the selected CAATSs is:

° Set the audit objectives of the CAATS.

° Determine the accessibility and availability of the organisation’s IS
facilities, programs/ system and data.
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Define the procedures to be undertaken (e.g., statistical sampling,
recalculation, confirmation, etc.)

Define output requirements.

Determine resource requirements, i.e., personnel, CAATS, processing
environment (organisation’s IS facilities or audit IS facilities).

Obtain access to the organisation’s IS facilities, programs/ system,
and data, including file definitions.

Document CAATs to be used, including objectives, high-level
flowcharts and run instruction.

The documentation to be built up during the stages of Data Identification and
Acquisition has been explained below.

Planning the Deployment of the Tool

8.3  The following are steps in planning

. The user needs to select the most appropriate file/ files for CAATs
interrogations best suited to the objective on hand for testing.

. The user should make use of flowcharts of the client department’s
system to ascertain which files are being used. It is important to
select data that is as close to the original data entry process as
possible.

° The flow charts and file/ files selected should be documented and
kept on record.

. Preferably the objectives along with the file/ files selected should be
documented as below :

[llustration from a bank data analysis engagement

S Objective | File Form | Fields Source | Owner | Import

No Method

1 Identifying | CASA | Data | Account Core DBA IDEA -
Current Interest | Dump | No, Banking ODBC
accounts | Dump Customer System
where ID, Name,
interest RO,
has been Product
paid Code,

Base Amt,
Int Amt
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Objectives and Assurances

8.4  For any type of engagement it is necessary for the user to get to
know the function and practices/ policies in place of the entity to be audited.
This knowledge will help the user plan the engagement effectively. For
example, in a Know Your Customer (KYC) Compliance Review — Duplicate
Key Exclusion, Extraction, and Sampling plays a pivot role.

In order to achieve the stated objectives, a detailed knowledge of the system
procedures needs to be made. These documents, policy notes, flow charts,
need to be documented by the user as a part of his engagement evidence. In
forensic reviews, the engagement evidence has to be irrefutable, exhaustive
and unambiguous. IDEA has History. The History is the log of operations
performed on a file within IDEA. The log cannot be deleted or altered but it
can be printed.

Availability of Data

8.5  The user needs to have thorough knowledge of the operating system
used by the entity being reviewed. He/ She needs to have a detailed knowledge
of the application system being reviewed to identify the best possible data source
and data format for each objective being reviewed.

User needs to engage in a meaningful discussion with the IT personnel of the
entity. At times it makes sense to have an intermediary accompany the user. The
intermediary could be chosen as a member having a good grasp of both audit
and IT fundamentals like, an IT Auditor/ Functional Group Member/ Bank
Reports Group Member. This meeting with the IT personnel needs to be
undertaken formally with a clear written agenda and with space for the IT
personnel response. Any format can be followed which is convenient to the user
team so long as consistency of the approach document is always maintained.

The Flow of Data in the System

8.6  The user needs to obtain from the entity, Accounting Hand Books/
Process Manuals, Operational Process Flow Charts, etc., to have a clear
understanding of details like, transaction files, master files affecting given lot of
transactions. These flow charts need to be documented with the user and clear
notes should be placed on the nature of data within the system. The approach
document in terms of data identification, transfer, access and import from the
auditee application System needs to be charted and buy-in should be obtained
from the auditee, System Vendor, Database Administrator (DBA), User Wing
and Top Management. This documentation will help the user in the current
engagement as well as future cyclical engagements.
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Identifying the File for Interrogation

8.7  The user must aim at selecting files which are closer to the raw data
or initial input file. The study done by the user in the preceding stage will
assist and facilitate in identification of such files. The user may choose to
liaise with the Application Vendor or DBA to identify appropriate data files.
This liaison may be done through email, written documents, in person, but
never orally. When sending a request through email always insist on a read
receipt acknowledgement. Combined requests will be preferred by the reader
rather than piece meal request which can be annoying and time consuming.
For example, the user must know when to use a detailed transaction file, or a
summarized version of a file or a table directly from the database or a
customer master files for instance.

Specifying the Information Required for the CAAT

8.8 Once the right file has been identified, it may contain information not
required for the audit. At this stage it is prudent for the user to seek specific
fields for his review. This has performance benefits for the user as the file
import will get hastened with specific fields rather than all fields from the file.
For example, a Data Table with 40 Million rows and 25 fields will take around
X minutes for import within IDEA. The same table with 5-10 relevant fields will
get done much faster. If the information to be sourced is not in the ideal
format or key information is missing it may be necessary to liaise with the IT
personnel to arrange some form of file manipulation such as an embedded
audit module or a file manipulation program to produce the data in a more
useful format. This request to IT has to be done in writing. For example, the
Balancing Reports of Letter of Credit, Guarantees and Bills — customer wise,
type wise, age wise are complex to generate within IDEA. These reports are
ordinarily available in the Bank's Report Group Suite like, Business Objects.
It is prudent to source the Balancing Reports from Business Objects in such
a case.

File Download and Conversion

8.9  Once the data is readied the data may be placed on the User’s PC, or
it may be placed on a shared audit folder on the Local Area Network. If the
data is not too large it can be sent through group office mail or even through
secondary storage devices like, CDs, and Pen Drives. Data Transfer should
always be accompanied by a virus scan at all times. The user upon receiving
the data must sanitize the data i.e., clean the data to make it suitable to an
IDEA Import compatible format. For example, MS-Excel files should be
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cleaned - the first row should reflect the header row, there should be no
blanks in the data grid, there should be no repeating header or footer rows in
the data grid. Once the data is finally readied the user can deploy the best
technique within the Tool for Data Import.

For example, MS-Excel for Excel Files from Business Objects/ SQL, Text for
Comma Separated Value Files from Business Objects, Report Reader for
Print Files from Crystal reports, ODBC for Data Tables from the ERP or Core
Banking System Application Database and more.

8.10 The user may initiate further technical liaison in writing with the IT to
improve the file layout — record layout for future. This usually occurs when
the entity changes its Enterprise Resource Planning (ERP) or Core Banking
System or migrates to a contemporary version of the application.

Who or What can help in Data Identification

8.11 The user needs to identify the right resource from the IT Section and
Audit Section for the data analysis project. This identification can be done by
seeking assistance from the Reports Group and the Heads of IT and Audit
respectively. The criteria for selection like, knowledge of data, knowledge of
file formats, cross sectional knowledge of functions, and more should be
documented by the user. These criteria need to be provided to the DBA, IT
Head and Audit Head while making the selection.

Specimen Format of a Data Indent — Bank Data
Analysis Software Audit

8.12  The following is a specimen format for bank data analysis software audit:

To - Ms. ABC (DBA)
From — PQR (Audit Team Lead)
Date — 15t February, 2012

Subject — Data Request for review of ‘Transactions on Newly Opened
Current Saving Accounts (CASA)’

Pursuant to our recent meeting with respect to our planned audit of CASA,
using IDEA Data Analysis Software, we would like to arrange for download of
the attached data files and fields to the FTP Server set up for this purpose.

This review involves the audit of Transactions on Newly Opened Current
Saving Accounts (CASA) in the following entities: Branch A, B, C and D. We
understand your office can provide information for the following areas:
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‘Branch Transactions and Customer Account Masters’. Since this is an
enterprise-wide review, we will be requesting similar data from Zonal Officers
P,Q,RandS.

We request that each of the above entities be forwarded as separate files
and that three files be created for each entity, to reflect all transactions
captured by the systems for 1st April 2011 to 31st December, 2011.

To meet our planned review objectives and timing, the data must reflect all
transactions captured by the system up to and including 31t December, 2011
and for Branches A, B, C and D.

To facilitate our CAAT analysis, the data should be given to us in the form of
comma delimited text files and placed in “Data Analysis Audit” on Drive F.

Together with the data, please document the file record layouts, including the
skip length, if applicable and record lengths. For each field, document the
field name, field start position, field length, data type, and formats of numeric
and date items. We also require documentation of Key control information,
including the transaction cut-off date and time, the number of records in the
file and control totals of numeric fields where applicable.

This represents our initial data request associated with this audit. We
anticipate that it may be necessary for subsequent data requests, but we will
endeavour to keep these requests to a minimum, in consideration of your
time and resources.

We appreciate your assistance with data access, and look forward to working
with you during the course of our audit. Kindly submit the requested
electronic data no later than 20t February, 2012.

If you have any questions please do not hesitate to contact me on
123456789.

Specimen Format of a Data Analysis Software
Working Paper

8.13 The following is a specimen format ef a data analysis software
working paper:

CAATs Working Paper Format (Client Name)
1. Client and Location — ABC Bank Ltd
2. Review Period — As on 01/03/2012

776




Data Analytics and Continuous Controls Monitoring

10.

11.
12.

13.

14.

Audit Area - High Value Transactions on Newly Opened CASA
Accounts

Team Leader and Team Members — PQR

Audit Checklist Reference — Bank Branch/Concurrent Audit/11-
12/Branch Operations

Audit Checklist ltem Number - 14

Audit Objective (List in Detail) — Transactions greater than 1 Lac on
newly opened CASA accounts within 6 months of opening.

Data ldentified and Gathered - Nature of Data - Branch
Transactions and Customer Account Masters

Source of Data — Finacle — DBA Ms. ABC
Format of Data — Comma Text Delimited

Relevant Fields — CUST ID, ACCOUNT ID, TXN NO, TXN DATE, AC
OPEN DATE, DEBIT, CREDIT, CUST NAME, ACCOUNT TYPE,
TOTAL TXN VALUE, and PAN NO

Input Reconciliation of Data Imported — Record count and numeric
total of field ‘TOTAL TXN VALUE' reconciled between IDEA v8.5 and
Comma Text Delimited file and found correct.

Tests performed in IDEA — Data — Extractions — Direct Extraction
with criteria @age(@date(), AC OPEN DATE)>180 .AND. TOTAL
TXN VALUE > 100000

Results obtained — YES. Exported to MS-Excel

Conclusions and Recommendations — Result file sent to Auditee
Mr. Brown on 21.02.2012 by email on his email id
brown@abchank.com

Auditee Feedback — Feedback received on 23.02.2012 attesting to
and accepting data analytical tool findings. Non-compliances
accepted.

Learning’s — 50 entries out of 5000 entries had blank AC OPEN
DATE. This created false positives in the results obtained which were
brought to our attention post use of IDEA Software. We have asked
the auditee to populate the 50 blank cells with valid account opening
dates from the account opening forms and resubmit for fresh data
analysis by 24.02.2012.
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Chapter 9

Challenges while Implementing
Data Analytics

9.1  Embarking on an increased focus on data analysis using technology
will likely have obstacles and challenges. The most common obstacles
include underestimating the effort required to implement correctly, lack of
Senior Management and Audit Committee support, lack of sufficient
understanding of the data and what it means and the need to develop
expertise to appropriately evaluate the exceptions and anomalies observed
in the analysis. These and other obstacles are best addressed through a well
thought out plan that commits sufficient resources and time.

9.2 A few recommendations to ensure that any implementation of a data
analysis project is done with maximum benefit and least cost are:

() Align your overall data analysis strategy with your risk assessment
process, current audit plans and long terms audit goals and
objectives.

(i) Manage your data analysis initiative like a program, focusing on your
desired end-state of maturity.

(i) Develop a uniform set of analytic practices and procedures across
assessment functions.

(iv)  Assign responsibility for data management, quality assurance and
other key roles.

(v) Document and/or comment scripted analytics to record the intent and
context of the analysis being automated.

(vi)  Review and test analytics being used to ensure the results being
generated are accurate and appropriate for the audit step being run.

(vii)  Establish a peer review of supervisory review process of analytics
performed to safeguard against the reliance on results generated
from using incorrect logic or formulas during analysis.

(viii)  Standardize procedures and tests in a central and secure repository.

(ix)  Safeguard source data from modification/ corruption — either through
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the type of technology being used to conduct the analysis or by
analysing back-up data or mirrored data for audit purposes.

Address the potential impact of the analysis on production systems,
either by scheduling analysis at off peak times or by using back-up or
mirrored data.

Educate staff on how to interpret the results of the analysis
performed.

Treat training as a continuous process, measured by on-going growth
and continuous development of capabilities.

Aim for constant improvement through leveraged use of data analysis
software as analytics evolve over time.
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Chapter 10
Application of CAATs to Bank Audit

Practical Case Studies on Audit of Term Deposits
Introduction

10.1 Term Deposits are deposits repayable after the expiry of a certain
period. They are considered time liabilities of any bank. Term Deposits
include fixed deposits, cumulative and recurring deposits, cash certificates,
certificates of deposits, annuity deposits, deposits mobilized under various
schemes, ordinary staff deposits, foreign currency non-resident deposit
accounts, etc.

The internal auditor should satisfy himself that controls are in place and
working as intended on acceptance of deposits, renewal of deposits,
premature closure of deposits, maturity payment of deposits, and interest
computation through the use of IDEA Data Analysis Software.

10.2  Banks also hold deposits designated in foreign currency e.g., foreign
currency non-resident deposits. The auditor should examine whether internal
instructions for reporting acceptance of such deposits to the RBI have been
complied with. It should also be examined whether the bank has taken steps
to ensure that it does not have to bear any loss arising out of exchange
fluctuations between the date of acceptance of deposit and the date of its
repayment.

10.3  Term Deposit Master Files normally contains the following fields:

° Term Deposit Account Number
. Deposit Certificate Number

o Deposit Line Number

. Currency Code

. Customer ID

. Customer Name

. Product Code
. Deposit Start Date
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° Deposit Value Date

. Tenor

. Maturity Date

o Deposit Rate of Interest ( ROI)
° Principal

. Maturity Value

. Deposit Closure Date

. Closure Rate of Interest

. Deposit Status.

Term Deposits Prematurely Closed, Interest Paid at
Deposit Rate.

10.4  When term deposits are prematurely closed, interest on closure is
normally paid at deposit rate for the period run less penal interest. The penal
interest varies from Bank to Bank and Deposit to Deposit. This field is a
computed field and normally not available at a native field within the
database. The application system vendors should create such a field in the
database which gets populated once a deposit is prematurely withdrawn or
otherwise blank. This computed field is very critical to the process within
IDEA.

A term deposit may be renewed more than once in which case a single term
deposit account number will have multiple line entries and records which are
represented by the Deposit Line Number in the database.

Depending on the scope of review, the IDEA user may consider all the
renewals i.e. all the line items or just the last renewal using Top Records
Extraction within IDEA.

The IDEA user extracts a list of cases where deposit closure date is before
maturity date (i.e. premature closures) and closure Rate of Interest is equal
to zero. This would mean that the bank has paid the deposit holder the
deposit ROI rather than the premature closure ROl which is a clear violation
of internal rules.

On arriving at a list of exceptions the IDEA user may perform a
summarization of interest paid on closure for such violations so as to put a
monetary value to the exception.
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Term Deposits Closed within 15 days of Opening,
Interest Paid

10.5 Where term deposits are prematurely closed before the maturity date
and within 15 days of the account opening date, no interest should be paid
on such deposits. Here the IDEA user creates a computed field within IDEA
to reflect the differences in days between the Deposit Start Date and Deposit
Closure Date. This test is conducted line item wise. Furthermore, an
extraction is performed within IDEA using Top Records Extraction to cull out
latest Term Deposit Accounts where Difference in Days, i.e., computed field
is less than 15 and Closure Interest is not zero.

In one of the recent Reserve Bank inspections, the inspection team used
IDEA to detect substantial interest payments to directors of the private sector
bank even though their deposits had been prematurely closed within 15 days
of opening. In fact in a very serious violation of rules, a single director had
opened and closed deposits to the tune of 1 million within a single day and
interest had been paid on such deposits.

Term Deposits Accepted for a Tenor Greater than 10
Years

10.6 In line with the RBI Guidelines, Banks are not allowed to issue Term
Deposits for a term in excess of 10 years. The field “Tenor” in the Term
Deposit Master file is maintained in months in this case.

The IDEA user is required to perform an extraction on the Term Deposit
Master file with the criteria tenor is greater than 120 (i.e. 10 years * 12
Months).

At times the tenor is maintained in days in which case a complex equation
like the one below will have to be written to cater to day approximations.

(@age(dat_maturity_date,dat_value_date_date) / 365 > 10 ) .AND.
(@day(dat_maturity_date) <>  @day(dat_value_date_date))  .AND.
(@month(dat_maturity_date) <> @month(dat_value_date_date))

Normally, the banks systems are configured to prohibit this non-compliance
through Core Banking System Internal Checks. Seldom will you encounter an
exception on this control assertion.

Term Deposit Accounts Opened Subsequent to Value
Date

10..7 Term Deposits when opened affect two date fields within the system
— Deposit Start Date and Deposit Value Date. When a deposit-holder opens
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a deposit for the first time his deposit start date and deposit value date will
almost resemble the same date ordinarily. However if it is a renewal of a
deposit (i.e. say maturity date of earlier deposit is 30.06.09 and renewal is
done on 12.07.09 — within 15 days of earlier maturity date, then the start date
of the new deposit will be 01.07.09 but the value date will be 12.07.09 -
Interest will accrue on the renewed deposit from 01.07.09. On the other hand
- say maturity date of earlier deposit is 10.06.09 and renewal is done on
12.07.09 — greater 15 days of earlier maturity date, then the start date of the
new deposit will be 12.07.09 and the value date will also be 12.07.09 -
Interest will accrue on the renewed deposit from 12.07.09.). From the above
one may notice that the start date will always precede the value date or be
equal to the value date but it should not be greater than the value date.

The auditor can test such control point failures by extracting deposit
accounts where the value date is lesser than the start date.

Term Deposits where Maturity Proceeds Above Rs.
20,000 are Paid in Cash

10.8 Term Deposits where the maturity amount is greater than Rs. 20,000
must be settled through an account transfer or check or pay order but not
through cash. This is a violation of the Income Tax Act and Rules and
normally is a reportable finding in Bank Tax Audits.

The IDEA incumbent must proceed to identify term deposits where the
deposit status is closed and closure amount paid is greater than Rs. 20,000/-

Armed with this information, the auditor needs to perform a look up on the
Term Deposit Account Ledger through Account Number. Once the file is
combined the user must identify general ledger codes in the TD Ledger
which represent cash codes for the Bank.

Term Deposit maturity payments in cash over Rs. 20,000/- tantamount to an
exception and a statutory compliance violation.

Identifying Irregular Recurring Deposits during the
Review Period

10.9 Where a recurring deposit installment is not paid on time and when
the number of delayed installment payments is more than 4 in a given period,
this RD is treated as irregular. Where a recurring deposit installment is not
paid on time and when the number of delayed installment payments is more
than 4 in continuation for a given period, this RD is treated as discontinued.
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The auditor adds a computed field to the RD INSTALLMENT TRANSACTION
FILE where if the installment paid date is greater than the maturity date,
installment line wise a flag (for e.g. “YES") is placed in the new computed
field. If the payments are within the maturity date a flag “NO” is placed in the
computed cell. This test can be performed through a @IF function within
IDEA.

The auditor proceeds to sum up the count of “YES” flags in the file against
each RD account for a given review period through IDEAs SUMMARIZATION
function. If the count exceeds 4 the auditor extracts such RDs into a separate
file called irregular RDs.

Missing Term Deposit Certificates

10.10 The auditor is bound to check serial control on Term Deposit Receipt
generation. Special attention needs to be paid to Lost Receipts, Cancelled
Receipts, Duplicate Receipts Generated and Issued and more since they
affect the monetary interest of the Bank directly.

The Term Deposit Account Master file contains the Deposit Certificate
Number.

The IDEA user can run a GAP DETECTION on the above file, on the Deposit
Certificate Number field for OPEN Term Deposits only.

Missing certificate numbers need to be taken up for close scrutiny with the
Physical Register for Term Deposit Maintenance.

For instance lost TD Receipts can only be secured / administered through a
formal process of indemnity by the deposit holder on notarized stamp paper.
Through the process of GAP DETECTION the auditor will get an inventory of
missing receipts (some lost) where he could check record of the indemnity
submissions at the Bank.

Practical Case Studies on Revenue Assurance

Introduction

10.11 Section 30 of the Banking Regulation Act, 1949 requires the auditor
of a banking company to state whether the profit and loss account shows a
true balance of profit and loss for the period covered by such account.
Similar provisions exist in the Banking Companies (Acquisition and Transfer
of Undertakings) Acts of 1970 and 1980 which are applicable in respect of
nationalized banks.
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10.12 The profit and loss account as set out in Form B of the Third
Schedule to the Act has three broad heads: income, expenditure and
appropriations. Interest/ discount on advances/bills and Interest on Deposits
form a valuable component of Income. The auditor should, on a test basis,
check the rates of interest etc. with sanctions and agreements and the
calculation of interest. He should examine with the aid of CAATs whether:

. Interest has been charged on all performing accounts up to the date
of the balance sheet. According to the guidelines for income
recognition, asset classification etc., issued by the Reserve Bank of
India, a bank cannot take to income unrealized interest on any non-
performing advanced;

. Discount on hills outstanding on the date of the balance sheet has
been properly apportioned between the current year and the following
year;

. Interest on inter-branch balances has been eliminated in the

consolidated profit and loss account of the bank; and

. any interest subsidy received (or receivable) from the Reserve Bank
of India in respect of advances made at a concessional rates of
interest is correctly computed.

10.13 The CAAT auditor may also co-relate the interest on
advances/deposits with the amount of outstanding advances/deposits
outstanding using advanced statistical functions like, Correlation.

The following items under Income category can be checked with the aid of
CAATs:

o Commission on bills for collection.

. Commission/exchange on remittances and transfers.
. Commission on letters of credit and guarantees.

o Brokerage on securities.

. Earnings on exchange transactions.

. Earnings on sale of investments.

. Earnings on sale of Fixed Assets.

785



Compendium of Generic Internal Audit Guides

Practical Case Studies - Illustrations
Account Maintenance

10.14 The following are important aspects:

Risk - Non-recovery of Service Charges on non-maintenance of minimum
balance in Saving and Current accounts.

Risk Description - Saving and Current accountholders need to mandatorily
maintain a minimum quarterly balance in their accounts.

The minimum balance to be maintained depends upon the type of account
(Saving General, Current etc.), type of customer (Individual, Staff, Pensioner,
Corporate Salary Account etc.), cheque book issue status (issued, not
issued) and type of branch (urban, rural etc.).

The minimum balance required to be maintained by each account holder is
entered in the Core Banking System by the Branch under the field “minimum
balance required” in the CASA Master. Since this activity is performed at the
Branch level and not the Central IT level it may be subject to branch errors of
commission.

Non-maintenance of the required minimum balance attracts a system levied
service charge. Once again this service charge may be waived with due
permission (in case of dormant accounts for instance) or possibly with certain
mal-intentions at the account level by the Branch by applying a flag “N” in the
field “SC MIN BAL FLAG" in the CASA Master.

The Bank Auditor must verify the accuracy of both the “minimum balance
required” and “SC MIN BAL” to be maintained in the CASA Master.

Procedure within IDEA
10.15 The following procedure may be applied:
(i) Open the CASA Master within IDEA.

(i) SAVING ACCOUNT WITH CHEQUE BOOK AND INCORRECT MIN
BALANCE REQUIRED TO BE MAINTAINED - Perform Data - Direct
Extraction on the CASA Master by applying the command -

(@list(product code, “SB GEN”) .AND. chequebook issued flag = "Y"
.AND. @nomatch(customer type code, "STAFF", ‘EX STAFF”,
"PENSIONER™) .AND. minimum balance required <> 1000).

786



Data Analytics and Continuous Controls Monitoring

This report will provide a list all Saving accounts (other than NRE), who are
not STAFF, EX-STAFF, PENSIONER, having a cheque book facility and
where minimum balance required to be maintained in the account as per the
system is other than Rs. 1000. Rs. 1000 is defined by the Bank Policy.

(i) SAVING ACCOUNT WITHOUT CHEQUE BOOK AND INCORRECT
MIN BALANCE REQUIRED TO BE MAINTAINED - Perform Data - Direct
Extraction on the CASA Master by applying the command -

(@list(product code, “SB GEN”) .AND. chequebook issued flag = "N"
AND. @nomatch(customer type code, "STAFF", ‘EX STAFF”,
"PENSIONER™) .AND. minimum balance required <> 500).

This report will provide a list all Saving accounts (other than NRE), who are
not STAFF, EX-STAFF, PENSIONER, having no cheque book facility and
where minimum balance required to be maintained in the account as per the
system is other than Rs. 500. Rs. 500 is defined by the Bank Policy.

(v)  CURRENT ACCOUNT WITH CHEQUE BOOK AND INCORRECT
MIN BALANCE REQUIRED TO BE MAINTAINED - Perform Data - Direct
Extraction on the CASA Master by applying the command -

(@list(product code, “CURRENT”) .AND. chequebook issued flag = "Y"
AND. minimum balance required <>5000).

This report will provide a list all Current accounts, having a cheque book
facility and where minimum balance required to be maintained in the account
as per the system is other than Rs. 5000. Rs. 5000/- is defined by the Bank
Policy.

CASA ACCOUNTS WHERE MINIMUM BALANCE SERVICE CHARGES NOT
RECOVERED - Perform Data — Direct Extraction on the child files generated
above at Step 1, 2, 3 and 4 by applying the command -

SC MIN BAL FLAG = “N”

This report will provide a list of all Saving and Current accounts where
minimum balance required to be maintained is other than the policy and
system is not applying service charges for non-maintenance of minimum
balance.

Transaction Maintenance
10.16 The following are important aspects:

Risk - Non-recovery of Folio Charges on Saving accounts.
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Risk Description - Folio charges are to be recovered in case of Saving
accounts having withdrawals in excess of 50 numbers/lines per half year.
The charges per withdrawal in excess of 50 may differ from Bank to Bank
and type of Saving account.

Procedure within IDEA

10.17 The following are procedures that may be applied:
(i) Open the CASA Ledger within IDEA.

(if) SAVING ACCOUNT WITH WITHDRAWALS FOR HALF YEAR -
Perform Data - Direct Extraction on the CASA Ledger by applying the
command -

(@isini(“SAVING”, product name) .AND. @list(tran code, 1001, 6101,
1006, 1013) .AND. @betweendate(tran date, "20080401", "20080930"))

This intermediate report will provide a list all withdrawals through cash
(1001), cheque (6101), debit funds transfer (1006) for all Saving accounts for
the half year transaction period April 2008 to September 2008.

(ii) SAVING ACCOUNTS WITH CUMULATIVE WITHDRAWALS FOR
HALF YEAR - Perform Analysis - Summarization on the above intermediate
report. “Fields to Summarize” to be selected from drop down field list as
“account number”. This intermediate report will provide account wise
summary of all withdrawals - cash, cheque, debit funds transfer for all
SAVING accounts for the transaction period April 08 to September 08 along
with the number of withdrawals (i.e. entries).

(v)  COMPUTATION OF SERVICE CHARGES - Perform - Data - Field
Manipulation - Append - Virtual Numeric field having name “Service Charges”
to the intermediate report generated at Step 3 above. Enter the command
no_of recs * 1 in the parameter. This new field will provide Service Charges
(Folio Charges) to be recovered from the account holder towards excess
withdrawals over 50 entries.

(v) IDENTIFYING SAVING ACCOUNTS WITH WITHDRAWALS IN
EXCESS OF 50 - Perform Data - Direct Extraction on the intermediate report
generated at Step 4 above by applying the command -

(no_of _recs >50)

This final report will provide all SAVINGS accounts where half yearly
withdrawals are greater than 50 entries along with Service Charges to be
recovered.
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These cases can be checked physically with the Statement of Accounts for
the relevant Saving accounts in the final report for recovery of folio charges
and the accuracy of charges recovered.

Cheque Maintenance
10.18 The following are important aspects:
Risk - Non-recovery of Cheque Book Issue Charges on Saving accounts.

Risk Description - Cheque Book issue charges are to be recovered in case
of Saving accounts having cheque leaves issued in excess of 60 numbers
per year. The charges per cheque leaf issued in excess of 60 may differ from
Bank to Bank and type of Saving account.

Procedure within IDEA
10.19 The following procedure may be applied:
(i) Open the Cheque Report within IDEA.

(if) SAVING ACCOUNTS WITH CHEQUES ISSUED DURING ANY YEAR
- Perform Data - Direct Extraction on the Cheque Report by applying the
command -

(@isini(*SAVING”, product name) .AND. @betweendate(cheque issue
date, "20080101", "20081231") .AND. cheque leaves > 60 .AND. .NOT.
@isini( "staff", product name))

This intermediate report will provide a list all cheque leaves issued in excess
of 60 leaves for SAVING NON STAFF accounts in the transaction period of
January 2008 to December 2008.

(ii) COMPUTATION OF CHEQUE ISSUE CHARGES - Perform - Data -
Field Manipulation - Append - Virtual Numeric field having name “Cheque
Issue Charges Savings” to the intermediate report generated at Step 2
above. Enter the command (cheque leaves-60) * 2. This new field will
provide Cheque Issue Charges to be recovered from the account holder.

(iv) CHEQUE BOOK ISSUE CHARGES RECOVERED DURING ANY
YEAR - Perform Data - Direct Extraction on the CASA Ledger by applying the
command -

(tran descp = "SC For Cheque Book Issue” .AND. @isini("SAVING",
product name))

This intermediate report will provide a list of transactions on SAVING
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accounts where service charges for cheque book delivery have been
recovered.

(v)  CHEQUE BOOK ISSUE CHARGES NOT RECOVERED DURING
ANY YEAR - Perform - File - Join - select the intermediate report generated
in Step 2 above as the Primary File. Select the intermediate report generated
in Step 4 above as the Secondary File. Click on Match. Match the two files
on matching key — “account number” in Primary file and “account number” in
Secondary file. Use the Join condition "Records with no Secondary Match".

This final report will provide a list of SAVING accounts where cheque leaves
issued in any year are more than 60 (annual free cheque leaves entitlement)
and cheque book issue charges have not been recovered.

10.20 The following are important aspects:
Risk - Non-recovery of Cheque Book Issue Charges on Current accounts.

Risk Description - Cheque Book issue charges are to be recovered in case
of all cheques issued to Current account holders. The charges per cheque
leaf issued may differ from Bank to Bank.

Procedure within IDEA
10.21 The following procedure may be applied:
(i) Open the Cheque Report within IDEA.

(if) CURRENT ACCOUNTS WITH CHEQUES ISSUED DURING ANY
YEAR - Perform Data - Direct Extraction on the Cheque Report by
applying the command -

(@isini(“CURRENT”, product name) .AND. @betweendate(cheque
issue date, "20080101", "20081231")

This intermediate report will provide a list all cheque leaves issued to
CURRENT accounts in the transaction period of January 2008 to December
2008.

(i) ~ COMPUTATION OF CHEQUE ISSUE CHARGES - Perform - Data -
Field Manipulation - Append - Virtual Numeric field having name “Cheque
Issue Charges Current” to the intermediate report generated at Step 2 above.
Enter the command (cheque leaves) * 2. This new field will provide Cheque
Issue Charges to be recovered from the account holder.

(v)  CHEQUE BOOK ISSUE CHARGES RECOVERED DURING ANY
YEAR - Perform Data - Direct Extraction on the CASA Ledger by applying the
command -
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(tran descp = "SC For Cheque Book Issue" .AND. @isini("CURRENT",
product name))

This intermediate report will provide a list of transactions on CURRENT
accounts where service charges for cheque book delivery have been
recovered.

(v) CHEQUE BOOK ISSUE CHARGES NOT RECOVERED DURING
ANY YEAR - Perform - File - Join - select the intermediate report generated
in Step 2 above as the Primary File. Select the intermediate report generated
in Step 4 above as the Secondary File. Click on Match. Match the two files
on matching key — “account number” in Primary file and “account number” in
Secondary file. Use the Join condition "Records with no Secondary Match".

This final report will provide a list of CURRENT accounts where cheque
leaves are issued in any year and cheque book issue charges have not been
recovered.

10.22 The following are important aspects:
Risk - Non-recovery of Stop Payment Charges on Cheques Stopped for
Payment

Risk Description - Stop Payment charges are to be recovered in case of all
cheques stopped for payment in Savings accounts. Stop Payment charges
vary between Banks. Reserve Bank of India has instructed Commercial
Banks in India to rationalize and maintain reasonableness to the levy of such
charges.

Procedure within IDEA
10.23 The following procedure may be applied:
(0 Open the CASA Ledger within IDEA.

(if) SAVING ACCOUNTS WITH CHEQUE STOP PAYMENT CHARGES -
Perform Data - Direct Extraction on the CASA Ledger by applying the
command -

(@isini("stop”, tran descp) .AND. @isini("SAVING", product name)
AND. staff flag = "N" .AND. customer type name = "INDIVIDUAL")

This intermediate report will provide a list of all INDIVIDUAL SAVING NON
STAFF accounts where the transaction narration contains the word 'STOP'.
This report will display a list of all stop payment charges recovered from the
customer through the CASA Ledger.

(i)~ Open the Stop Cheque Report file within IDEA.
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(v)  STOP PAYMENT INSTRUCTIONS ISSUED on SAVINGS
ACCOUNTS - Perform Data - Direct Extraction on the Stop Cheque Report
by applying the command -

(cheque status flag = "S" .AND. @isini("SAVING", product name)
AND. staff flag = "N" .AND. @betweendate(stop date, "20080101",
"20081231"))

This intermediate report will provide a list of all cheque stop payment
instructions issued on SAVINGS NON STAFF accounts in the transaction
period of January 2008 to December 2008. This query can be modified to
any annual review period.

(v) CHEQUE STOP CHARGES NOT RECOVERED DURING ANY YEAR
- Perform - File - Join - select the intermediate report generated in Step 4
above as the Primary File. Select the intermediate report generated in Step 2
above as the Secondary File. Click on Match. Match the two files on
matching key — “account number” in Primary file and “account number” in
Secondary file. Use the Join condition "Records with no Secondary Match".

This final report will provide a list of SAVING NON STAFF accounts where
stop payment instructions are issued in any year and cheque stop payment
charges have not been recovered.

This objective can be suitably modified to check stop payment charges for
CURRENT, OVERDRAFT, and CASH CREDIT accounts too.

(vij  CHEQUE STOP CHARGES NOT CORRECTLY RECOVERED
DURING ANY YEAR - Perform - File - Join - select the intermediate report
generated in Step 4 above as the Primary File. Select the intermediate report
generated in Step 2 above as the Secondary File. Click on Match. Match the
two files on matching key — “account number” in Primary file and “account
number” in Secondary file. Use the Join condition "Matches Only".

This final report will provide a list of all SAVINGS NON STAFF accounts
where stop payment instructions have been issued and stop charges have
been recovered.

These cases need to be checked physically by the auditor for accuracy of
recovery of stop charges.

Temporary Overdraft Interest Charges

10.24 Non recovery of interest on Temporary Overdrafts (TODs) granted to
Saving Accounts.
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Introduction

10.25 TODs are granted by the Bank to an account holder when the
account holder is short of available balance to meet specific payments on his
account. The TOD is granted under the assurance by the account holder that
the temporary overdraft would be made good through incoming funds in
transit. TODs can be System TODs or Adhoc TODs. An accountholder
should normally not be granted multiple TODs until earlier TODs are
regularized. TODs which are not regularized within the limit end date should
be specially taken up for scrutiny. Consistent delay in regularizations on few
accounts should be dealt with strictly through punitive action.

Method within IDEA
10.26 The following method is recommended:
() Open CASA TOD Ledger within IDEA.

(ii) SAVING ACCOUNT TOD INSTANCES GRANTED - Perform Data -
Direct Extraction on the CASA TOD Ledger by applying the command -

(product name = "SAVING")
(i)~ Open CASA ledger within IDEA.

(iv)  INTEREST CHARGED on SAVING ACCOUNT TOD INSTANCES -
Perform Data - Direct Extraction on the CASA Ledger by applying the
command —

(tran code = 5002 .AND. product code = 101)

Tran code 5002 stands for INTEREST DEBITS and PRODUCT CODE 101
stands for SAVING GENERAL accounts.

(v) ACCOUNT SUMMARY LIST OF SAVING TODs - Perform Analysis -
Summarization on the intermediate report generated at Step 2. Select
‘account number’ as Fields to Summarize.

ACCOUNT SUMMARY LIST OF INTEREST CHARGED ON SAVING TODs -
Perform Analysis - Summarization on the intermediate report generated at
Step 4. Select ‘account number’ as Fields to Summarize.

INTEREST NOT CHARGED ON SAVINGS TODs GRANTED - Perform - File
- Join - select the intermediate report generated in Step 5 above as the
Primary File. Select the intermediate report generated in Step 6 above as the
Secondary File. Click on Match. Match the two files on matching key -
“account number” in Primary file and “account number” in Secondary file.
Use the Join condition "Records With No Secondary Match".
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Practical Case Studies on Compliance Review
Introduction

10.27 The importance of internal control in banks cannot be over-
emphasised. Bank deal primarily with cash and readily encashable
documents. It is essential that they take every precaution to guard
themselves against errors and frauds committed by their constituents or by
its own employees.

The following are the main principles of internal control in a bank:

(@) Every transaction should be checked and authorized by authorized
persons before it actually takes place.

(0) Every transaction should be entered in the books before the next
transaction is authorized.

(c) The routine procedure should be such as to prevent and detect errors
and frauds in the normal course and before interests of the bank are
adversely affected.

(d) There should be a regular as well as surprise checks by inspectors
and internal auditors who should constantly review the working of all
departments.

10.28 The Statement on Standard Auditing Practices (SAP) 1, Basic
Principles Governing an Audit!, issued by the Institute of Chartered
Accountants of India, states (paragraphs 19-20):

“The auditor should gain an understanding of the accounting system and
related internal controls and should study and evaluate the operation of
those internal controls upon which we wishes to rely in determining the
nature, timing and extent of other audit procedures.

Where the auditor concludes that he can rely on certain internal controls, his
substantive procedures would normally be less extensive than would
otherwise be required and may also differ as to their nature and timing.”

Internal control evaluation is a key phase in Compliance Audits. In the case
of audit of banks, it assumes even greater importance due to the enormous
volume of transactions entered into by banks. Evaluation of the design and

1 Refer SA 200 (Revised), “Overall objectives of the Independent Auditor and the
Conduct of an Audit in Accordance with Standards on Auditing”.
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operation of internal control system enables the auditor of a bank to perform
more effective audits. Therefore, the auditor of a bank should study and
evaluate the design and operation of internal controls. This would assist him
in determining the nature, timing and extent of substantive procedures in
various mainstream bank areas, depending upon whether the internal
controls are adequate and observed in practice.

CAATs facilitate the Internal Control evaluation through deployment of
comprehensive analytical routines to detect control failures and missing
controls.

Introduction of Current Accounts by an Accountholder
other than Current

10.29 In the CASA Account Master file, identify introducer customer
number/account number with product type through file join operations and
data extraction. If the introducer product type is a current account and the
introduced account product type is a current account, these cases serve as a
control point deviation.

(1) Cash credited to Non-Resident Saving accounts

In the CASA Ledger, identify cash deposit transaction codes/transaction
types for Non-Resident Saving product types through data extraction. The
presence of a cash mnemonic in the ledger would prove a control point
deviation.

(i) Non-Resident Saving Accounts where a resident Indian is a joint-
holder

In the joint holder account master, filter constituent joint holders for Non-
Resident Saving product types where the joint holder is a resident. A resident
joint holder would prove a control point deviation resulting into non-
compliance with RBI directives.

. Credits to Non-Resident Saving accounts from resident Indian
accounts.

. Cash credited to Non Resident Ordinary (NRO) accounts.
(iii)  Term Deposit accounts where joint-holders are in excess of 4.

In the “Joint holder account master file”, perform a summarization on the
Term Deposit account number with respect to the corresponding joint holder
customer number. Where the summarization count for a particular account
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number exceeds 4, extract these cases into a separate child file for further
review.

. Term Deposit accounts where maturity proceeds in excess of Rs.
20,000/- are paid in cash.

(iv)  In case of renewal of overdue deposits whether the system has
applied Rate of Interest (ROI) applicable on the deposit at the
time of maturity or at the time of renewal whichever is lower.

In this control assertion, the ROI applicable on the deposit at the time of
maturity is available readily in the “Term Deposit Account Master File”. ROl
applicable on renewal is a system computed field. This data is normally not
available as a ready field within the Database. This field must be computed
through system logic and provided for further analysis. Overdue deposits are
Term Deposits where the maturity date is less than the system date by 15
days and more. These instances may be culled out through an extraction
within IDEA — lesser of the two ROI's need to be selected.

(v) In case of premature closure of Term Deposits check whether
ROI paid is not equal to the ROI for the deposit period run as
prevailing on the date of the deposit less penal interest charges.

In this control assertion, the ROI applicable on the deposit at the time of
maturity is available readily in the “Term Deposit Account Master File”. ROI
applicable on premature withdrawal is a system computed field. This data is
normally not available as a ready field within the Database. This field must
be computed through system logic and provided for further analysis.
Premature deposits are Term Deposits where the maturity date is greater
than the system date and account closure date is before the deposit maturity
date. These instances may be culled out through an extraction within IDEA -
lesser of the two ROI's need to be selected.

(vi)  List of Term Deposits where Tax Deducted at Source (TDS) is not
deducted in respect of interest payments/accruals above Rs.
10,000/- per annum and where Form 15G/15H has not been
submitted.

Firstly, summarize all the interest debits in the “Term Deposit Ledger file”
customer number wise through the Summarization function in IDEA.
Secondly, extract all customer numbers from the above summarization where
the sum of interest debits is greater than Rs. 10,000/- for a given financial
year. Thirdly, match the file in stage 2 above with the “Tax Waiver File” i.e.
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Form 15G/15H submissions. Exclude all Term Deposits where Tax Waiver
flag is enabled. Finally, match the resultant file (non waiver cases) with the
“TDS Ledger File” using the Join function in IDEA. Records with no
Secondary Match will cull out interest debits greater than Rs. 10,000/- per
annum for which TDS has not be deducted at all.

° Term Deposits closed prematurely within 15 days of account opening
where interest has been paid.

(vii)  List of Non Resident — Term Deposit accounts accepted for a
tenor in excess of 120 months.

In the “Term Deposit Account Master File” locate Non Resident TD product
types where the tenor of the deposit is greater than 120 months through
direct extraction within IDEA. Such instances are violations and in non-
compliance with RBI directives.

. Non Resident — Term Deposit accounts opened subsequent to the
value date.
. Term Deposit accounts which have been renewed from a

retrospective date where the overdue period is more than 14 days.

(viii)  List of foreign currency accounts opened with balance less than
100.

Filter out CASA accounts from the “CASA Account Master file” where the
currency code is not local and the book balance is less than 100 using the
extraction command within IDEA.

. Partnership accounts constituted with Hindu Undivided Family (HUF)
member constituents.

(ixX)  Loans have collateral security where insurance not taken by
borrower.

Detect missing insurance policy number in the “loan collateral insurance file”
for specific loan and loan collaterals using the extraction command in IDEA.

(%) Loans have collateral security where insurance not renewed in
time by borrower.

Identify break in insurance policy renewal in the “loan collateral insurance
file” for specific loan and loan collaterals using the field manipulation and
extraction command in IDEA. Capture the date constant from the renewal
date field for the same loan collateral across a period of 5 years. Identify
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specific instances where the dates do not match using the Duplicate Key
Exclusion function within IDEA. These instances should be investigated for
breaks in insurance.

(xi)  Overdraft/ Cash Credit accounts where ad hoc limits have been
granted after expiry of the normal limits.

Firstly identify expired Overdraft Cash Credit (ODCC) normal limits through
the “CASA Account Master file” using direct extraction within IDEA. Link the
expired ODCC limit cases with the “Temporary Overdraft File” which contains
both system and ad hoc temporary overdraft limits. In the linked file, cull out
cases where the ad hoc limit issue/start date is greater than the ODCC
normal limit expiry date.

Of the above, few control assertions have been explained through a detailed
explanation using IDEA Data Analysis Software as below.

Non Resident Transaction Monitoring

10.30 Credits to Non-Resident Saving accounts from Resident Indian
accounts.

Introduction

As per directives issued by the Reserve Bank of India and under the Foreign
Exchange Management Act (FEMA), resident / domestic transactions cannot
be undertaken on Non-Resident Saving accounts. As a part of compliance
review, auditors are bound under law to verify these compliances.

Method within IDEA
10.31 The following are method within IDEA:
(0 Open CASA Non Resident Ledger within IDEA

(if) GENERATING THE PAYER PRODUCT CODE - Navigate to Data -
Field Manipulation — Append — Virtual Numeric Field. Enter title as ‘PAYER
PRODUCT CODE’ In the Field Manipulation dialog box. An account number
contains 12 digits in a Core Banking System. The first 4 digits represent the
Branch Code, the next 3 the Product Code and the last 5 the account
number. With this information, click on criteria and enter the equation @right
(@left (payer account number,7), 3) in the Equation Editor. This equation
will give us a new field with payer product codes.

(i) IDENTIFYING CREDIT TRANSACTIONS FROM RESIDENT
ACCOUNTHOLDERS IN NON RESIDENT SAVING ACCOUNTS - Perform
Data - Direct Extraction on the CASA Non Resident Ledger by applying the
command —
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(product code = 103 .AND. debit credit flag = "C" .AND. payer product
code <> "103").

In this equation, 103 represent Non Resident Saving accounts. The
extraction will give us a list of credit transactions in the CASA Non Resident
Ledger which originate from domestic accounts.

Tax Deducted At Source Compliance

10.32 List Non Resident Ordinary (NRO) accounts where interest is paid but
Tax has not been deducted at source.

Introduction

10.33 Tax must be mandatorily deducted at source on NRO account
interest payments under the Income Tax Act, 1961. The Auditor is bound
under law to verify statutory compliance.

Procedure within IDEA
10.34 The following procedure may be applied:
(0 Open the CASA Ledger within IDEA.

(i) INTEREST PAYMENTS TO NRO ACCOUNTS - Perform Data - Direct
Extraction on the CASA Ledger by applying the command -

(@isini("NRQO", product name) .AND. tran code = 5001)

The tran code 5001 represents interest payments to NRO accounts. This
intermediate report will provide a list of interest payments to NRO accounts.

(iii) TAX DEDUCTIONS ON INTEREST PAYMENTS TO NRO ACCOUNTS -
Perform Data - Direct Extraction on the CASA Ledger by applying the
command -

(@isini("NRQO", product name) .AND. tran code = 5008)

The tran code 5008 represents TDS deducted on interest payments to NRO
accounts. This intermediate report will provide a list of TDS deductions on
interest payments to NRO accounts.

(v)  TDS NOT DEDUCTED ON INTEREST PAYMENTS - Perform - File -
Join - select the intermediate report generated in Step 2 above as the
Primary File. Select the intermediate report generated in Step 3 above as the
Secondary File. Click on Match. Match the two files on matching key -
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“account number” in Primary file and “account number” in Secondary file.
Use the Join condition "Records with no Secondary Match".

This final report will provide a list of all NRO accounts where interest has
been paid but TDS has not been deducted on interest payments.

Practical Case Studies on Asset Classification
Introduction

10.35 In line with the international practices and as per the
recommendations made by the Committee on the Financial System Chaired
by Shri. M. Narasimham, the Reserve Bank of India has introduced, in a
phased manner, prudential norms for income recognition, asset classification
and provisioning for the advances portfolio of the banks so as to move
towards greater consistency and transparency in the published accounts.

The policy of income recognition should be objective and based on record of
recovery rather than on any subjective considerations. Likewise, the
classification of assets of banks has to be done on the basis of objective
criteria which would ensure a uniform and consistent application of the
norms. Also, the provisioning should be made on the basis of the
classification of assets hased on the period for which the asset has remained
non-performing and the availability of security and the realisable value
thereof.

10.36 As per Para 2.1 of the RBIs master circular dated 01-07-2005, an
asset, including a leased asset, becomes non-performing when it ceases to
generate income for the bank. A non-performing asset (NPA) is a loan or an
advance where;

° interest and/ or installment of principal remain overdue for a period of
more than 90 days in respect of a term loan,

. the account remains out of order, in respect of an Overdraft/Cash
Credit (OD/CC), the bill remains overdue for a period of more than 90
days in the case of bills purchased and discounted,

° a loan granted for short duration crops will be treated as NPA, if the
instalment of principal or interest thereon remains overdue for two
crop seasons. a loan granted for long duration crops will be treated
as NPA, if the instalment of principal or interest thereon remains
overdue for one crop season.
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Internationally income from non-performing assets (NPA) is not recognised
on accrual basis but is booked as income only when it is actually received.
Therefore, the RBI has made it obligatory for the banks to not to charge and
take to income account interest on any NPA.

10.37 The Guidelines also deal with appropriations of recovery in NPA
Accounts. Interest realised on NPAs is allowed to be taken to income
account provided the credits in the accounts towards interest are not out of
fresh/ additional credit facilities sanctioned to the borrower concerned.

The Guidelines are also flexible in respect of appropriation of recoveries in
NPAs towards principal or interest due. The Guidelines provide that in the
absence of a clear agreement between the bank and the borrower for the
purpose of appropriation of recoveries in NPAs, the banks may adopt an
accounting principle and exercise the right of appropriation of recoveries in a
uniform and consistent manner.

The guidelines are also flexible in respect of Interest Applications The RBI
has no objection to the banks using their own discretion in debiting interest to
an NPA account taking the same to Interest Suspense Account or
maintaining only a record of such interest in proforma accounts. Different
Banks hence have different policies in this regards.

As regards the Reporting of NPAs, Banks are required to furnish a Report on
NPAs as on 31st March each year after completion of audit. The NPAs would
relate to the banks global portfolio, including the advances at the foreign
branches. The Report should be furnished as per the prescribed format

Credit Risk Rating
10.38 The following are important aspects with regard to credit risk rating:

() Risk - Single borrower having a different asset credit risk grade
classification — could the same borrower have multiple loans with credit
grade status performing and non-performing ? How do we conveniently cull
out such cases ? How could such a situation occur ?

(i) Risk Description — Same borrower have multiple loans with credit
grade status performing and non-performing. Bank Asset Classification is an
area warranting special merit of mention and overview in view of the high
composition of Non-Performing Assets (NPA’s) in the banking channel. The
Reserve Bank of India is making concerted efforts to control, regulate and
treat high NPA levels in both nationalized and private banks within India.
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Procedure within IDEA

10.39 The following procedure may be applied within IDEA:
(i) Open the file CREDIT_RISK_GRADING
Database Structure for CREDIT_RISK_GRADING File

S No FIELD NAME FIELD
DESCRIPTION

1 ac no account number

2 prod cod product code

3 cust no customer number

4 crrold credit grade old

5 crr new credit grade new

6 crr date grading date

7 crr descp grade descp

8 shrt name short name

9 limit sanctioned limit

10 book bal book balance

11 ac open date account open date

12 branch branch code

13 ac status account status

14 Prod name Product Name

(if) This file contains the credit risk grading awarded to different assets

for different borrowers for a period of 9 years.

(i) We are to review the latest credit risk grading for each borrower for
all of his asset accounts. Here we use the TOP RECORDS EXTRACTION
function within the Audit Tool.

(iv)  Perform Data — Extractions — Top Records Extraction.

(v) In the Top Records Extraction dialog box, enter 1 as the Number of
Records to Extract. Click the cursor on KEY and choose field - AC_NO,
direction - ascending and field - CRR DATE, direction — descending.
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(vi) By choosing AC_NO, ascending and CRR_DATE, descending, will
filter the last credit risk grading performed for each account number and
output the result to a separate child file. Name the child file CURRENT CRR.
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(vi)  The above child file has given us a list of current credit risk grading’s
for different loan accounts. The loan account numbers will be unique but the
customer numbers will not be unique. For instance one customer may avail
of a Housing Loan, and Vehicle Loan. Hence a single customer number will
have multiple loan account numbers.

(vii)  We are interested in identifying cases where a single customer
number has multiple loan account numbers and where each loan account
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number has different credit risk grading’s. This is a clear exception and
needs to be reported.

(x)  To arrive at the cases stated in h) above we use Duplicate Key
Exclusion within the Audit Tool.

() Perform Analysis — Duplicate Key — Exclusion. This function will be
run on the child file CURRENT CRR generated in f) above.

(xi)  In the Duplicate Key Exclusion dialog box check Fields to Match as
CUST_NO and Field that must be different as CRR_NEW. Title the output file
as Same Customer Different CRR New
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Analytic Conclusion

10.40 The exceptions sighted in (I) above should be shared with the Branch
Manager. The Branch Manager should be advised to correct the disparate
credit risk grading’s through standardization and unification of risk scores
customer number wise and report on action taken immediately.

Upgradation of Asset Classification

10.41 The following aspects are important with respect to upgradation of
asset classification:

Risk - Up gradation of asset accounts during the review period - could a
branch user initiate movement of credit risk grades/scores from Non-
Performing to Performing for specific loans ? Would his action warrant
investigation ? How do we identify such instances in a jiffy ?
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Risk Description - Branch user initiates movement of credit risk
grades/scores from Non-Performing to Performing for specific loans.

Procedure within IDEA
10.42 The following procedure may be applied within IDEA:

0] Open the file CURRENT_CRR arrived at in the last session under
Objective 1

(if) Perform Data — Extractions — Direct Extraction. This function will be
run on the child file CURRENT CRR.

(i) Enter the File Name as Upgrading CRR. Perform Data - Direct
Extraction on the Cheque Report by applying the command -

@betweendate( CRR_DATE, "20070313", "20090314") .AND. crr_old >
Crr_new.

This equation will list all loan accounts where the CRR has been changed
with upward revision within the review period of 13t March 2007 to 14t
March 2009.
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(iv)  Alook up of the child file Upgrading CRR generated below will reveal
list of loan accounts where the CRR OLD has changed from 50 or 60 or 2
(Non Performing) to CRR NEW - 1 (Performing)

Analytic Conclusion
10.43 The list of loan accounts generated in d) above needs to be reported
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to the Branch Manager and scrutinized by his Retail Assets Manager in detail
for the grounds and tenability of upgrading the CRR from non-performing to
performing.

Practical Case Studies on Non-Performing Assets
Provisioning
Introduction

10.44 Non-Performing Asset means an asset or account of borrower, which
has been classified by a bank or financial institution as sub-standard,
doubtful or loss asset, in accordance with the directions or guidelines relating
to asset classification issued by The Reserve Bank of India.

Here we take a look at some pedagogical issues:

(i)  Thirty Days Past Due - Historical Approach

10.45 An amount due under any credit facility is treated as "past due" when
it has not been paid within 30 days from the due date. Due to the
improvement in the payment and settlement systems, recovery climate,
upgradation of technology in the banking system, etc., it was decided to
dispense with 'past due' concept, with effect from March 31, 2001.
Accordingly, as from that date, a Non performing asset (NPA) shall be an
advance where:

0! interest and /or instaliment of principal remain overdue for a period of
more than 180 days in respect of a Term Loan,

(i) the account remains ‘out of order' for a period of more than 180 days,
in respect of an overdraft/ cash Credit(OD/CC),

(i) the bill remains overdue for a period of more than 180 days in the
case of bills purchased and discounted,

(iv)  interest and/ or installment of principal remains overdue for two
harvest seasons but for a period not exceeding two half years in the
case of an advance granted for agricultural purpose, and

(v) any amount to be received remains overdue for a period of more than
180 days in respect of other accounts.

Many institutions now try to sell their non-performing assets thru companies
like KIM-LAR, INC. which helps facilitate the sale of these bundled portfolios.
The non-performing assets often include mortgage loans, car loans, credit
card debt and installment loans.
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(i)  Ninety Days Overdue — Contemporary Approach

10.46 With a view to moving towards international best practices and to
ensure greater transparency, it has been decided to adopt the '90 days
overdue' norm for identification of NPAs, form the year ending March 31,
2004. Accordingly, with effect from March 31, 2004, a non-performing asset
(NPA) shall be a loan or an advance where:

0! interest and /or instaliment of principal remain overdue for a period of
more than 90 days in respect of a Term Loan,

(i) the account remains ‘out of order' for a period of more than 90 days,
in respect of an overdraft/ Cash Credit(OD/CC),

(i) the bill remains overdue for a period of more than 90 days in the case
of bills purchased and discounted,

(iv)  interest and/ or installment of principal remains overdue for two
harvest seasons but for a period not exceeding two half years in the
case of an advance granted for agricultural purpose, and

(v) any amount to be received remains overdue for a period of more than
90 days in respect of other.

(iif)  Out of order - Exemplified

10.47 An account should be treated as 'out of order' if the outstanding
balance remains continuously in excess of the sanctioned limit/ drawing
power. In case where the outstanding balance in the principal operating
account is less than the sanctioned limit/ drawing power, but there are no
credits continuously for six months as on the date of balance sheet or credits

are not enough to cover the interest debited during the same period, these
account should be treated as 'out of order'.

Detecting Out of Order Credit Facilities using IDEA
Software

Arranging for the Data

10.48 Assuming Cash Credit facilities are going to be taken up for scrutiny,
we arrange for the CASA ledger for the audit review period (say 2 years) for
a specific branch under off-site surveillance.
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The CASA ledger contains the following key fields:

. Post Date

. Value Date

. Transaction Reference
. Transaction Type

. Account Number

o Account Code

. Account Head

. Narration

. Dr Cr Indicator

. Amount

. Account Product Code

The data can be obtained in a report format and conveniently imported into
IDEA through IDEA’s Report Reader using Standard Layers, Traps and Field
Settings.

Interrogating the Data Imported

10.49 In case where the outstanding balance in the principal operating
account is less than the sanctioned limit/ drawing power, but there are no
credits continuously for six months as on the date of balance sheet or credits
are not enough to cover the interest debited during the same period, these
account should be treated as 'out of order'.

Comparison of Outstanding Balances with Sanctioned
Limit/ Drawing Power

10.50 The CASA Account Master file as on review date contains the Cash
Credit sanctioned limit, last month drawing power and current outstanding
balance.

Use IDEA’s Equation Editor to identify cases where the account clear
balance exceeds the lower of the sanctioned limit/drawing power. As a rule,
borrowers who do not submit their stock statements are penalized by
extinguishment of drawing power. Here the account clear balance is
compared with the sanctioned limit directly for determining Out of Order
status.
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Reconciliation of Interest Debits with Account Credits
10.51 The following procedure may be followed:
. Filter out all Account Product Codes for Cash Credit facilities.

. Extract all debits to cash credit accounts containing Interest Debit
Capitalizations.

. Summarize the above extract account wise and month wise with a
numeric total on Interest Debit Capitalizations- Debit Summary.

. Extract all credits to cash credit accounts.

° Summarize the above extract account wise and month wise with a
numeric total on all account Credits — Credit Summary.

. Join the Debit Summary with the Credit Summary through the
Account Number and with the join condition being “All Records in

Both Files”.
o The above join will provide a list of matches and mismatches.
° Mismatches — cash credit facilities having credits with no debits in

respect of interest and cash credit facilities having debits in respect of
interest with nil credits. The latter case is representative of Out of
Order facilities.

. Matches - reflect cash credit facilities having matching account
credits and interest debits. Here we criteria the matched instances for
debits > credits. These instances represent Out of Order facilities.

Identifying Non-Performing Credit Facilities Based on an
Underlying Out of Order Status using IDEA Software

Arranging for the Data

10.52 Non-Performing facilities evolve when an overdraft/ Cash
Credit(OD/CC) remains 'out of order' for a period of more than 90 days.
Assuming Cash Credit facilities are going to be taken up for scrutiny, we
arrange for the CASA ledger for the audit review period (say 2 years) for a
specific branch under off-site surveillance.
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The CASA ledger contains the following key fields:

. Post Date

. Value Date

. Transaction Reference
. Transaction Type

. Account Number

. Account Code

. Account Head

o Narration

. Dr Cr Indicator

. Amount

. Account Product Code

The data can be obtained in a report format and conveniently imported into
IDEA through IDEA’s Report Reader using Standard Layers, Traps and Field
Settings.

Interrogating the Data Imported

Revolving Reconciliation of Interest Debits with Account
Credits

10.53 The following procedure may be followed:

. Filter out all Account Product Codes for Cash Credit facilities.

° Extract all debits to cash credit accounts containing Interest Debit
Capitalizations.

. Summarize the above extract account wise and month wise with a
numeric total on Interest Debit Capitalizations - Debit Summary.

. Extract all credits to cash credit accounts.

. Summarize the above extract account wise and month wise with a

numeric total on all account Credits — Credit Summary.

o Join the Debit Summary with the Credit Summary through the
Account Number and with the join condition being “All Records in
Both Files”.
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The above join will provide a list of matches and mismatches.

Mismatches — cash credit facilities having credits with no debits in
respect of interest and cash credit facilities having debits in respect of
interest with nil credits. The latter case is representative of Out of
Order facilities.

Matches - reflect cash credit facilities having matching account
credits and interest debits. Here we criteria the matched instances for
debits > credits. These instances represent Out of Order facilities.

The summary of Out of Order accounts generated will now be taken
as the base to identify continued underlying out of order status for
more than 90 days.

The summary contains the account wise, month wise, sum of credits
and debits together in a single file plus cases where sum of debits
are more than sum of credits.

These cases can be manually indexed on an ascending basis for the
field “month” using the Sort function within IDEA.

The sorted file can then be manually reviewed to identify continued
underlying out of order cash credit facilities. For example Cash Credit
account CC1 has 5 line items as below. A careful review of the table
shows that CC1 moves into the out of order status in March. The
account continues to remain out of order till June. Hence CC1 is a
non-performing asset.

Account No Month Sum Interest Debit Sum Credit
CC1 Feb 100 250
CC1 Mar 125 90
CC1 Apr 145 60
CC1 May 135 0
CC1 Jun 165 35
Alternatively the following situation is often encountered
Account No | Month Sum Interest Debit Sum Credit
CC1 Feb 100 250
CC1 Mar 125 90
CC1 Apr 145 300
CC1 May 135 75
CC1 Jun 165 500
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In the table above, CC1 has been out of order in March, and May. However
there is no continued default for more than 90 days. Hence this account
cannot be considered as an active case for Non-Performing Asset
provisioning but since there has been a history of out of order instances, it
will form a part of the special watch list for potential conversion into a Non-
Performing status.

Conclusion

10.54 In March 2009 RBI issued a notice to banks that stated, "Banks may
voluntarily make specific provisions for NPAs at rates which are higher than
the rates prescribed under existing regulations. Banks can now head and
make additional provisions without the risk of not being able of write back of
that provision, when the NPAs turn performing assets."

CAATs - IDEA Software can facilitate, simplify and elevate the process of
NPA determination and provisioning from a cumbersome manual monitoring
function to an automatic continuous monitoring system enabled environment.

Practical Case Studies on Audit of Non-Fund
Based and Contingent Liabilities

Introduction
10.55 Contingent Liabilities are of the following types and nature:
(1) Bills for Collection

Bills held by a bank for collection on behalf of its customer are to be shown
at the foot of the balance sheet. These bills are generally hundies or bills of
exchange accompanied by documents of title to goods. Frequently, no bills of
exchange are actually drawn; the bank is asked to present invoices and
documents of title with instructions to collect the amount thereof from the
party in whose name the invoice has been made. The documents of title are
usually not assigned to the bank when enclosed with the bills for collection.

A bank may get bills for collection from —
(@) Its customer, drawn on outstation parties;

() Its other branches or other outstation banks or parties, drawn on local
parties.

812



Data Analytics and Continuous Controls Monitoring

On receipt of the bills drawn on outstation parties, the bank forwards them to
its branch or other correspondent at the place where they are to be collected.
Such bills are called Outward Bills for Collection.

Bills received by the Bank from its outstation branches and agents, etc. are
called Inward Bills for Collection.

From a control perspective, it is necessary to see that the customer’s
account is credited only after the bill has actually been collected from the
drawee either by the bank itself or through its agents, etc.

From a revenue perspective the bank’'s commission falls due only when the
bill has been collected. Therefore, no income should be taken in the bank’s
accounts in respect of the bills outstanding on the closing date.

(i) Liability on account of Forward Exchange Contracts

Traditionally the auditor verifies the outstanding Forward Exchange Contracts
through the register maintained by the Bank and with the brokers’ advice
notes. In particular, the net “position” of the bank in relation to each foreign
currency should be examined to see that the position is generally square and
not uncovered by a substantial amount. If it is probable that a loss with be
incurred on forward contracts and a reasonable estimate of such loss can be
made, the auditor should insist that a provision be made against the same.

(i) Guarantees given on behalf of constituents

One of the important functions of banks is to issue guarantees on behalf of
their customers. A guarantee may be either a specific guarantee (i.e. in
respect of a specific transaction) or a continuing guarantee (extending to a
series of transactions). In either case, the banks generally specify a time limit
up to which they will be liable unless, of course, the guarantee is renewed for
a further period. It is also generally provided that any claim under the
guarantee should be made within a specific time after the expiry thereof. All
guarantees outstanding as at the date of the balance sheet have to be shown
as contingent liabilities of the bank, showing separately the guarantees given
on behalf of constituents in India and outside India.

(iv)  Letters of Credit

A letter of credit is a document under which a bank agrees to meet the
obligations of its customer (such as a bill drawn on the customer) provided
certain conditions mentioned in the letter of credit are satisfied. A letter of
credit may be clean or documentary. In the latter case, the bills drawn under
them are to be accompanies by documents of title of goods. Again, a letter of
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credit may be ‘revocable’ at banker’s option before the shipment is made or it
may be ‘confirmed’ or ‘irrevocable’ in which case it cannot be revoked or
cancelled without the consent of all parties.

Letters of credit are opened by the customers to facilitate import or purchase
of goods. By means of such letters, the customers use the credibility of the
bank in as much as the exporter or the seller relies upon the promise of a
reputed bank instead of the customer. A letter may be opened in respect of a
single transaction or it may be a revolving credit specifying an amount up to
which bills may remain outstanding at any time.

Banks issue letters of credit against guarantees obtained from the customer
with or without some other security. When the bills drawn under the letter of
credit are paid by the bank (through its branch or agent) to the exporter or
seller, the amount is recovered from the customer. The amount is either
recovered from the customer immediately or is treated as an advance to the
party or as bill discounted. If the bill of exchange is documentary, the
documents constitute the security of the bank.

The tenor of the bills, the date by which the shipments shall be made and
other terms are incorporated in the letter of credit. At the time of accepting a
bill, the bank should ensure that all the terms of the letter are complied with.

(v) Other Contingent Liabilities

Arrears of cumulative dividends, bills re-discounted commitments under
underwriting contracts, estimated amounts of contracts remaining to be
executed on capital account, etc.

Underwriting involves an agreement by the bank to subscribe for the shares
or debentures which remain unsubscribed in a public issue, in consideration
of commission. The auditor should examine whether commitments under all
outstanding underwriting contracts have been disclosed as contingent
liabilities. For this purpose, the auditor should examine the terms and
conditions of critical contracts. Suitable sampling techniques within IDEA
could be used for the selection.

Rediscounting is generally done with the Reserve Bank of India, Industrial
Development Bank of India or other financial institutions or, in the case of
foreign bills, with foreign banks. If the drawer dishonors the bill, the
rediscounting bank has a right to proceed against the bank as an endorser of
the bill. Traditionally the auditor may check this item from the register of bills
discounted maintained by the bank. He should satisfy himself that all the bills
are properly marked at the time of their maturity and payment.
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Case Studies on Contingencies and Non-Fund
Based Items using CAATs

10.56 Inthese case studies we have illustrated the use of IDEA Software on
Core Banking System “Flexcube” Flexcube Corporate i.e. FCC. FCC deals
with all Non-Fund Based Items, Contingencies and Corporate Loans.

Guarantees
10.57 List of Guarantees issued/ closed during a review period
On the CSTB_CONTRACT data table perform an extraction with the criteria:

@left(product_code, 1) = "G" AND. (contract_status = "S" .OR.
contract_status = "L" .OR. contract_status = "K") .AND. @betweendate(
LATEST_EVENT_DATE_DATE , "20070501", "20090430")

This report will display all Guarantees closed within the review period.
Now perform an extraction with the criteria:

@betweendate(book_date_date, "20070501", "20090430") AND.
@left(product_code, 1)="G"

This report will display all Guarantees opened within the review period

() User modification regarding Guarantee charges collected
(commission and postage, etc.)

On the CFTB_CHARGE_APPLN data table perform an extraction with the
criteria:

@left(association_product, 1) = "G" .AND. computed_charge_amount <>
charge_amount)

This report will present a list of Guarantees issued for which the system
charges collected do not match with the actual charges collected. These
cases present a vital finding in terms of revenue assurance. The auditors
must investigate these cases with the Bank Functional team on FCC.

(i) Balancing of Guarantees partywise/agewise/expired guarantees
including type of Guarantees

On the Business Objects Report for “Guarantees Balancing” perform an
extraction with the criteria:

maturity_date < @date()

This extraction will give us a derived file of matured guarantees.
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On the derived file, perform an Aging function. Field to Use to be taken as
AC_OPEN_DT. Amount Field to Total - RUPEE_AMOUNT. Aging Interval by
default to be taken in Days. Check the box GENERATE KEY SUMMARY
DATABASE. In the KEY box enter CUST ID, CUST FULL NAME, and
AC_STATUS.

This aging result will depict party wise age wise analysis for all expired
guarantees.

(i) List of invoked guarantees

On the CSTB_CONTRACT_EVENT_LOG data table perform an extraction
with the criteria:

module = "LC" .AND. event_code = "DEBG"

This extract will provide a list of all devolved Bank Guarantees where User
Defined Events (UDE) has been triggered within the CBS to mark the
Guarantee as invoked.

On the LDTB_CONTRACT_MASTER data table perform an extraction with
the criteria:

PRODUCT = *“DIBG”" .OR. product = "DFBG" AND.
@betweendate(value_date_date, "20070501", "20090430")

This report will represent a list of all devolved Bank Guarantees which have
been converted into a loan.

(iv)  Conclusion

After running the above analytical tests within IDEA, the bank auditor should
verify the guarantees appearing in the above IDEA Reports with the copies of
the letters of guarantee issued by the bank and with the counter-guarantees
received from the customers. He should also verify the securities held as
margin. If a claim has arisen, the auditor should consider whether a provision
is required.

On the LDTB_CONTRACT_MASTER data table perform an extraction with
the criteria:

@list(product, "PCFC', "PCRS") .AND. MATURITY_DATE_DATE <
"20090414" AND. CONTRACT_STATUS = "A")

The above criteria will give us a derived file of overdue Packing Credit
Accounts.
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Packing Credit
Overdue PC/PCFC with overdue period - party wise

10.58 Now perform an Analysis - Summarization on the derived file with
Fields to Summarize on being USER_DEFINED STATUS. The
summarization result will provide a display of all user defined status tags.
User defined tags, DBAS = Doubtful, LSAS = Loss Asset, SSAS = Sub
Standard STAS and NORM = Standard Assets.

This consolidated view of the derived file will display a list of UDF’s with the
number of packing credit contracts under each category. Our concern would
be the Doubtful, Loss and Sub Standard categories.

The same analysis can be done party wise. Here in the Summarization,
Fields to Summarize on should be taken as PARTY_ NAME and USER_
DEFINED STATUS. The outcome will present party wise UDF's. This
exercise is even more value based since the auditor can identify specific
packing credit contracts having high count of non-standard asset
categorization.

() PC is closed otherwise by Export proceeds, list of such
accounts with details

On the ACVW_ALL_AC_ENTRIES data table perform a Field Manipulation.

Append a Virtual Character field with the name ‘PROD CODE’ in
ACVW_ALL_AC_ENTRIES. The ‘PROD CODE’ will contain the 7 left most
digits of the TRN REF NO.

Now JOIN ACVW_ALL_AC_ENTRIES with the LDTB CONTRACT MASTER
on common field TRN REF NO.

On the joined file perform an extraction with the criteria:

@isini("PC", contract_ref no) .AND. contract status =  "L"  .AND.
(amount_tag = "PRINCIPAL_LIQD" .OR. amount_tag = "PRINCIPAL_LCRY")
AND. drcr_ind = "D" .AND. ac_no <> "149016100"

The resultant file will provide a list of packing credit contracts liquidated,;
where the closure is not through export bill proceed realizations.
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Bills

10.59 List of bills due for delinking of Bills on any date (export & import
separately)

On the Business Objects Report for “Bills Due for Delinking” perform an
extraction with the criteria:

@left(productcode, 2) = "EX"
This will give a balancing report of export bills due for delinking.

On the Business Objects Report for “Bills Due for Delinking” perform an
extraction with the criteria:

@left(productcode, 2) = "MB"
This will give a balancing report of import bills due for delinking.

() Bills returned unpaid/unrealized details subsequently realized by
local proceeds with details ROI charged

On the ACVW_ALL_AC_ENTRIES data table perform an extraction with the
criteria:

event = “IBDH" .OR. event = "EBDH"
This extract provides a list of all bills dishonored.

On the ACVW_ALL_AC_ENTRIES data table perform an extraction with the
criteria:

event = “IBDR" .OR. event = "EBDR"
This extract provides a list of all bills recovered.
Conclusion

After running the above analytical tests within IDEA, the bank auditor should
verify that if the amounts paid on the bills which are drawn against a letter of
credit are debited to the customer’s account and remain outstanding, they
should be included under advances. The auditor should see that such
amounts are allowed to remain outstanding only where the agreement with
the customer contains a provision to this effect. In such cases, it should also
be seen that the documents of title accompanying the bills are assigned to
the bank as to provide security.
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Forward Exchange Contracts
10.60 List of Forward contracts opened/overdue
On the FCT_FX_CONTRACTS data table perform a Field Manipulation

Append a Virtual Date field titled 'SYS DATE' in FCT_FX_CONTRACTS with
parameter equation:

@DaysTOD(@dtodays(@date())-7)

Perform a Direct Extraction on FCT_FX_CONTRACTS with equation criteria:
n_eop_bal_fcy <> 0 .AND. d_bought value_date_date < sys_date

These are bought forward contracts which are overdue.

Perform a Direct Extraction on FCT_FX_CONTRACTS with equation criteria:
n_eop_bal_fcy <> 0 .AND. d_sold_value_date_date < sys_date

These are sold forward contracts which are overdue

Perform a Direct Extraction on FCT_FX_CONTRACTS with equation criteria:
@betweendate(d_bought_value_date_date, "20070416", "20090417") .

These are bought forward contracts opened during the review period of
inspection.

Perform a Direct Extraction on FCT_FX_CONTRACTS with equation criteria:
@betweendate(d_sold_value_date_date, "20070416", "20090417").

These are sold forward contracts opened during the review period of
inspection.

Conclusion

The auditor must verify the outstanding Forward Exchange Contracts through
the register maintained by the Bank and with the brokers’ advice notes. In
particular, the net “position” of the bank in relation to each foreign currency
should be examined to see that the position is generally square and not
uncovered by a substantial amount. If it is probable that a loss with be
incurred on forward contracts and a reasonable estimate of such loss can be
made, the auditor should insist that a provision be made against the same.
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Chapter 11
Continuous Auditing with IDEA

Introduction

11.1  Organizations are producing more data than ever before, creating an
environment where users of financial information require assurance that the
data contained in any report is accurate, complete, and relevant to their
needs. As data proliferates, management functions are becoming more
dependent upon executive information systems, balanced scorecards and
dash-board level decision tools. Therefore, monitoring outputs and auditing
controls surrounding the systems used to create those outputs is an
important organizational priority. Traditional audits conducted in annual (or
less frequent) cycles cannot provide the level of assurance management
needs in these areas, so the potential for continuous auditing to provide
more effective monitoring of the control environment and the resultant output
more than justifies the cost and effort.

11.2  Under the COSO Guidance on Monitoring Internal Control Systems,
2009 - periodical, one-time and adhoc review of controls is not effective as
controls can fail, deteriorate or become irrelevant during the intermittent
period resulting into fraud, abuse, wastage and non-compliance. Continuous
auditing allows the user to monitor the functioning of the controls during the
intermittent period’s referred to as blind-spots.

Many are looking at continuous auditing as a software application or tool that
can help internal auditors meet this challenge while surviving the critical
professional staffing shortage that is prevalent today. Continuous auditing is
not a tool, but rather a process that brings together fundamental practices
all auditors follow, including planning, risk assessments, control assessments
and use of technology to perform much of the audit work. It should bridge the
gap between audit reports submitted under traditional assurance services
and continuing evidence that the issues identified (for those critical controls)
have been rectified.

Nearly 9 in 10 rated continuous monitoring and auditing software applications
the most important technology to internal audit over the next five years. [Use]
is expected to increase from 39% to 89% within the period.
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In years to come, experts predict, many companies will use information
technology to become a “real-time enterprise” — an organization that is able
to react instantaneously to changes in its business entire. And as firms wire
themselves up and connect to their business partners, they make the
economy more and more real-time, slowly but surely creating not much a
‘new’ but a ‘now’ economy.” — The Economist, February 1, 2002.

11.3 If your audit function is struggling with a decision on how to best
implement continuous auditing to benefit your organization, consider audits
currently in progress or recently completed, and align the scope and
objectives of future audits with management's strategic, operational,
financial, compliance and competitive analysis levels. By making use of this
information and incorporating it into the control and risk assessments that
require more frequent monitoring, internal auditors can easily move into
continuous auditing - without reinventing your staff or charter, while ensuring
that the most critical controls receive attention at a frequency reflected by
your risk assessment. This chapter outlines a strategic approach to
implementing continuous auditing in your organization.”

Continuous Auditing

11.4  The Global Technology Audit Guide (GTAG) 3: Continuous Auditing:
Implications for Assurance, Monitoring and Risk Assessment released by the
Institute of Internal Auditors defines the term Continuous Auditing as
“Continuous auditing is any method used by auditors to perform audit-related
activities on a more continuous or continual basis. It is the continuum of
activities ranging from continuous controls assessment to continuous risk
assessment — all activities on the control-risk continuum. Technology plays a
key role in automating the identification of exceptions and/or anomalies,
analysis of patterns within digits of key numeric fields, analysis of trends,
detailed transaction analysis against cut-offs and thresholds, testing of
controls and the comparison of the process or system over time and/or other
similar entities.”

115 In 1999, the Canadian Institute of Chartered Accountants (CICA)
defined continuous auditing as follows:

a methodology that enables independent auditors to provide written
assurance on a subject matter using a series of auditors’ reports
issued simultaneously with, or a short period of time after, the
occurrence of events underlies the subject matter...”

* Price water house Coopers - “Internal Audit 2012
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This definition is broad and covers both internal and external audit. By
focusing on the basic requirement that audit reports (opinions for external
auditors and findings and conclusions for internal auditors) be supported by
evidential matter about the subject matter, it becomes clear that continuous
or continuing procedures must be performed if reports are to be issued with
or shortly after the audit period ends. Even when the report is only needed
annually, a continuous audit approach can help identify and correct errors
before the period ends, which results in a stronger control environment.

11.6  The following case study illustrates how a three-year cycle for an
audit of expense reports became the starting point for development of a
continuous auditing approach that reduces risk and improves controls
overall.

In the past, the auditors had tested expense reports by randomly selecting a
few individuals and reviewing the expense reports, then examining larger
charge outs to travel expense categories. While exceptions were found,
there was no adverse conclusion and the area was assigned for review again
in three years. During that time, the company experienced substantial
growth.

For the current year, internal auditors used data analysis software to
summarize travel and entertainment expense details for 60 cost centres,
noting which cost centres had higher instances of exceptions or anomalies in
multiple test areas.  Test areas included such things as late personal
expense reports (date entered was more than 30 days after date of travel or
expenditure), high charge outs to miscellaneous travel expenses, high
airfare, high bonus, duplicate payments, etc. The auditors found that one
third of the cost centres with the highest instances of exceptions and
anomalies were related to marketing. They identified three individuals who
were submitting expenses from actual receipts and credit card statements,
and uncovered several instances of inappropriate purchases charged to
travel-miscellaneous, and a scheme where multiple parties dining together
were claiming the same meals for reimbursement.

11.7  Going forward, internal auditors created scripts from the data analysis
tests that had been used in order to provide for unattended monthly reports
of marketing travel expenses so that this high-risk area could be monitored
for possible continuing fraud and abuse. The risk ranking (see figure below)
allowed the auditors to select which cost centres to audit more frequently
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The symbols illustrated in this IDEA Software database are editable
multistate fields that have underlying numerical values representing risk
assignments based on the results of each test. Total risk is a cross-footing
of the columns (not all columns are displayed). The database was then
indexed in descending order by total risk.

This example of continuous auditing is quite strategic in nature — more like a
data driven analysis process used by internal auditing functions to determine
where internal audit resources will be deployed over the next audit plan
cycle. Most internal audit functions plan for a year in advance, but the cycles
will continue to shorten as internal auditing functions bring more processes
into the data driven model.

(See Appendix A for other examples of continuous auditing.)

Continuous auditing today is maturing and evolving into a process to be used
by chief auditing leaders to determine when and where to deploy internal
auditing resources. It enables them to learn what issues and patterns exist
or could exist that would cause internal audit to change future audit plans.
Recognizing that improvements will drive increasingly higher maturity levels,
internal audit leaders see continuous auditing not as a place but a path.
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Difference  in  Continuous  Auditing and
Continuous Monitoring

11.8 In the last five years, automated risk management solutions have
entered the market place under the name “continuous monitoring”. The
mission of these systems is primarily to provide assistance to companies
interested in meeting compliance with regulations such as Sarbanes Oxley.
The marketing press associated with these systems almost always includes
the potential to provide a future stepping stone to venturing into Enterprise-
wide Risk Management (ERM). Recent acquisitions of enterprise-level ad-
hoc reporting tools by major information systems companies indicates a
continuing increase in the need for management to put into place automated
mechanisms for monitoring the controls within a system.

“Continuous Monitoring uses control automation to reduce fraud and
improve financial governance, typically resulting in a substantial return on
investment. It improves the reliability of the controls, and its improves the
management oversight, policy enforcement and operational efficiency for
critical financial processes, often producing hard-dollar savings.” — Gartner
CCM Magic Quadrant 2010.

“‘Automated control monitoring...can enhance the effectiveness, efficiency
and timeliness of monitoring specific controls.” - 2009 COSO Guidance on
Monitoring Internal Control Systems.

11.9 Internal auditors have played an important role in working with
management to evaluate these systems. In many cases, audit routines
(including the data analysis tools used) designed by internal audit have been
passed over to the applicable business unit so that management can begin to
monitor the areas themselves without having to invest in more costly
continuous monitoring applications. Auditors should be aware that when this
happens, their independence could be affected in subsequent periods if the
routines are simply placed in service or if they continue to be involved in the
disposition of matters. A solution to this problem would be to share tools
and knowledge gained with the IT and business unit functions. Empowering
them to perform self-audits using data analysis techniques moves audit
processes into control activities. Everyone wins, but the auditor should be
careful to remain independent of this activity once it is transferred.

Confusion about independence and ownership of these control activities can
be avoided by understanding the key differences between continuous
auditing and continuous monitoring:
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“Continuous monitoring is a feedback mechanism, primarily used by
management, to ensure that systems operate and transactions are
processed as prescribed...Continuous auditing is the collection of audit
evidence, by an auditor, on systems and transactions, on a continuous
basis through a period...monitoring systems [can] provide the evidence to be
collected and assessed...”

The case referenced provides an example of continuous auditing where the
auditor might extract details of unusual or large adjusting journal entries on a
daily basis, then validate the reasons for the entries and document his
findings. Management benefits by having this information and being able to
correct errors before the reporting requirement.  Audit benefits by gaining
earlier knowledge of what is happening in the company, which will improve
the audit planning and risk assessment process. If the daily extraction
report is part of a continuous monitoring program, the review and response
activity should belong to management. Audit evidence will then become a
review of management's response to the anomalies identified by the
continuous monitoring system.

Benefits of Continuous Auditing and Continuous
Monitoring

11.10 Continuous auditing can enable an enterprise to:

. Improve risk and control assurance, usually in the same or less time
than previous approaches.

. Reduce costs, including internal audit costs and costs associated with
unaddressed control deficiencies.

° Increase the level of risk mitigation for business risks.

° Achieve a more robust, more effective auditing process.

. Expand internal audit coverage with minimal (or no) incremental cost.

. Shorten audit cycle time.

. Identify control issues in real time.

Continuous monitoring can enable an enterprise to:

" Handscombe, “Continuous Auditing From a Practical Perspective,” Information
Systems Control Journal, Volume 2, 2007.
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° Increase value through improved financial and operating controls.

° Accelerate reporting to support more rapid decision making and
business improvement.

o Detect exceptions in real time to enable real-time responses.

° Reduce - and ultimately minimize — on-going compliance costs.

° Replace manual preventive controls with automative detective
controls.

o Establish a more automated, robust, risk-based control environment

with lower man-power costs.

. Heighten a competitive advantage and increase value to stakeholder.

Five Steps to Implementing Continuous Auditing

11.11 Setting a strategy should involve defining your vision for the future; a
self-assessment of where you are now and what time, talent and other
resources will be needed to get there. Deeply embedded in the strategy
must be the decision to empower the internal auditing function with data
analysis software.

The chief audit executive (CAE) must be involved at the very beginning for
any continuous auditing program to be successful. The following activities
should have already been completed before the CAE embarks on a path to
implement continuous auditing:

. Develop and implement a risk-based methodology that focuses on
setting audit

° priorities based on probability of occurrence and impact of the risks.

. Create a perpetual inventory of all current and future business

information systems. Learn how to monitor the integrity and reliability
of information coming from these systems.

. Document data life cycles for each system
> Know what can go wrong

> Identify the red flags that management uses to identify
potential problems

> Be alert for changes in the red flags
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> Build programs that identify the red flags
> Follow through on investigating all identified red flags
. Develop a close working relationship with the IT department.

. Increase management participation in engagement planning and
engagement wrap-up processes.

Communicate your plan to revise the focus of audit to incorporate continuous
auditing.

Auditors who participated in Sarbanes Oxley or similar legislative compliance
initiatives will quickly recognize that most of this work already exists in the
documentation.

Appendix B reviews continuous auditing maturity levels you may use for
benchmarking your audit function.

11.12 After completing a self-assessment and determining the internal audit
function's readiness to move towards continuous auditing, the following five
steps will lead to successful implementation:

() Assess risks and controls
(What to test and why)

Evaluate each area on the basis of management's tone and commitment to
monitoring its controls, whether continuously or periodically. If the area
represents a high risk and controls are not being monitored continuously, you
have identified a gap that would be a good candidate for continuous auditing.
You should document the audit objectives and reasoning for selection as a
continuous audit technique. If management has implemented effective
monitoring, but their system produces many “false positives” or provides
indications that exceptions are not being cleared on a timely basis, you might
offer consulting services to help management further analyse the alerts
generated by the monitoring system.

(i) Determine data available and arrange for transfer to an
independent platform

(Whether the tests can be data driven)

Ideally, the systems have already been documented and data has been
obtained during prior audits where data analysis was used in the audit. IT
departments frequently resist requests for data because they interrupt the
workflow processes. Communicating to them the benefits of establishing
automatic
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transfers to reduce future periodic requests should help you get past this
potential roadblock. For example, an automatic extract of all journal entries
that are not system generated could be transferred to an audit data
warehouse on a daily basis. An independent platform can be a server or
high capacity workstation.

(i) Develop audit program steps and test routines using scripts or
assistance (initially) from IT, taking into consideration the frequency for
running automated tests

(How the tests will achieve the audit objectives)

For continuous auditing in an area where data analysis has already been
used, a script can very easily be developed from the history file of past
audits. For new areas, the tests can be recorded as they are performed
within the software. In the journal entry example above, the routine to
develop might include extraction of large value entries and creation of a
population of all entries over a given time period, with trend analysis and time
series analysis being performed on the monthly or quarterly data. In order to
provide timely reports to management, determine how and when audit results
will be communicated. If possible, build alerts into the reporting process.

(iv)  Apply a continuous improvement process to the tests
(How the results can be most effective)

For each test, you should analyse anomalies, and adjust parameters and
criteria to eliminate false positive results. This will be an iterative process,
and is the primary reason tools such as IDEA are more effective than out-of-
the-box solutions. For example, a continuous auditing process initially used
by a large energy company's internal audit department that was passed on
to accounts payable became more and more sophisticated as the users
learned from their system what conditions most often resulted in duplicate
payments.

(V) Practice continuous planning
(How to build on successes)

Monitor the change processes within internal auditing to be sure continuous
auditing activities stay on track and the maximum benefits are obtained.
Use successes in marketing internal auditing services to other areas. This
and previous steps can be accomplished within the context of conducting this
year's audit plan. As each planned audit is completed, it should be assessed
for inclusion in your continuous auditing activities. Your internal auditors will
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benefit by learning more about each system or process they review, and their
use of technology will continue to improve.

Conclusion

11.13 Today, management and internal audit find themselves working on
the same problem but on opposite sides of the fence. If management
controls and monitoring processes do not stop errors and fraud, then the
auditing routines must. Going forward, management will be evaluated on
sustainability of compliance and competitiveness.  Internal audit will be
evaluated based on the ability to tailor its activities to the areas of highest
risk and opportunities to add the most value.”

As new ways of looking at the data from information systems are developed
and perfected, the processes will be transferred to that function's leadership.

Continuous auditing will eventually lead to continuous reporting. In the
Information Age, this is essential as investors and creditors also demand
timely financial information for their decision making. Some companies have
gone so far as to embed the analysis directly into the production system. In
real-time mode, alerts are immediately generated to notify internal auditing
and management that a transaction with certain characteristics has entered
the production environment.

11.14 CAEs can achieve and maintain their status as strategic leaders amid
the grind of management roll-call meetings, budget and planning activities,
SOX and other regulatory compliance deadlines, and staffing and resource
issues by implementing continuous auditing as the best path to enterprise
wide risk management implementation.

Continuous Monitoring through CAATSs enables decision making for business
users, by empowering them with comprehensive relevant Enterprise
Business Intelligence, across technology platforms.  This is greatly
accentuated by the understanding of the underlying business process by the
business user.

With CAATS, users can jumpstart their Analytic journey, and enjoy improved
margins, better customer retention, process efficiency and effectiveness
thereby impacting the top-line and bottom-line performance of their business
positively .

" Deloitte — optimizing the role of internal audit in the Sarbanes-Oxley Era (Second
Edition, page 10).
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11.15

In culmination CAATS:

Help accelerate your organisation’s analytic maturity, taking you one
step closer to achieving excellence.

Create such business benefits by delivering enhanced usability
speaking and thinking, anticipating the evolving needs of decision
makers, and ensuring a faster adoption rate amongst users.

Through simple screen guided analytics, empower every decision
maker in every role in your organization and it takes the load off the
IT Reports Group, by being easily extendable and maintainable.

Reduce the latency, cost and project management challenges within
reasonable tolerance levels associated with a traditional BI
deployment, and enjoy unparalleled Speed to Benefits.

Transform business intelligence from being a 'Decision Support
System' to a 'Decision Making System'.
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Appendix A Continuous Auditing in Practice

Many approaches to continuous auditing involve using audit specific data
analysis tools such as IDEA Software to audit databases. Responses to a
recent informal interview of internal auditors regarding the use of continuous
auditing in their organizations resulted in the following examples already in
operation:

Continuous auditing can aid in the streamlining of audit efforts. For
example, focusing on revenues and expenses depends on a key
driver. Data from operations and finance are then combined to come
up with ratios. These ratios are a) reviewed from month to month and
b) cross-checked against price catalogues. Identified anomalies result
in inquires to the appropriate functions in operations and/or detailed
tests.

Monitoring of purchasing card usage provides early detection of
errors and improper purchases.

For example, the internal auditor receives transaction data from the
bank monthly, using data analysis techniques to identify potential
misuse. When misuse is identified, the auditor can demonstrate to
management through the data analysis that the risk of misuse is
higher than expected.

Human Resources data anomalies and payroll trends, patterns,
relationships in hours and rupees can be monitored. Out of balance
conditions between subsidiary ledgers and general ledger control
account balances, along with the monitoring of key master file fields
against company standards allow the monitoring of changes in
business units included in financial statement consolidation.

Continuous auditing can involve obtaining data outputs from critical
processes several times per year, resulting in ‘traffic light' overviews,
substantiated with key operational and financial data, limited review
work and interviews.

Key indicators such as those related to financial and operational
measures, and regression models (net revenue and earnings (usually
EBITDA)) can be monitored. Quarterly, the information is downloaded
into the profile; outliers are highlighted in RED based on formulas,
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and staff members follow-up on outliers with emails, with phone calls
and review of other documentation used to resolve the outliers.

o Continuous auditing in lending might include having retail loans
disbursed at the branch submitted to a central location within 2 days
for checking completeness of documentation, adherence to policy
and procedures and recovery of income.
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Appendix B Continuous Auditing Maturity Levels
HIGH

Enterprise Risk Management

Build data analysis across the Enterprise — road to continuous ERM
Repetitive Continuous Audits

Improve data analysis in areas audit knows best. at impact & frequency of
certain patterns.

What if - Fraud

Apply lessons learned to seek out gaps in monitoring. Assist in Fraud cases.
Risk Assessment

Using data to set audit resource priorities. CAAT's & Store Audits.

LOW

Data Challenged

May use and seek out reports and lists to improve audits. Primary tool is
spreadsheets. May look for justification to improve data analysis skills and
tools.

Priority — Sustainable Internal Audit Resources

Internal Audit function stabilizing and interested in best practices and
continuous Improvement.
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Chapter 12

Continuous Monitoring with Big Data
Using Caseware Monitor

“Detect, correct and protect — immediate results for long- term peace-
of-mind”

About

12.1  CaseWare™ Monitor is a sophisticated risk and controls monitoring
solution that allows business, risk and control professionals as well as
auditors to quickly and confidently monitor any automated system.

Our solution manages risks and controls across the enterprise by
continuously monitoring business activities. This ensures that executives and
other key decision makers are given the opportunity to maximize every
possible advantage in monitoring risk and making better business decisions
to boost profitability.

CaseWare™ Monitor can be applied to any business process, regardless of
the underlying system or platform, across the entire organization.

Overview
CaseWare™ Monitor Framework Concept

Enterprise-wide Controls Portal

12.2 The use of effective internal controls systems, when implemented
properly, is good business, as it provides assurance that financial information
is correct, businesses are operating efficiently and assets are safeguarded.
Addressing breakdowns in internal controls in a timely and efficient manner
allows businesses to improve their profitability.

Being able to determine the state of internal controls across the enterprise
through a single portal is one key component of Monitor's value proposition.
Controls at remote locations can be examined centrally, including actions
being taken to mitigate risks. The solution is designed to meet the
requirements of any business ranging from small businesses to Fortune 500
companies with diverse global operations across multiple languages.
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12.3 CaseWare™ Monitor provides a single controls portal that enables all
stakeholders within any organization to independently monitor controls
across multiple businesses and systems. By providing a collaborative
framework, our technologies detect breakdowns in internal controls and allow
users to solve the underlying problems and prevent negative impacts on the
company.

Data From any Source

BESPOKE THLECOM EXTERNAL
APPS SWITCHES DATABASES

Source - Caseware Monitor framework from Caseware RCM Inc., Canada

Open Design, Universal Application

124  Consider a group of companies with global operations in
telecommunications, manufacturing, banking and insurance. These are
diverse businesses with their own controls and compliance needs, requiring
a monitoring framework that is universally applicable.
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CaseWare™ Monitor is perfectly suited to access and monitor data from
telecom switches, ERPs, custom-made applications, and core banking and
insurance applications. Regardless of the databases being used, the solution
can monitor all these business processes and effectively improve compliance
and controls.

125 While CaseWare™ Monitor has pre-built solutions for many business
processes and industries; its open design allows customers to build
customized controls using established scripting tools such as IDEA®, ACL™,
Arbutus and SQL Scripts. With these scripting tools and the framework
approach, customers can monitor any control in any business process. This
approach allows the customer to focus on scripting the basic logic and
having the framework handle everything else. For example, to monitor the
creation of overtime claims in excess of the number of work hours in the
period, the script writer can apply a simple logic of OvertimeClaim >
HoursInPeriod.

The remaining stages of the process are handled by CaseWare™ Monitor
including:

. when and how often the data is to be monitored.

. who is to be notified.

° how they are to be notified (e-mail, SMS, dashboards, etc.).

. the risk level associated with the control exception.

. who is responsible for resolving the issue and the turnaround time.
. who the exception is to be escalated to, if unresolved.
Solutions

12.6 ~ CaseWare™ Monitor solutions are built around a continuous
controls monitoring framework with predefined business rules. With a
comprehensive suite of tests and the ability to monitor business processes
regardless of the underlying data sources, platforms, or locations,
CaseWare™ Monitor offers an effective solution to enable Continuous
Controls Monitoring throughout the entire organization.

The Solutions offer:

° standardized rules for specific business processes.
. monitoring of ERPs such as Oracle™ and SAP™.
. faster and more efficient implementations.
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Anti-Money Laundering

12.7  The focus of CaseWare™ Monitor AML is to assist institutions in
meeting compliance requirements in an effective and efficient manner by
automating regulatory reporting and monitoring financial transactions and
customer information. The ability to assign responsibility for anomalies
detected and maintain accurate records of all actions taken is key in allowing
institutions to take all reasonable steps and exercise the necessary due
diligence to avoid committing an offense.

Retail and Distribution

12.8  Effective loss prevention continues to be an essential activity for the
Retail Industry. The constantly changing nature of retail shrinkage can only
be contested through a greater understanding of the business activities
within an organization's internal control environment.

In a recent KPMG Fraud Survey Report, inadequate oversight and lack of
clarity regarding ownership of controls are cited as key factors leading to
ineffective fraud prevention. Examples include individuals being temporarily
assigned 'super' user rights but are not revoked at the correct time or
exception reports going to stakeholders that cannot take action to remediate
issues before they become material to the organization.

Through a single portal coupled with built-in workflow and notification, all
stakeholders and key decision makers can independently monitor processes
across varying businesses and systems. This collaborative framework helps
users across multiple departments such as loss prevention, procurement,
finance, operations, and audit, to detect and correct errors and abuses
before they become detrimental.

Health Insurance Fraud

12.9  The health insurance industry suffers tremendous losses globally and
the resulting impact is higher premiums. For example, in the U.S. alone
health insurance fraud was estimated to cost $68 billion. (National Health
Care Anti-Fraud Association, 2008)

The methods being used by many health insurers lack the sophistication to
stay ahead of the threat. CaseWare™ Monitor Health Insurance Fraud
Monitoring employs a combination of business rules and predictive analytics
to detect fraudulent claims. CaseWare™ Monitor integrates seamlessly
requiring no changes to existing business systems in the organization. All
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claims are examined against business rules in addition to advanced analytics
to detect anomalies.

Every $2 million invested in fighting health-care fraud returns $17.3 million in
recoveries, court-ordered judgments, plus bogus claims that weren't paid and
other anti-fraud savings. (National Health Care Anti-Fraud Association, 2008)

Loan Portfolio

12.10 The focus of the solution is to automate the definition of governance,
risk and controls within the financial institution's lending process. The
financial institution is allowed to define the control environment from loan
origination to servicing and portfolio management. Once completed, the
monitoring framework examines all electronic activity to detect control
breaches and alert the relevant persons automatically.

Order to Cash

12.11 CaseWare™ Monitor O2C enables all Order to Cash processes to be
monitored, regardless of the underlying systems, data sources, platforms or
locations. Results from these disparate sources are consolidated and
presented in CaseWare™ Monitor O2C for use by any authorized users,
regardless of location.

Continuous monitoring solutions provide an organization with an independent
point of observation over its O2C business processes. It enables
identification of control breaches, fraud and money leakage, while ensuring
data quality and providing feedback on key performance metrics across the
entire process.

An independent point of observation is important in continuous monitoring
because solutions that are embedded tend to only provide insight into that
system. CaseWare™ Monitor however enables all aspects of the 02C
process to be monitored holistically and provides assurance that the
interfaces between systems are working correctly.

Purchase to Payment

12.12 CaseWare™ Monitor for P2P suite of tests is comprehensive and
covers the full lifecycle of P2P. The suite includes tests and reports for
Segregation of Duties, Master Data Monitoring, Exception Reporting and
Metrics & Performance Monitoring.
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Using CaseWare™ Monitor, all facets of the P2P process, from
Requisitioning through to Payment, can be monitored, providing insight into
specific issues as well as the overall health of procurement controls.
Notifications and workflow management are built into the CaseWare
Monitor™ framework ensuring that issues receive proper attention and their
resolution managed.

Payroll

12.13 According to the Association of Certified Fraud Examiners (ACFE),
companies lose 7% of their annual revenues to occupational fraud. The focus
of the CaseWare™ Monitor Payroll solution is to define and automate tests
for the controls within the organization's payroll processes. CaseWare™
Monitor Payroll Solution is compatible with any source of data, including ERP
and bespoke applications. By continuously monitoring the systems and
applying a comprehensive resolution workflow, the audit and compliance
process becomes independent and auditable.

A key feature of payroll controls monitoring in CaseWare™ Monitor is the
ability to detect erroneous, suspicious and fraudulent activities before
payments are made. This provides organizations with a valuable window of
time to investigate exceptions to prevent losses due to error or fraud. This
solution is deployed to all the relevant stakeholders, assigning them fraud
mitigation tasks and ensuring that they are addressed in a timely manner.

Revenue Assurance for Utilities

12.14 Utility companies generally face mounting difficulties in safeguarding
their revenues. In times of increasing data volume and complex systems,
finding methods to detect revenue leakage and implementing an
infrastructure to address it is challenging. With the CaseWare™ Monitor
framework approach there are no "blind spots" because there is a virtual
consolidation of the systems to create a single view of the business.

The focus of the solution is to automate the monitoring of the company's
service and billing processes. Detecting anomalies and alerting the relevant
persons will prevent and/or minimize revenue leakage. Most errors that result
in revenue losses occur in advance of the actual loss. For example, a
customer whose account is incorrectly rated will not result in a loss until
billing is done but if detected early, the loss is preventable.
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Segregation of Duties

12.15 The CaseWare™ Monitor SoD solution enables Segregation of Duties
to be monitored holistically, ensuring that user authorities are properly
compartmentalized regardless of the business application, and as a
secondary benefit, provides assurance that interfaces between different
systems and business operations are working correctly.

Key Benefits

12.16 The following are key benefits:

. early detection of SoD issues

o simple regulatory compliance reporting

° enhanced view of potential SoD violations

. reduction in the risk of fraud through SoD violations

. historical record of SoD exceptions and remediation

. common portal for Segregation of Duties across the enterprise
° greater transparency and effectiveness in the protection of
information

Taxation

12.17 Our Tax Monitoring solution is compatible with any source of data,
including ERP and bespoke applications. By continuously monitoring the
systems and applying a comprehensive resolution workflow, the compliance
process becomes independent and auditable. This solution is deployed to all
the relevant stakeholders, assigning them issues to be dealt with and
ensuring that they are addressed in a timely manner.

Continuous Auditing

12.18 CaseWare™ Monitor enables Continuous Auditing of the entire
business regardless of underlying systems, data sources, platforms or
locations. CaseWare™ Monitor analyzes 100% of the applicable data and
presents a consolidated view of these disparate sources. Internal Audit (1A)
is allowed to define the control environment by utilizing a monitoring
framework, and alerts are sent once control breaches occur. The solution
allows auditing to become more independent and repeatable. IA can now
automate scripts to have more frequent testing of controls, and, with the
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issue management workflow and distribution, can always know the status of
internal controls.

Windows Security Logs

12.19 In most Windows environments, audit logs are underutilized. They are
often examined only for investigation purposes and usually after an incident.
However Windows logs, when properly configured and efficiently monitored,
have tremendous value.

System logging generates vast amount of data from varying sources. As a
result, the process of consolidating, inspecting and analyzing them may be
tedious and inefficient. The challenges are compounded by inadequate
configuration resulting in logs being full, overwritten, incomplete and useless.

Our solution focuses on automating analysis, reporting, alerts and issues
management within the organization's Windows logging environment. The
resulting logs are collated to a centralized CaseWare™ Monitor server for
analysis and interrogation. Once completed, CaseWare™ Monitor utilizes a
monitoring framework that examines all electronic activities to detect
reportable events and alert the relevant individuals.

Features

12.20 CaseWare™ Monitor examines transactions and data within business
processes to detect exceptions based on business rules and parameters.
Once detected, CaseWare™ Monitor can alert the relevant users using a
variety of contact options such as e-mails and text messaging. All alerts and
reports are managed within a comprehensive workflow solution. The
workflow is distributed across the enterprise to engage all stakeholders in
achieving internal control and compliance objectives.

Issue Management Workflow

Detecting compliance and control breaches is only part of the core objective.
The resolution of issues and the associated improvements in the control
environment are critical to realizing the value of continuous monitoring.
Anyone attempting to monitor business process controls manually can attest
to the challenges.

CaseWare™ Monitor boasts impressive functionality to manage issues.

This includes:
° ability to automate the execution of tests via schedules
° selecting users/groups to be alerted for information purposes only
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° setting up an escalation process
° controlling whether or not the assigned user can close the issue
° performing all of the above based on conditions

The conditional management of issues is a powerful feature that allows the
customer to determine different treatment of exceptions based on predefined
criteria. For example, all exceptions for Branch A get routed to Manager A
and Branch B to Manager B, and so on. In another instance, exceptions
above US$50,000 get routed to the CFO's attention. Once results are
assigned, users can:

. review/close

. reassign

o comment

o export reports to portable formats
. view history of activities
Exemptions

12.21 CaseWare™ Monitor allows for the exemption of specific records as a
way of reducing false-positives. Applications that detect issues and allocate
work must provide for the reduction of false-positives or the user may
become overburdened. Specific records in a report can be exempted or a
condition can be applied to exempt them. For example, inactive employees in
a report on employees with missing demographics could be exempted by
using the condition "Employee Status = INACTIVE".

Exemptions are reversible and can be viewed at any time. This functionality
can also be used to extend the business rules used to generate reports
without amending scripts.

Review Process

13.22 Issues can be reviewed by the user to whom they were assigned. He
or she has the option to make comments on actions taken and may attach
screenshots, spread sheets, and other documents, to evidence work done.

Reassigning the issue to another user allows the Manager or Supervisor to
manually allocate work to others. All issues reassigned are kept on the
assigner's dashboard until they are closed by the assignee.
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Chapter 13
Conclusion

13.1 In today’s economic environment many companies are striving to
reduce costs. Together with new audit standards this provides audit
departments with an opportunity to make use of data analysis and
accentuate the credo “do more with less” a potential reality. Data analysis
also can be an enabling technology that assists audit departments in fulfilling
their responsibilities to evaluate and improve the governance, risk
management, and control processes as part of the assurance function and
seek to deliver timely value to the enterprise by distributing, tracking and
escalating potential issues for better organizational insight and control.

In culmination the reader must introspect and act upon the following
immediately:

° Understand why data analysis is significant to your organization.

° Know how to provide assurance more efficiently with the use of data
analysis technology.

o Be familiar with the challenges and risks that you will face when
implementing data analysis technology within your department.

° Know how to incorporate data analysis at your organization through
adequate planning and appropriate resource structures.

o Recognize opportunities, trends and advantages of making use of
data analysis technology.
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Chapter 14

Case Studies — Using MS Excel for
CAAT, Data Analysis and MIS Reporting

Case Study

14.1  The following are same case studies on using MS Excel for CAAT,
Data Analysis and MIS Reporting:

Case Study 1. Compute 7t of next month

Application area: Computing due dates of statutory payments based on
invoice dates. Used to check whether payment has been made on or before
due date.

Solution: =EOMONTH(start_date, months)

Example:

=EOMONTH(A7,0) with “0" as parameter helps compute end of Current
Month [first picture]. Adding 7 after the end of this formula helps jump the
resulting date 7 days ahead [second picture].

A B C
1 |Invoice Date End of Current Month 7th of Next Month
2 15-Jun-11 30-Jun-11
3 28-Jun-11 30-Jun-11
4 12-Sep-11 30-Sep-11
5 26-Dec-11 31-Dec-11
6 1-Jan-12|=EOMONTH(A6,0) |
7 [ EOMONTH(start_date, months)

A B C
1 Invoice Date End of Current Month 7th of Next Month
2 15-Jun-11 30-Jun-11 7-Jul-11
3 28-Jun-11 30-Jun-11 7-Jul-11
4 12-Sep-11 30-Sep-11 7-Oct-11
5 26-Dec-11 31-Dec-11 7-Jan-12
6 1-Jan-12 31-Jan-12|=EOMONTH(A6,0)+7
7 EOMONTH(start_date, months) |
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Case Study 2: Compute 90 days vs. 3.0 months from Invoice
Date

Application area: Computing exact due dates for debtors, tender cut-off date,
project deadline

Solution: =EDATE(start_date, months)

Example:

Adding “90” to the Invoice Date will compute due dates based on days. The
resulting due date may be different from the due date based on 3.0 months
caculation as shown in the second picture.

A B C
1 Invoice Date 90 days from Invoice Date 3 months from Invoice Date
2 15-Jun-11 13-Sep-11
3 28-Jun-11 26-Sep-11
- 12-Sep-11 11-Dec-11
5 26-Dec-11 25-Mar-12
6 1-Jan-12]=A6+90

A B @
1 Invoice Date 90 days from Invoice Date 3 months from Invoice Date
2 15-Jun-11 13-Sep-11 15-Sep-11
3 28-Jun-11 26-Sep-11 28-Sep-11
- 12-Sep-11 11-Dec-11 12-Dec-11
5 26-Dec-11 25-Mar-12 26-Mar-12
6 1-Jan-12 31-Mar-12|=EDATE(AB,3)
7 ‘EDATE\startidate, months)
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Case Study 3: Compute Days from given list of Dates. E.g.
Sunday, Monday etc.

Application area:

° Derive day (e.g. Saturday, Sunday) to analyse sales data (day-wise
sales trend), locating ghost employees if their date-of-join falls on Sunday,
ensuring deadline dates does not fall on a Sunday

. Representing dates in “dd/mm/yyyy” format as required while uploading
dates during e-filing of VAT returns

Solution: =TEXT(value, format_text)

Example:
A _ B

1 Invoice Date Day

2 15-Jun-11 Wednesday

3 28-Jun-11 Tuesday

4 12-Sep-11 Monday

5 26-Dec-11 Monday

6 1-Jan-12|=TEXT(A6,"dddd")

7 [ﬁ)ﬂ(valua format_text) |

A B &

1 |Invoice Date Day DD/MM/YYYY format

2 15-Jun-11 Wednesday 15/06/2011

3 28-Jun-11 Tuesday 28/06/2011

4 12-Sep-11 Monday 12/09/2011

5 26-Dec-11 Monday 26/12/2011

6 1-Jan-12|Sunday |=TEXT(A,"dd/mm/yyyy")

7 [ TEXTivalue, format_text)
“format_text” Resulting Output
Dddd wednesday
Ddd Wed
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Dd 15

mmmm June

Mmm Jun

Mm 6

Yyyy 2011

Yyy 2011

Yy 11
dd/mm/yyyy 15/07/2011 |
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Case Study 4: Cleaning dates from ERP downloaded
“DD.MM.YYYY" format in to Excel acceptable “MM/DD/YYYY”
format

Application area: Pre-requisite step before applying date-based Sorting,
Filtering and applying Date formulas such as =EDATE(), EOMONTH(), TEXT()
etc.

Solution: Text-to-Columns

Example:

Applying date based formulas on dates stored in DD.MM.YYYY format will
result in errors as Excel reads date in MM/DD/YYYY format. Sort, Filter, Pivot
Table and other such techniques will not work correctly unless the date is
corrected as per Excel Standards i.e. MM/DD/YYYY format.

A B

1 Invoice Date Date Formula-NA
2 15.06.2011 i #VALUE!

3 28.06.2011 f #VALUE!

4 12.09.2011 i #VALUE!

5 (26.12.2011 f #VALUE!

6 :01.01.2012 =EOMONTH(A6,0)
7 [ EOMONTH(start_date, months) |

Step 1: Select affected dates

A B
1 Invoice Date Date Formula - NA
2 [15.06.2011 #VALUE!
3 128.06.2011 ' #VALUE!
4 112.09.2011 ' #VALUE!
5 (26.12.2011 ' #VALUE!
6 |01.01.2012 ' #VALUE!
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Step 2: DATA tab-> TEXT TO COLUMNS

Formulas Data Review

View
i} I_@ Connedtions | o | [47z
|ﬂ Zl |z |A

Developer

= 1 Properties
| Refresh 21‘ Sort Filter .., Teut to
Connections Sort & Filter

Step 3: TEXT TO COLUMNS (Step 1 of 3) -> Delimited

r ™y
Convert Text to Columns Wizard - Step 1 of 3 M

The Text Wizard has determined that your data is Delimited.

If this is correct, choose Mext, or choose the data type that best describes your data.
Original data type
Choos: type that best describes your data:
- Characters such as commas or tabs separate each field.
() Fixed width - Fields are aligned in columns with spaces between each field.

Preview of selected data:

2011 i
2011
-2011
-2011
-2012 -

ceace | | mext> || Ensh |

Step 4: TEXT TO COLUMNS (Step 2 of 3) -> Turn-off all checkboxes [e.g.
Tab, Comma etc.]
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Convert Text to Columns Wizard - Step 2 of 3 I-ilﬂ_hj

This screen lets you set the delimiters your data contains. You can see how your text is affected in
the preview below.

Delimiters
8

[C] Semicolon [ Treat consecutive delimiters as one

[ comma . |z|

Text gualifier:
[ space
[ other:

Data preview

-08.2011 o
-08.2011
-05.2011
-12.2011
-01.2012 -

“ B om ok omon

I Cancel ‘I < Back ‘[ Next > ]I Finish ‘

Step 5: TEXT TO COLUMNS (Step 3 of 3) -> “Date” drop-down list -> DMY ->
“Finish” button

Convert Text to Columns Wizard - Step 3 of 3 [ilﬂ_hj

This screen lets you select each column and set the Data Format.
Column data format

) General . : .
General converts numeric values to numbers, date values to
) Text dates, and all remaining values to text,

@ Date: MDY - Advanced...

D Dot —
YMD —
Destination: |MyD 2.3
DM

Data previeyypm -

o | [cms

b

Step 6: Result: Internally, all dates turn into MM/DD/YYYY [refer cell A6].
Although, the skin (presentation) can be modified to DD-MMM-YY as shown in
the subsequent step.
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A B

1 Invoice Date Date Formula - NA
2 15-Jun-11 30-Jun-11
3 | 28-Jun-11 30-Jun-11
4 | 12-Sep-11 30-Sep-11
5 26-Dec-11 31-Dec-11
6 1/1/2012 31-Jan-12
.

Step 7: Select cells -> Right-click -> “Format Cells” -> “Date” option -> Choose
appropriate format for display-presentation of dates

A R
! Calibi +/10 ~ A" A" § T % 9 Jf |
1 |I'IV0ICBIEE-&,-é,ng_g@P-NA
E ligwn 14 I M i
2 1 o un-11
3 2|52 copy un-11
[, Paste L
4 1 Paste Special... ’ep-il
S 20 Jec-11
Delete...
6 Clear Contents an'j.z
7 Filter 3
Sort k
8 = Insert Comment
% Format Cells...
9 ey
| Pick From Drop-down List...
10 Mame a Range...
11 & Hyperlink..
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“
Format Cells Eni

Mumber | Alignment | Font | Border | Fill | Protection |

Category:

General » | Sample

Mumber

6f15/2011

Currency 15/

Acmunt’ni Type:

Time *3/14/2001 »

Percentage ;‘:rﬂiidnesday, March 14, 2001 E|

Fraction 3/14/01

Scientific

Text 03/14/01

Spedal 14-Mar

-
Custom 14-Mar-01

Locale (Jocation):

English (United States)

Date formats display date and time serial numbers as date values. Date formats that begin with an
asterisk (*) respond to changes in regional date and time settings that are specified for the operating
system. Formats without an asterisk are not affected by operating system settings.

[ ox

I[ Cancel

852




Data Analytics and Continuous Controls Monitoring

Case Study 5: Adding Subtotal at the end of every Category
of item

Application area: Documentation of Inventory items by Category, Fixed Asset
items by Asset Class

Solution: SUBTOTAL

Example:
A B c 5] E 13 G H

% Fioeed st Regiater as on 31-3-2004

3 asetNo. __ [Asset Ouss Descripiion et descripition : ]_‘.ﬂ.“.lﬁ.“"iﬂﬂl"'ﬁ"ﬁ""’?"@‘“""'"‘P‘:d.l’m'_{“‘"-"‘“‘-...
4 410007081 |Funiture 0O COMPUTER CHAIR e | 350,00 -3.500.00] [
5 10007081 |Feeniture OO PS03 TP STEEL ALMIRAH 507338 X189 e | 3,900.00] 3,900.00] 1
1 4410007942 |Farniture 00 STEEL ALMIRAH WiTH SHELVES Twig 5.500.00 5,300,000 [
T _euooorsss [Femiture 00 FE0 WORK TABLE oei11985  [5e0i0 22,100.00] 22,100.00] 1
8 81000745 |Famiture 0O PCD COLLECTION TADLE [ESD) FOR SMTLINE 20.00,1996 (69010 3.600.00 -3,600.00] [
q S410007947 [Farniture DG [NCHN- ANTISTATIC SHELVES 21.0d. 1996 {AS010 3,100,004 4,100,004 0
10| 4810007448 [Forniture 0O ES3 CHAIR 10,04.0996 (69010 | 24, 500,00} -4, BO0.00Y []
1 2410007945 [Fumiture DO [ wooden Rack 504099 [6ein | 27,400.00} 27,400,000 [
12| 8010007350 [Ferniture 00 [wooden Rack 205199 T500 | 46.200.00] 46,200.00] []

Step 1: Sort the Data Set as per the Column (e.g. Asset Class Description)
based on which the Subtotal is needed

= - ——
Home Insert Page Layout Formulas Data Review View Developer
= =Y j L 5 D |B] Connections || 4 TD §, Clear = e
EsE: BEE =i =i || Z¢ i i | i =¥ =
'—@ =" NS S St = 7 Properties | {, Reapply e =
From From From From Other Existing Refresh %l Sort Filter 7 Textto Remove
MAccess Web  Text Sources~ | Connections All~ == Edit Links | A2 Advanced || Columns Duplicates |
Get External Data Connections Sort & Filter
B12 2 Furniture DD
: - | éj urniture
! A sorn L3 - — B |
4| Add Level ” X Delete Level ” =5 Copy Level ] @ (| & i Options. .. ] My data has headers
Assel -
Column Sort On Order

Sort by

| [values [=] [atoz =]
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Step 2: After Sorting, select the entire data set. Go to DATA tab -> SUBTOTAL

i Data | Review View Developer
ﬂ @ Cannections 4l m i Clear =
Zv |7|A :
- 3" Properties ‘ {q Reapply i‘
:sh : %] Set | Filter 7 Textto Remove Data  Consolidate What-If
- == Edit Links | . Advanced || Columns Duplicates Validation =
Cannections Sort & Filter Data Toaols

2= B8 a

Analysis~ ||~ -

Group Ungroup iSuhtutaIl

| Outline

Step 3: “At each change in:" — Asset Class Description | “Use function:” — Sum
| “Add Subtotal to:” — Acquisition Value, Acc. Depn., Current Bk. Val.

Subtotal

9o

At each change in:
Asset Class Description
Use function:

i Sum

Add subtotal to:

=]
[=]

|| Asset description
|| capzn, date
|| Asset Class

[¥] Curr.bk.val.

-
—

Replace current subtotals
[ Page break between groups
[¥] Summary below data

| Acquisition Value =
| Accumulated Depn |

[ Remove All ] [ QK

=

——

Step 4: The Subtotal adds

an extra row with Subtotals

category of “Asset Class Description”

at the end of every

(3 A B c D E E G
' é Fined Auset Register as on 3132000
-3 PovetNo, |Aaset Class Description [Ruset deserigtion
123 210005181 |Facroey Builgings 84 - FHASE 1| 6TH & FINALBILL
1239 4310005182 |Factory Buildings [GBA - PHASE 111 - 4TH & FINAL BILL
1240 4410013277 Factory Builtings [Mezzanine Fipar in &anx © Areawest Side)
1241 4310012000 |Factory Buildings [Mezzanine Fioor in AuxC ares|East Side)
1242 4410012991 Factory Bullgings [Mezzanine Ficar herween Campressor Anom & PLIC
1243 aatcotao0z g Flwar in front of 161
1244 aaiponasas v Bulining: Ficar in Plart Roam
1245 as10013524 g Fioar in Ruad Cemer
1246 4410013547 Facrory Bulidings Encinsare fe 50T
1247 asto0aa287 v Building fior in the om
1248 4410014318 Fartory Bulinings Evrension af Cable Raom
1249 sa1000a715  [Factory Buildings [Wouden Partition betwesn EWSD area & PN area
11250 4410014752 Fartory Bulldings i of Sermp Yard
1251 0015552 |Fasctory Buildings False Cuiling in Siores Avea
1252 2210018356 |Farrory Bulinings [Materinl Keeping Sned
1253 satcoamase g Floar in the Stores Area
- 1264 24100179148 Fartory Bulidings hm\'rml Keeping Shed
- [12557 aaso0igsal Figar in
(= 1256
[ - [129F 4410002714 Cffice Buildings [OFFICE & UTILITY BUIDING CN LEASEHOLD L
= 1258, 4410005079 [FALSE CEILING GAID SITATEX BOAAD
- (125097 aai001a283__ |office Building ¥ socal utllity bullding
- 1260 aa10014203  |Offier Auiidings Estension af DOC cenare
2 126; 4410014203 Office Buildings False ceiling work in the exin. of DOC centie
= 128
[-[1263 Lessehold Land [LERSE HOLD LAND.
= 1264 Lrasrhals Land Temal
(=] 1265 crand Tutsl

I
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Case Study 6: Cleaning database — Deleting the errors

Application area: Final Documentation & Reporting

Solution: Go To (Special) - Formulas with errors

Example:
A B C D E F G H I

1 Q107 0207 Q307 Q407 Q108 Q208 Q308 0408
2 | Andhra Pradesh 483 273 486 166 974 509 474 737
3 | Arunachal Pradesh 557 315 271 526 462 86 837 930
4 | Assam 99 738 634 412 192 459 823 88
5  Bihar 330 959 46 842 " #DIv/0! 68 )| 688
6 | Chhattisgarh 852 106 162 208 660 506 523 140
7 | Goa " #REF! 435 636 826 752 891 962 745
8 | Gujarat 901 865 104 1 394 410 400 450
9 | Haryana 607 218 995 297 38 609 773 245
10 | Himachal Pradesh 747 299 559 840 718 I 35 I 99

11 | Jammu and Kashmir 456 " #DIV/0! 179 byl 963 783 T 364 709
12 | Jharkhand 505 512 358 236 " #DIV/0! 886 303 862
13 | Karnataka 11 856 646 539 186 669 4388 919
14 | Kerala 690 448 862 850 874 655 189 598
15 | Madhya Pradesh Al 182 645 133 464 184 791 503
16 | Maharashtra 748 477 751 961 493 828 856 96
17 | Manipur 79 196 104 32 451 37 430 253
18  Meghalaya 591 285 647 358 995 956 75 528
15 | Mizoram 429 21 291 539 744 " #DIV/0O! 211 687
20 | Nanaland 397 97 330 136 14 AAR A4l HR4

Step 1: Select data -> Press <Ctrl> <G> together to activate “Go To” box ->
Choose “Special” button from the “Go To” box

A B C D E F G H |

1 Q107 Q207 Q307 Q407 Q108 Q208 Q308 Q408
2 | Andhra Pradesh 483 273 486 166 974 509 474 737
3 | Arunachal Pradesh 557 315 7 526 467 86 837 930
4 | Assam 99 738 634 412 292 459 813 288
5 | Bihar 330 959 46 842 '#DIVJ’UL 68 o 688
6 | Chhattisgarh 852 —108 167 208 AEQO LiTY 523 140
7 | Goa " #REF! GoTo (== 962 745
8 | Gujarat 201 Goto 400 450
3 | Haryana 607 " 773 245
10 | Himachal Pradesh 747 99

11 | Jammu and Kashmir 456 | # 364 709
12 | Jharkhand 505 303 862
13 | Karnataka 11 | 488 919
14 | Kerala 690 189 598
15 | Madhya Pradesh 21 - 791 503
16 | Maharashtra 748 Reference: ] 856 96
17 | Manipur 79 430 253
18 [ Meghalaya 591 75 528
19 | Mizoram 429 ) ] (wntmcte] 211 687
20 | Nagaland 397 TUYZTTTTISUTTTSETTF 658 643 584
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Step 2: Choose “Formulas” with “Errors”

o

Go To Special
Select

() Comments () Row differences
() Constants () Column differences
@ Formulas () Precedents

[T] Mumbers ") Dependents

[ Text (@) Direct only

[ Logicals All levels

() Last cell

" Blanks

() Current region

~) visible cells only.
() Conditional formats

() Current array () Data validation
() Objects @ All
Same

=

Step 3: The above mechanism helps select all the cells with errors
simultaneously. Pressing <delete> key will help delete the errors in one go.

A B c D E F G H 1
1 0107 Q207 Q307 Q407 Q108 Q208 Q308 Q408
2 | Andhra Pradesh 483 273 486 166 974 509 474 737
3 | Arunachal Pradesh 557 315 7N 526 462 86 837 930
4 | Assam 99 738 634 412 292 459 823 288
5 | Bihar 330 959 46 842 &8 231 688
6 | Chhattisgarh 852 106 162 208 660 506 523 140
7 | Goa " #REF! 435 636 826 752 891 962 745
8 | Gujarat 901 865 104 1 394 410 400 450
9 | Haryana 607 218 995 297 38 609 773 245
10 | Himachal Pradesh 747 299 559 840 718 35 99

11 | Jammu and Kashmir 456 " #DIV/O! 179 281 963 783 164 709
12 | Jharkhand 505 512 358 236 " #DIV/0! 886 303 862
13 | Karnataka 11 856 646 539 286 669 488 919
14 | Kerala 690 448 862 850 874 655 189 598
15 | Madhya Pradesh 21 182 645 133 464 184 791 503
16 | Maharashtra 748 477 751 961 493 828 856 96
17 | Manipur 79 196 104 2 491 237 430 253
18 | Meghalaya 591 285 647 358 995 956 75 528
19 | Mizoram 429 21 291 539 744 " zD1v/01 211 687
20 | Nagaland 397 92 330 136 14 688 643 584
21 T B T 24 s 1 I
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L= RN = T R SRR TR S R

M HESIEEEE =S
S| W | - o g el e Y

A

Andhra Pradesh
Arunachal Pradesh
Assam

Bihar

Chhattisgarh

Goa

Gujarat

Haryana

Himachal Pradesh
Jammu and Kashmir
Jharkhand
Karnataka

Kerala

Madhya Pradesh
Maharashtra
Manipur
Meghalaya
Mizoram

Nagaland

B C D E F G H 1
Q107 0207 Q307 Q407 Q108 0208 Q308 Q408
483 273 486 166 974 509 474 737
557 315 27 526 462 86 837 930
99 738 634 412 292 459 823 288
220 959 46 g4z [ ] 68 221 688
852 106 162 208 660 506 523 140
435 636 826 752 891 962 745
901 865 104 1 394 410 400 450
607 218 995 297 38 609 773 245
747 299 559 840 718 35 99
456 179 281 963 783 364 709
505 512 358 236 886 302 862
11 856 646 539 286 669 488 919
690 448 862 850 874 655 189 598
21 182 645 133 464 184 791 503
748 477 751 961 493 828 856 9%
79 196 104 2 491 237 430 253
591 285 647 358 995 956 75 528
429 21 291 539 744 211 687
397 92 330 136 14 688 643 584
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Case Study 7: Filling up Blank cells with appropriate date
pieces to enable use of Filter & Pivot table

Application area: Preparing ERP downloaded raw data file (e.g. Vendor
Master, Transaction files) for further analysis

Solution: Go To (Special) - Blanks

Example:
A B C

1 Vendor details  (Excerpts)

2

3 | Supplier Number Supplier Name Transaction Amt. Rs.
A4 707256 D.C. Power System 125279

5 32080

6 136529

7 45305

8 712157 ATMA Tele Power Limited.. 108411

9 171781

10 156918

11 |712157 ANZ Tele Power Ltd 74676

12 110210

13 20866

14 43500

15 193193

16 777826 Agile Technologies 111433

17 56903

18 144393

Step 1: Choose affected range of columns/cells

A B =
1 WVendor details  (Excerpts)
2
3 |Supplier Number Supplier Name Transaction Amt. Rs.
4 |707256 D.C. Power System 125279
5 32090
6 136529
7 45305
8 (712157 ATMA Tele Power Limited.. 108411
9 171781
10 156918
11 (712157 ANZ Tele Power Ltd 74676
12 110210
13 20866
11 48500
15 193193
16 777826 Agile Technologies 111433
17 56903
18 144393
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Step 2: Press <Ctrl> <G> together to activate “Go To” box -> Choose “Special”
button from the “Go To” box

| A | B | c | b
1 |Vendor details  (Excerpts)
2
i Supplier Number Supplier Name Transaction Amt. Rs. I
| 4 |707256 D.C.Pou g To ' )
| 5 | —
6 Go to:
I -
i 712157 ATMA T
EN
| 10 |
£71215? ANZ Telg |
12 |
LE Reference:
|14
15
E???szs Agile Ted| [ Spedial... ] [ o ] [ Cancel ]
17 — =
13| 144393 |

Step 3: Choose “Blanks”

A | B | c | b
Vendor details  [Excerpts)

'g
oo sonr] Go To Special il

707256 D.C.Po

() Row differences

Column differences

© Precedents
712157 ATMA Mumbers Dependents
Text (@) Direct only
Logicals All levels
712157 ANZ Tel| Errors @) Lastcell

(") Vigible cells only.
() Conditional formats

() Data validation

[5l5 8 s s[2]s[e = |[alo]a e n]~

@ al
777826 Agile TH| e
17
18
19 228612 K Jindal?
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Step 4 Write formula in the first selected cell keeping the "Blank" range
selected -> Press <Ctrl> <Enter> together to fill the formulas in the entire
region of "Blank" range selected

A B C
1 Vendor details (Excerpts)
2
3 _S'EEEUELE}_{”,EH Supplier Name Transaction Amt. Rs.
4 EEZ%.S,E‘, ’’’’’’ dD.C. Power System 125279
5 |=aq| 32090
6 136529
7 45305
8 (712157 ATMA Tele Power Limited.. 108411
9 171781
10 156918
11 (712157 ANZ Tele Power Ltd 74676
12 110210
13 20866
14 48500
15 193193
16 |777826 Agile Technologies 111433
17 56903
18 144393

B C

1 Vendor details (Excerpts)
2
3 |Supplier Number Supplier Name Transaction Amt. Rs.
4 707256 D.C. Power System 125279
5 D.C. Power System 32090
b |707256 D.C. Power System 136529
7 |707256 D.C. Power System 45305
8 |712157 ATMA Tele Power Limited.. 108411
9 |712157 ATMA Tele Power Limited.. 171781
10 (712157 ATMA Tele Power Limited.. 156918
11 712157 ANZ Tele Power Ltd 74676
12 (712157 ANZ Tele Power Ltd 110210
13 (712157 ANZ Tele Power Ltd 20866
14 | 712157 ANZ Tele Power Ltd 48500
15 | 712157 ANZ Tele Power Ltd 193193
16 |777826 Agile Technologies 111433
17 |777826 Agile Technologies 56903
18 |777826 Agile Technologies 144393
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Case Study 8: Debtors Ageing

Application area: Preparing ERP downloaded raw data file (e.g. Vendor
Master, Transaction files) for further analysis

Solution: VLOOKUP(lookup_value, table_array, col_index_num,
range_lookup) with range_lookup as <True>
Example:
A B G D E
1 Days Due for: |Ageing Bracket: Reference Table-
2 200
3 23 Due for More than equal to Age Bracket
4 43 0 0-30
5 189 31 31-60
6 96 61 61-90
o 91 91-180
8 181 >180
qQ
Step 1: Write =VLOOKUP() and choose lookup_value
' A B G D E
1 _Q_a_\_w._:_ Due for: _JAgeing Bracket: | Reference Table-
2} 200/=VLOOKUP(AZ |
3 23| [VE0rE ook vaus Bl sy, colide o, [0 vl r IViore than equal to Age Bracket
4 43 0 0-30
5 189 31 31-60
6 96 61 61-90
7 91 91-180
8 181 =180

Step 2: Choose table_array i.e. “reference table” on the right as shown, press
<F4> to lock the range ($)

A

Days Due for: |Ageing Bracket: |

1

2 ?_00]=VLOOKUPIA2,D3:ES
3 23| (MooKkuPles

4 43

5 189

6 96

7

8

ahur, table. array. col_inde_rum, [range |
mloa. able. sy, o indiepum, (NgR.

D

Reference Table-

More than equal to | _ Age Bracket |
0 0-30
31 31-60
61 61-90
J 91 91-180
E 181 >180
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A G D E
1 Days Due for: |Ageing Bracket: [ | Reference Table-
2 200 =VLOOKUP{A2.SD53:SE58|
3 23| [HEoniesiup e ble anay, sl nde e g sl More than equal to Age Bracket
4 43 0 0-30
5 189 31 31-60
6 96 61 61-90
i 91 91-180
8 181 >180

Step 3: Choose col_index_num as 2 since “Age Bracket” values are in the
second column of the “Reference table”

A B | G D E
1 Days Due for: |Ageing Bracket: | ‘ Reference Table-
2 200|=VLOOKUP(A2,5D53:SES8,2
3 23| V0K leckup ol tbleey. colindex oom. Lenee looluel Jr Vlore than equal to Age Bracket
3 43 0 0-30
5 189 31 31-60
6 96 61 61-90
7 91 91-180
8 181 >180

Step 4: Choose range_lookup as <True> since the “Reference table” refers to
a data in “greater than equal to” format in the first column and is sorted in
ascending order

A B c D E F
1 Days Due for: |Ageing Bracket: | | Reference Table- |
2 200 =VLOOKUP{Q2.SDSS:SESS,2J
3 23| ey e _'f,-.‘;‘"’.l.‘.;ﬂ!ﬁ.'.,f.‘..‘,....]\ Tkt = iR
4 43 AFALSE - Exct i 0 ' ] 0-30 [
5 189 31 31-60
6 96 61 61-90
7 91 91-180
8 { 181 >180
9

A

B

D

1 Days Due for: |Ageing Bracket: | | Reference Table-

2| 200|=VLOOKUP(A2,5DS3:5ES8,2, TRUE)

3 23| [VIOSKUPlockup. e iblearray, colindecium lergelookusl | More than equal to Age Brac
4 43 0 0-30
5 189 31 31-6(C
6 96 61 61-9C
7 91 91-18
8 181 >180
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Step 5: Drag the formula so written to subsequent cells downwards to pull the
“Ageing Bracket” value based on “Days due for”

A B (& D E
1 Days Due for: |Ageing Bracket: | Reference Table-
2 200 >180
3 23 0-30 Due for More than equal to Age Bracke
4 43 31-60 0 0-30
5 189 >180 31 31-60
6 =VLOOKUP(A6,5D53 :$E|$8,2,TRUE) 61 61-90
7 ‘ VLOOKUP(lookup_value, table array, col_index_num, [range _lockup]) | 91 91_180
8 | 181 >180
[
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Case Study 9: Finding Instances of Duplicates

Application area: Finding how many times a particular Invoice No. / Voucher
No. may have been duplicated

Solution: COUNTIFS(criteria_rangel, criterial, criteria_range2, criteria2 ...)

Example:
Step 1: Write =COUNTIFS() and choose criteria_rangel as illustrated.
A LB
1 InvoiceNo. _ Count
2 [AK/G/00122  |=COUNTIFS(A2:A9
3 iAK/G/OOl?? é | COUNTIFS{criteria_rangel, criterial, ...) |
4 |AK/G/00122 |
5 {AK/G/00100 |
6 |AK/G/00155 |
7 |AK/G/00133 |
8 |AK/G/00133 |
9 |AK/G/00122 |
10
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Step 2: Press <F4> to lock the selected range ($)

| A B C
1 InvoiceNo. _ Count

2 [AK/G/00122  |=COUNTIFS($A$2:3ASY
a JEAKIG/OO.‘].?? [COUNTIFS(criteria_ranged, criterial, ..) |
4 |AK/G/00122
5 {AK/G/00100
6
7
8
9

'AK/G/00155
| AK/G/00133
AK/G/00133
'AK/G/00122

iy e L e e b

!
!
i
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!

Step 3: Choose criterial as the Invoice No.

| A . B | ¢ | D
Invoice No. Count

'AK/G/00122 =COUNTIFS($AS2:$A%9,A2)
AK/G/00177 | COUNTIFS(criteria_rangel, criterial, [criteria_range2, ...) |
AK/G/00122
'AK/G/00100
'AK/G/00155
AK/G/00133
'AK/G/00133
AK/G/00122

W o0 N B W N

-
-

Step 4: Copy the formula and paste it subsequent cells as shown.
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A B
[Invoice No. Count
AK/G/00122
AK/G/00177
_AK/G/OOIZZ
'AK/G/00100
'AK/G/00155
_AK/G/00133
AK/G/00133
AK/G/00122

W 00 o B~ WN -

W NP P2 W R W

-
-
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Case Study 10: Removing Duplicate Names to arrive at
unique list

Application area: Preparing a list of vendor names, client names, product
names

Solution: Remove Duplicates

Example: Eliminating duplicate names will help us arrive at a list that has
unique names

W 00~ |h | W N =

e | e
W N e O

A

A

Vendor Names

EXCEL NEXT

ATMA Tele Power Limited..
Agile Technologies
EXCEL NEXT

K Jindal.

M/s. D.P. Tron Pvt Ltd.
KK MONDAL

ABC Corporate

EXCEL NEXT

SAM Telecom

SAM Telecom

D.C. Power System
Agile Technologies

Step 1: After choosing the data set, DATA tab -> “Remove Duplicates"

as Data Review View
._{_ﬂ Conmections || g q &=
AlZ
2 =, 2 31k
7 Properties
i Z
resh o Al' Sort
i~ == EdIL LInks
Connections

Developer

i> Reapply
Filter
Y_,? Advanced

Sort & Filter

Text to | Remove
Columns 'Duplicates
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Step 2: The resulting dialog box with “Vendor Names” ticked on should be
continued with.

A |
Vendor Names

EXCEL NEXT

|ATMA Tele Power Limited..
|Agile Technologies

EXCEL NEXT [

1
2
3
4
5

6

.
8
9

10

K Jindal.

M/s. D.P. Trg
KK MONDAL
ABC Corpora
EXCEL NEXT

4

11
12
13

:SAM Teleco

SAM Teleco

D.C. Power

14

15 |
16 |

17

Agile Techn

Remaove Duplicates
4

=<1

To delete duplicate values, select one or more columns that contain duplicates,

= selectall | [ £= Unselect Al

My data has headers

Columns
Vendor Names
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Step 3: “Remove Duplicates” keeps the first instance of the unique name and
deletes the duplicates occurring thereafter.

A
Vendor Names
EXCEL NEXT
ATMA Tele Power Limited..
Agile Technologies
K Jindal.
M/s. D.P. Tron Pvt Ltd.
KK MONDAL
ABC Corporate
SAM Telecom
D.C. Power System

WO (00~ | [ W (N

= e e
WM = O

=
iy

la
-
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Case Study 11: Pivot Table - |

Application area: Multi-dimensional Data Analysis on Columnar data sets.
E.g. Fixed Asset Register, Sales, Purchase, Goods Dispatch, Employee

Master, Payroll

Solution: Pivot Table - Basic

Example: Given below is a snapshot of a data set of employees of a company
with details of date of join, name, salary, department, performance rating and

age.
A B C D E F
1 Dol Name Salary p.a. (US$) Division | Rating Age
2 22-Jun-80  [AbduSalaam, Ismael 38,261 | HFD 3 57
3 24-Jan-83 Abney, Jeffery 82,135 | RAD a 27
a 16-Feb-73 Adams, lennifer M 24,566 | HFD 1 33
5 8-Jun-72 Adams, Sally 15,097 | CDFD 5 31
6 25-Sep-80 Adams, Vanessa Y. 38,038 | HFD 1 43
7 2-Mar-98 Alexander, Amy H. 72,682 | RAD 3 50
8 23-May-82 |Allen, Rebecca 3,53,556 | ED 5 34
9 10-Jul-99 Allen, Sharon 55,089 | RAD 2 52
10 2-May-95 Allen, William Brent 2,65,746 | COFD 1 48
11 24-Aug-77  |Alligood, Cynthia 98,527 | RDD 4 26
12 20-Jan-69 Andrews, Darryl 20,337 | CDFD 1 32
13 25-Mov-87 |Applegate, Mary Alice 18,158 | CDFD 3 31
14 8-Aug-79 Ashcraft, Lynn F. 67,602 | RDD 3 45
15 22-Jun-73  |Avinalll, Ross J. 1,61,229 | CDFD 3 45
16 1-Mov-85  |Baker, Jacalyn L. 58,614 | HFD 3 52
17 26-Apr-76 Ball, Ruth Ann 50,056 | HFD 1 28
18 12-Oct-83  |Barber, Eva 1,21,317 | RAD 3 53
19 29.lan.87 Barden MNickwy F 932 149 | RAD 2 51
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Step 1: Choose entire data set and then INSERT Tab -> “Pivot Table”

7

Home Insert Page Layout Formulas Data Review View Dieveloper
- =, = z 3
LB e Dl QO €

|F'ruotTahI!e| Table Picture Clip Shapes SmartArt | Column Line Pie Ear Area Scatter Other Hype

- Art - - - - - ~  Charts~
|[iF PivotTable L IIIusT:raltions : Charts = Lir
jn;g PivatChart @ fx| 55089

T A B | c D E F
.1 Dol Name Salary p.a. (US$) | Division | Rating Age
7 22-Jun-80 AbduSalaam, Ismael 38,261 | HFD 3 57
3 24-Jan-83 Abney, leffery 82,135 | RAD 4 27
4 16-Feb-73 Adams, lennifer M 24,566 | HFD 1 38
:’; 8-Jun-72 Adams, Sally 15,097 | CDFD 5 31
7] 25-Sep-80 Adams, Vanessa Y. 38,038 | HFD 1 43
7 2-Mar-98 Alexander, Amy H. 72,682 | RAD 3 50
8 23-May-82 |Allen, Rebecca 3,53,556 | ED 5 34
é 10-Jul-99 Allen, Sharon 55,089 | RAD 2 52
10 B-May-95 Allen, William Brent 2,65,746 | CDFD ik 48

Step 2: “Create Pivot table” reconfirms selection of data range. Press OK.

A B C
1} Dol Name Salary p.a. (US$) | Div
2, 22-Jun-80 AbduSalaam, Ismael 38,261 | HFD
. —
3 — Create PivotTable m
I P—
4 1 3
5 | Choose the data that you want to analyze
6 || @ Select a table or range
- i QEEEENRCEE O 1 - Staff det: FRa
i~ (") Use an external data source
8 = Chooze Connectian
I et - =
9 1 1
i Connection narme:
10 1 I
- — | Choose where you want the PivotTable report to be placed
1 ' . |
— @ Mew Warksheet
= | (") Existing Worksheet
| Location:
||
||

LN NCC I LD

= Diall M.t A
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Step 3: A Pivot table shell template is created (left)

-n-wmn—-l
]

20

[ Pivotrable:

To build a report, choose
fields from the PivotTable
Field List

R Sheet2

01 - 563!

A B | ¢ | b ;__iPivntTahieﬁddLisf

Choose fields to add to report:

i

[[oea

[T|Mame

[|5alary p.a. (UsS)
[ |Division
[CIRating

[[age

Drag fields between areas below:
" Report Filter

3 Column Labels

14 RowLabels ¥ Values

[”] Defer Layout Update | dite |
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Step 4: Right-click on the report area and choose “Pivot Table options”

AN e [ c [ o | ¢
1 !
2 |
3
4 { ~ATahla
5 ‘Ivotlaoiel
6 1o build a report, choose
7| fiellcalibi ~|11 <A A" $ - % » |
g | _
: |
E:I Copy
12| B E Format Cells...
13 | g [#] Refresh
14 | = PivatTable Options...
5 [T Hide Field List
16 | —
17
18 |
19
20 |
21 |
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Step 5: Go to “Display” tab and activate the setting as mentioned - “Classic
Pivot Table Layout”

la 8 | c | o | e | r | @

—

PivotTable Options m

Name: | PivotTablel

| Layout & Format | Totals &Filters | Display | Prining | Data |

Display
Show expand/collapse buttons

Show contextual tooltips

Show properties in tooltips

Display field captions and filter drop downs
[¥]iClassic PivotTable layout (enables dragging of fields in the grid):

Show items with no data on rows
Show items with no data on columns

Display item labels when no fields are in the values area
Field List
() SortAtoZ

@ Sortin data source order

aa

Explanation: “Row Fields”, “Column Fields”, “Page Fields” and “Data Items”
(left) are template areas which exhibits area where the field lists (top right) will
subsequently be dragged and dropped to form Pivot Table report.
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A B F G H i PivotTable Field List
1 |
3 Choose fields to add to report:
3 Drop Column Fields Here [Cpea
a [|Name
5 g [T5alary p.a. (UsS)
6 o [T Division
= © [C|Rating
5 [Tage
gl Q
a| =
o 7 [Drop Data Iltems Here| 5
1n| ©
12 0 Drag fields between areas below:
13 2] “W Report Filter =4 columni
7 )
1
W
L
B o
16
17 {2 Row Labels % Values
18
19|
20
I — - [”] pefer Layout Update
M4k ¥ | Sheetd . 01 - Staff details < ¥J . | il

Explanation: “Row Fields”, “Column Fields”, “Page Fields” and “Data Items”
(left)are represented by “Row Labels”, “Column labels”, “Report Filter” and
“Values” (bottom right), respectively. The “Data Items” or “values” area
represents the region where all mathematical computations are performed —
Sum, Count, Average etc.
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[Compatiblty Mode] = Microsoft xcel " protTable Tools =018

Home Inset  Pagelayout  Formulas  Data  Review  View  Developer | Options | Design & - !

= @ | Bowe | Rymeows | (Dsee]
ZIAj . =g

‘.’d = Group Selection

8l -
¥ Ungroup .iﬂ Select = &l Formulas - -} =/-Buttons
PvotTable Active | . B %zl 5 Refresh Change Data . =
. Fiela ~ | T3 Group Field v Source= | 8 Move PivotTable | S OLAP tools - || |#F5) Field Headers
Group Sort Data = Actions Tools Show/Hide

H  ml PivotTable Field List

“Main Action area” where all
mathematical calculations are performed

Step 8: Select “Division” and drag/place it under “Row Fields” (left) or “Row
Labels” (bottom-right)

Ao l.n Ioweel o [ £ ] F ] .6 o PivotTable ield Lis .
1 Drop Page Fields Here

Z Choose fields to add to report: &3
3 1 [C]Do3
:———Drop Column Fields Here| |||[5um.

5 |PEMD [5alary p.a. (USS)
| 6 RAD [¥] Division
7 aD [|Rating
— [TAge
iCDFD ™ [ L4 | . |
el |DJIO ta Items Herg| ||
| 10 HFD =
| 11 LGAD

12 \RDD Drag fields between areas below:

13 | Grand Total ' Report Filter T Column Label
|14
|15

16
|17 5 Rowlabek 5 e
=2 Division =
119
|20
2 [ Defer Layout Update | Update
4 -4 b »| Sheet2 - 01 - Staff details ¥ r—
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Step 9: Select “Salary” and drag/place it under “Data items” (left) or “Values”
(bottom-right). Automatically, the “action area” will compute “Sum of Salary”

I c i PivotTable Field List -
1 | @
| Choose fields to add to report: -

i;Sum of Salary p.a. (US$) [[Da3

4 Division |~ [Total [CIname
5 |PEMD 5334524 [ Satary p.a. (USs)
6 |RAD 26944742 e

i [Rating
7 :ﬂ.D 8165899 [FlAge
3 ?CDFD B008462
9 |ED 4409016
10 |HFD 17360720 3
11 _LGAD 3373546
12 RDD 2114440 Drag fields between areas below:
13 Graru:l Total 9'571174';_" W ReportFilter £ column Labels
14
15 4
16
1?i 1 Row Labels x  Values
18 | Division - Sum of Salary...
19|
20|

i_ - [ Defer Layout Update

M 4 » ¥ | Sheet? 01 - stal .| 1]
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Step 10: To calculate “Head Count” or “Count” of “Salary”, double-click on the
heading “Sum of Salary” as marked

A B
1 Drop Page Fields Here |
2
3 |Sum of Salary p.a. fUSS}{JI
4  Division ¥ |Total
5 PEMD 5334524
6 |RAD 46944742
7 |AD 81658939
2 CDFD 2008462
9 ED 4409016
10 HFD 17360720
11 [LGAD 3373546
12 [RDD 21144401
13 Grand Total 05711749|

Step 11: As a result of the double-click, “Value Field Settings’ box gets
activated and from the “Summarize by” tab, one can choose “Count”
T ] Choose hields to add to

] . .
Value Field Settings ‘1 |2 [ |

Source Mame: Salary p.a. (USS) )

=RE-2N-N |

Custom Mame: |Sum of Salary p.a. (USS)

Summarize by | Show values as

Summarize value field by

Choose the type of calculation that you want to use to summarize
the data from selected field
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| | Choose fields to add t

Value Field Settings | |2 [ S

Source Mame: Salary p.a. (USS)

R=NE=a1Y |

Custom Mame: |Count of Salary p.a. (US5)

Surnmarize by | Show values as

Summarize value field by

Choose the type of calculation that you want to use to summarize
| the data from selected field

]'_ SUm

Average

I Max

Mir

Product

s
[ >

1

x ) (o

Mumber Format

Explanation: Resulting output data suggests “Count of Salary” indicating a
total of 417 employees

| A N

1 Drop Page Fields Here |
2

3 |C‘n-[mt of Salary p.a. {USS) 'JI

4 Division = |Total
5 |PEMD 32
o |RAD 148
7 |AD 41
8 |CDFD 438
9 |ED 17
10 \HFD 112
11 LGAD 13
12 RDD ]
13 Grand Total 47
14
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Step 12: Based on the headcount (absolute numbers), if % is to be computed,
double-click, “Value Field Settings’ box and from the “Show Values as” tab, one
can choose “% of Total”

—

Value Field Setti l
alue Fie |ngsﬂ.

N
Source Mame: Salary p.a. (USS)

Custom Mame: |Count of Salary p.a. (USS) |

Show values as

Show values as

E|
Base field: Base item:

I -
Marne

Salary p.a. (USE)

Division
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Choose fields fo add §

—

Value Field Settings l
Y

! Source Mame: Salary p.a. (USS)

1 | Custom Mame: |Cuunt of Salary p.a. (US5) |

| Show values as

E Show values as

Mormal

1 %4 Difference From

D Rurning Total in

% of row |
%o of column

|

Index

A Faurg 1 | |

Age

> 1]

m

.1

Mumber Format

2
4
i

Explantion: As a result, the total workforce headcount is displayed in % format

yiy B
1 | Drop Page Fields Here |
2
3 |Enuntnf5n.fm}rp.n. {USsSs) ’JI
4  Division = |Total
3 |PEMD 7.67%
o |RAD 35.49%
7 |AD 9.83%
8 |CDFD 11.51%
9 |ED 4.08%
10 HFD 26.86%
11 LGAD 3.12%
12 RDD 1.44%
13 Grand Total 100.00%
14
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Case Study 12: Pivot Table — II

Application area: Creating Pools — Debtor Ageing, Salary Pools,

Solution: Pivot Table — Advanced (Grouping)

Example: Based on the previously generated Pivot Table report template.

A B ; i E G H i PivotTable Field List
1 Dr Here |
3 Choose fields to add to report:
= Fields Here [[1Do1
a = [|Name
5 oy [T5alary p.a. (UsS)
5 o || Division
= b [C|Rating
B 6 [Tage
& O
El =
o 1 [DropData Iltems Here| |3
1 1
12 0 Drag fields between areas below:
13 0 “W Report Filter =4 columni
&5
14 ™
S o
16
17 il Row Labels % Values
18
19|
20
e - —- | | [T] Defer Layout Update
M 4 » »| Sheet2 - 01 - Staff details ¥ I ]

Step 1: Select and Drag “Age” from “Pivot Table Field List” (top-right) to “Row
Labels” (bottom-right) to get the ages listed vertically as shown.
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. _a [ 8 | ¢ | b [ E [ F | G _ H iglPuosleFicldLit
1 Drop Page Fields Here | -
-2 Choose fields to add to report: E
3_|—_ i [[]De3
=1 Prop Column Fields Here =5
.5 '25 [Tl5alary p.a. (USS)
- [|Division
': 1 i: 3 [F|rating
s = S
| 29
,10 30 | L | =l Y I | B | .
1| al Prop Lata ltems nere — -
12 32| Drag tween areas below:
13| 33 ¥ ReportFiter i columnLal
£ 3
15| 35|
2o 24
_1?_ 37| 42 Row Labels X Values
18| 38 - =
19| 39
20 | 40|
A 41 [] Defer Layout Update
4 4 » | sheet2 - 01 -Staffdetals 73 Z N m

Step 2: Right-click on the heading “Age” and choose “Group” from the resulting
options box.

A B C D E F G
1 lcaibi <11 - A" 2" $ - % jHe'e |
2 .
3 B T =i-5-A-% 0% -
s orop-oorarm Fields Here
5 53 | Copy
& @ Farmat Cells...
7 |#] = Refresh
8 Sort »
El Filter >
= 2
v | Subtotal "Age” t 11

11 ems Here
12 Expand/Collapse 4
13 & Group.. I
14 @ | Ungroup...
15 Move 3
16 'X Remoyve “Age”
17

Field Settings...
18 %

PivotTable Options...
-0 \E| Hide Field List
21 41|
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Step 3: Keeping the preferred Interval as “10”, press OK.

A B c D E F G
1 Drop Page Fields Here |
2
R -
+— Prop Column Fields Here
5 25
& 26
! [ Grouping )Y
g
g Auto [
10 [¥] starting at: | EF :._ .
1 [@]Endngat: |57 tems Here
12 By: 10 L
13 |
14 [ oc || camca |[f
15 — A
16 F
17 37
18 38
19 39
20 40
21 1

Resulting Output:

A B C D E F G

Drop Page Fields Here

2 ———1Drop Column Fields Here

25-34
35—44 | Y e i | W] | -
45-54 Urop ata Items rere
35-64
Grand Total

L= = T (R = T B R TR R S B ]

b
=
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preferred Interval as “10”, press OK.

Step 4: Keeping the

19

21

18|

20|

44+ | Sheet2 ./ 01-Saff detals %

LA | B c H ! . iPEvUETEhEE Field List X
1]
2 Choose fiekds to add to report:
3 Division v [Cpe)
4fge  ~lpeD  RAD LGAD RDD Grand Total [CName
5 253 [lsalary paa. (U58)
6 |35-44 e WP . NPT TR I AR NS 1 IR E:";“"
1 [ 1 ating
7sw  |JrOP Data [tems fere e
8 |55-64 I
9 | Grand Total
10
1
12 Drag fields between areas below:
13| ¥ Reportfiter £ ColumnLabels
14 Division -
15 4
16
17 [ RowLabels I Valu

Age

[ Defer Layout Update

Step 5: Select and Drag “Division” from “Pivot Table Field List” (top-right) to
“Column Labels” (bottom-right) to get division-wise age-bracket wise template
report

1
2
3
4
5
6
7
8
5

A

[age |PEMD

AD

E
Drop Page Fie
CDFD ED

~

25-34
35-44
45-54
55-64
‘Grand Total

N e
DIl

{

™ L
Ldl

Q)

—
(D

ld'
P A
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Step 4: Select and Drag “Name” from “Pivot Table Field List" (top-right) to
“Values” (bottom-right) to get age-bracket division-wise headcount of
employees

[ A 8 c b_| e | G H Vg PivotTable Field Lis v x

1 Drop Page

2] Choose fields to add to report:
5 | count of Name [Division = |

4 nge |v]emD  RAD AD CDFD ED HFD LGAD RDD. (1601

5 |25-34 ] 45 [ 15 6 7 5 [Name

§ 3542 1 2 1 1 1 b 1 [Clsalary p.a. (U55)

7 |45-54 11 48 18 12| 5.| L 3 F—

8 |55-54 1 13 2 5 1 12 3 [CIRatng

o Grand Total 32 148 2 a8 17 112 13 =| ([#lage

10

1|

12 |

13|

14 | Drag fields between areas below:

15 " Report Filter = Column Labels
1 Division o
17 |

18 |

19 |

20 | ] Row Labels E  Values

2 + Age A Count of Mame ¥
2|

2|
o S S S—— || Defer Layout Update

W 4+ M| Sheet2 - 01 -Staff detals ¥ - [ m
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Case Study 13: Pivot Table - IlI

Application area: Creating date-wise reports for stock in hand, purchases,
sales, transactions, date of joining, date of payment disbursements

Solution: Pivot Table — Grouping

Example: Based on the previously generated Pivot Table report template.

A B £ D E F G H i PivotTable Field List v X
i Drop Page Fields Here I
2 Choose fields to add to report:
3 \ lumn Fields He [pa
4 i [T|Name
5 ~ [T]5alary p.a. (USE)
6 O [|Division
5 O [CRating
Py [Cage
5 O
5| %
o 7 DropData ltems Here| |
11 (D
12 :. Drag fields between areas below:
13 @ " ReportFilter Z Ccolumn Labels
Z8
14 ™
5|
16
17 ] RowlLabels % Values
18
19|
20
= = e = = — [} Defer Layout Update
W 4+ M| Sheetd . 01 - Staff details ¥ i m

Step 1: Select and Drag “DoJ” from “Pivot Table Field List” (top-right) to “Row
Labels” (bottom-right) to get the dates listed vertically as shown.

887




Compendium of Generic Internal Audit Guides

| A B8] ¢ | b | E PivotTable Field List v x
i E
1 Choose fields to add to report: e
2 7003
3 |:|Name
— Drop Column Fjsess e
Ll ! [T Division
i| 14-Nov-66 [[|rating
6 | 21-Nov-66 W=
7 27-Nov-66
8 | 13-Dec-66
i| 21-Dec-66 Drag fields between areas below:
10 |  6-Jan-67 — — " e ' ReportFilter HH Column Labels
s | —_— B ",
ul vl | JTOQD dld 1€
12| 25-Mar-67 '
13 | 25-Apr-67 2] RowLabels T Values
14 13-May-67 Do) X
15| 6-Juk67
16| 8Jul-67
M 4+ ¥| Sheet2  01-Staff detais _~+J Il Dtesrtapod ot

Step 2: Right-click on the heading “DoJ” and choose “Group” from the resulting
options box.

Al 8| c | b |

1 Drop Page Fiel
2 Calibi ~ 11 ~ A" A" $ - % v F
3 B 7 v S - A - B m
4 |DoJ ] =1 vp—vwd

53 Ccopy
> 14-N @ Format Cells...
6 21-N

|#]  Refresh
7 27-N sort v
8 13- Filter L]
9 21—[|z| Subtotal "DoJ”
10 6-] Expand/Collapse 3 1 _
11| 15-M % Group.. ITal
12 | 25-N ¥ Ungroue.. |
13 | 254 Mo ’

X Remove "Dal”
14 | 13-N

@5 | Field Settings...
15 6 PivotTable Options...
16 8'@ Hide Field List |
R Sheatd 701 - Gtaff detals L vl | aff detals TE -
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Step 3: Choose “Months” and “Years” and press “OK” button.

A B C D

Drop Pagg

D Col
M__Eﬂr&LOL

Grouping

Auto

[V] starting at: | 11/14/1956
erdng o

By

Seconds -
Minutes
Hours

DaEs
Euarters

-

Mumber of days:

Q)

R Al i e H|E|“°|°°|"*~'|°"|“"|"“ S

A B C D E

1 Drop Page Fields Herd
2

3

e Tas] Prop Column
5 | =1966 Nov

6 Dec

7 =1967 Jan

8 Mar

9 Apr

4y May ™~ L .~ _ g« _ i
1 Jul DIopD Udald |11
12 Aug

13 Sep

14 Dec

15 | =/1968 Feb

16 Mar

17 May

18 Jun

19 Sep

20 Nov

21 |='1969 Jan
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Step 4: Select and Drag “Name” from “Pivot Table Field List" (top-right) to
“Values” (bottom-right) to get year-wise month-wise report on employee joining.

N
s

=
w

15
16

18

O 00~ |||

] Count of Nahe

l‘{ears
| #1966

' =1967

[y
[ ]

=y
L)

14

| =1968

17 |

Ei. Dol [~
Nov
Dec
lan

Jun

Total

e e e T e e T e O e T I B L Y

2

4 4 » M| Sheet2 - 01 - Staff detaildl

PivotTable Field List ¥

Choose fields to add to report: @
Dol

[¥Name

[Tsalary p.a. (USS)

[T |Division

[Trating

[lage

[FYears

Drag fields between areas below:

¥ Report Filter T column Labels
1] Row Labels ¥ Values

Years ¥ Count of Name
Dol

7] Defer Layout Update

Note: This Dates - Grouping strategy shall only work if the date is as per Excel
format. E.g. dates in DMY format - 22/7/2009 is not accepted as date by Excel
(unless default “Region & Language” settings under “Control Panel” have
been changed). To rectify the DMY format to Excel accepted MDY format, refer
case study 4
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Case Study 14: Pivot Table - IV

Application area: Creating Pools — Debtor Ageing, Salary Pools, Fixed Asset
- High value vs. Low Value

Solution: Pivot Table — Advanced (Grouping)

Example: Based on the previously generated Pivot Table report template

A B | C . D E F G H i PivotTable Field List v X
i Drop Page Fields Here |
3 Choose fields to add to report:
3 Drop Column Fields Here [CDad
4 ["Name
5 g [|5alary p.a. (USE)
6 2 [ |Division
7 v ["|Rating
A ["|Age
8 o]
8 <
o 1 [DropData ltems Herel |3
151 0]
12 o Drag fields between areas below:
13 o ¥ ReportFilter 4 Column Labels
T
14 m
W
L o
16
17 2] RowLabels % Values
18
19|
20
= : __L L L [ Defer Layout Update
M 4 » M| Sheet2 . (1 - Staff details -~ ¥J | il
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Step 1: Select and Drag “Salary” from “Pivot Table Field List” (top-right) to
“Row Labels” (bottom-right) to get Salaries listed vertically

| A | B | C 3 D : E | PivotTable Field List v x
= Drop Page Fields Here e -
] | | s
: I Drop Column Fiff =

4 |Salary p.a. (USS) |~ 0 olumn ri Saiarvpa.(uss}

5 | 10,898 ["Jpivision
6 11,043 iz:”g

7] 11,991 [F¥ears
8 | 12,365
9| 13,486

: 10 | 13,547 | o, YO ™ _ 1 _ 14 _ Drag fields between areas below:
11 weor [Dron Data [tell ¥ewme 5 om
12| se07] [0 T ]

13| 15,176

14 16,012 L

'15 | 17,201 f5] Row Labels E  Values
16| 17,224 Sbeypa b

18 | 17,975

) [”] Defer Layout Update

|4 4+ ¥ Sheet? < 01 -Staff detais %] (ML 1]
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Step 2: Right-click on the heading “Salary” and choose “Group” from the
resulting options box.

A B C D
1 Drob Paae Fields Herg
5 Calibri ~ 11 = A" A" $ = % » F
3 BIE-O-A-%0%
4 |5a|aryp.a meer (] = TOR DDIUIIIn
5 53 | Copy
6 ,ﬁ' Format Cells...
7 |#] = Refresh
8 Sort k[
: Filter _
10 |7| suptotal “salary p.a. (US5)"

o Expand/Collapse » ltg i
11 =
12 Group... it B
13 @ | Ungroup...
14 Move v |
15 X Remoye "Salary p.a. (US5)"
16 @5 Field Settings...
17 PivotTable Options...
= (2| wide Field List
* | - .

M 4+ | sheet2 -~ 01-Staffdetais ¥ JJNL.u [

Step 3: After changing the “Starting at” value to zero, and keeping the
preferred Interval as “100,000", press OK.
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A B C
1 Drop Page
2
: Drop C
4 |salary p.a. (USS$) Eh ro p c
5 10,898
5] 11,043
7 11,991
] Grouping 2
9 Auto
10 [7] startingat: | 4] |
11 [|Endingat: | 990976 L__)
12 By: 100000
13
14
15
16

Resulting Output:
A B C D
Drop Page Fields Here

[Salary p.a. (US$) E& D ro p Co | u m n

(0-99999
100000-199999
200000-299999
300000-399999
400000-499999
500000-599999
600000-699999
700000-799999
800000-899999
900000-999999
Grand Total

W~ s W N e

O
—
O
| |
"/
Q)
o
Q
=

b | | b |
Wik =0
|
i

[y
s

[y
(%)}

Step 4: Select and Drag “Name” from “Pivot Table Field List” (top-right) to
“Values” (bottom-right) to get salary-bracket wise headcount of employees
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A B

1 |
2

3 Count of Name h_
4 |..'7inilla|r!,r p.a. (USS) - |Total

5 | 0-99999 166

6 100000-199999 73

7 | 200000-299999 50
8 300000-399999 52

9 ' 400000-499999 26

10 500000-599999 15

11 600000-699999 14
12 700000-799999 10
12  800000-899999 7
14  900000-999999 4
15 | Grand Total 417
16

Step 5: Select and Drag “Division” from “Pivot Table Field List” (top-right) to
“Column Labels” (bottom-right) to get division-wise salary-bracket wise
headcount of employees

A B G D E F G H 1
1
2
3 Count of Name Division |~
4 Salary p.a. (US$) [~ | PEMD RAD AD CDFD ED HFD LGAD RDD
5 099999 15 39 19 16 5 66 4 2z
6  100000-199999 ) 22 6 19 3 13 2 1
7 200000-299999 3 23 3 5 3 10 3
8 | 300000-399999 3 19 6 6 4 12 2
9  400000-499999 2 11 4 1, T 1
10 500000-599999 2 T 2 1 1 1 1
11 600000-699999 11 1 2
12 700000-799999 8 1 1
13 800000-899999 5 1 1
14 900000-999999 3 1
15 Grand Total 32 148 41 48 17 112 13 6

Note: Any numbers (invoice amount, salary, account balance etc.) or date
based field can be grouped in Pivot Table if it is placed under “Row Fields” or
“Column Fields”
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Case Study 15: Developing Logical Statements (“IF")

Application area: Logical decision making, Data analysis

Solution: IF(logical_test, value_if true, value_if_false)

=IF(57, 5.7 ,@®)

Example: To find the list of suppliers whose amount due is less than Rs. 1.0
lac.

A B G |
1 | Supplier Name Amt. Rs. LessthanRs. 1.0 lac?
2 D.C. Power System 1,25,000
3 |ATMA Tele Power Limited.. 1,08,000
4 |ANZ Tele Power Ltd 75,000
5 | Agile Technologies 1,11,000
6 _K Jindal. 1,75,000
7 |Excel Next 5,000 E
8

Step 1: Insert “=IF(" formula. The starting parameter — “logical_test” refers to a
user defined question whose answer can be in True or False (Yes or No).

A B | C | D
1 Supplier Name Amt.Rs. LessthanRs. 1.0 lac?
2 D.C.Power System 1,25,000 | =IF(B2<100000)
3 | ATMA Tele Power Limited.. 1,08,000 [Fdesicaltest [value i truc] [value i fezc) |
4 ANZ Tele Power Ltd 75,000
5 Agile Technologies 1,11,000
6 Klindal. 1,75,000
7 | Excel Next 5,000
2

Step 2: The next parameter “value_if_true” refers to the message or action that
shall be displayed or activated, respectively, if the question's answer is
True/Yes. Any non-numeric message (e.g. Check, Yes, No etc.) should be
enclosed in a pair of double quotes (* ).
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1
2
3
4
3
6
7
?

A
| Supplier Name

B
Amt. Rs.

&
Less than Rs. 1.0 lac?

D

D.C. Power System

ATMA Tele Power Limited.. 1,08,000
|ANZ Tele Power Ltd 75,000
\Agile Technologies 1,11,000
K Jindal. 1,75,000
_Excel Next 5,000

1,25,000 |=IF(B2<100000,"Yes"

| IF(logical_test, [value if truel [value_if false]) |

Step 3: The next parameter “value_if_true” refers to the message or action that
shall be displayed or activated, respectively, if the question’s answer is

False/No.
A B G D
1  Supplier Name Amt.Rs. Less thanRs. 1.0 lac?
2 D.C. Power System 1,25,000 | =IF(B2<100000, "Yes","No")
3 ATMA Tele Power Limited.. 1,08,000 [Tlegiceltcst [value i irue], lvalue if fakel |
4 |ANZ Tele Power Ltd 75,000
5 Agile Technologies 1,11,000
6 Klindal. 1,75,000
7 |Excel Next 5,000
8
o]
Resulting Output:
1 Supplier Name Amt.Rs. LessthanRs. 1.0 lac?
2 \D.C. Power System 1,25,000 |No
3 /ATMA Tele Power Limited..  1,08,000 No
4 /ANZ Tele Power Ltd 75,000 |Yes
5 Agile Technologies 1,11,000 |No
6 _K Jindal. 1,75,000 |[No
7 \Excel Next 5,000 |Yes
8 5
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Foreword

Social audit is a way of measuring, understanding, reporting and
ultimately improving an organization’s social and ethical
performance. Social audit helps to narrow gaps between vision/
goal and reality, between efficiency and effectiveness and so
creates an impact upon governance. The success of process of
social audit lies in its potential to make certain aspects of
organizational activity more transparent to external stakeholders,
who may then be empowered to hold management accountable
for their actions insofar as they are affected by them.

Current social reporting initiatives are, therefore, to be judged on
the basis of whether they offer more emancipatory alternatives
that may improve the situation in terms of delivering greater levels
of organisational accountability. Chartered accountants can play a
vital role in the social reporting framework by ensuring the
effectiveness of the social audit program in non-corporate as well
as corporate sector, which in turn would contribute positively to the
society at large.

The Internal Audit Standards Board of the Institute has taken first
step in this direction by issuing this “Technical Guide on Social
Audit” that deals comprehensively with Social Audit as an efficient
tool for promoting accountability and the related concepts and
practices in detail.

| would like to congratulate CA. Rajkumar S. Adukia, Chairman,
Internal Audit Standards Board, CA. Naveen N.D. Gupta, Vice-
Chairman, Internal Audit Standards Board and other members of
the Board for bringing out this remarkable publication on this
emerging concept of social significance.

| am sure that the members and other interested readers would
utilise this publication and would surely take a lead in this emerging
area.

November 19, 2010 CA. Amarjit Chopra
New Delhi President, ICAI
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Preface

Increased transparency and pressure to extend the boundaries of
responsibility are highlighting the importance of clear organizational
policies to protect reputation and gain competitive advantage. Social
audit is based on the need of organizations to create a balance in
the way they plan and measure their commercial and non
commercial operations, and to prove that there is consistency
between what an organizations says it will do and what it actually
does. Social Audit redefines the meaning of viability from the narrow
financial profit and loss account to a broader set of values and
examines the procedure and performance of an organization’s
social and commercial actions in relation to its stated objectives
and its external and internal position. Organizations that apply
Social Audit adopt responsibility for issues broader than profitability
and accept that today’s organizations have to operate with
considerable care.

To support any mechanism, organizations, governments, tax
authorities, market regulators and stakeholders need to rely on
credible information flows if they are to operate effectively. The
mechanism of social audit is, thus, dependent on the support
provided by reporting and assurance. Chartered accountants have
a role to play by providing assurance to this mechanism through
assurance process. Definitely this leads to the need for our
members to maintain and expand their knowledge base on this
emerging area.

Considering the above, the Board has decided to bring out this
“Technical Guide on Social Audit’. This publication covers in detall
concept of social auditing, need for social auditing, various contexts
of social auditing, regulatory and voluntary codes for social audit,
framework for social auditing, role of chartered accountants in
social audit, data for social auditing and operationalizing social
auditing in India. It also includes sample social audit questionnaires
with respect to MGNREGA and a government educational
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programme. Appendix | illustrates indicators of social development
which have been defined under the Millennium Development Goals.
Appendix Il lists social indicators issued by the OECD and Appendix
[l includes various standards that have been introduced to serve
the purpose of social accounting/ reporting.

At this juncture, | am grateful to CA. Rajib Basu for sharing his
experience and knowledge with us and preparing the draft of the
Guide.

| also wish to thank CA. Amarjit Chopra, President and CA. G.
Ramaswamy, Vice President for their continuous support and
encouragement to the initiatives of the Board. | must also thank
my colleagues from the Council at the Internal Audit Standards
Board, viz., CA. Naveen N. D. Gupta, CA. Nilesh S. Vikamsey,
CA. Atul C. Bheda, CA. K. Raghu, CA. J. Venkateswarlu,
CA. Abhijit Bandyopadhyay, CA. Ravindra Holani, CA. Charanjot
Singh Nanda, Ms Usha Sankar, Shri Prithvi Haldea and Shri
Sidharth Birla for their vision and support. | also wish to place on
record my gratitude for the co-opted members on the Board, viz.,
CA. Sushil Gupta, CA. Smita Satish Gune, CA. Nagesh Dinkar
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Chapter 1
Concept of Social Auditing

Definition of Social Auditing

1.1 The term “Social Auditing” has been defined as a process
that allows any organization to assess its social impact and ethical
performance vis-a-vis its stated vision, mission and goals. It helps
the organization to set up measurement criteria for its social impact,
account for its social performance, report on that performance and
draw up action plans to improve that performance.

The “organization” being discussed here could be a corporate
body, government agency or any other agency whose actions or
decisions have a “social” consequence. The scope of social auditing
is not merely restricted to corporate decisions or actions that have
a “social focus”.

1.2 Some other definitions of “Social Auditing” provided by some
well known social organizations are as under:

“Social Auditing is a process that enables an organization to assess
and demonstrate its social, economic, and environmental benefits
and limitations. It is a way of measuring the extent to which an
organization lives up to the shared values and objectives it has
committed itself to. Social auditing provides an assessment of the
impact of an organization’s non-financial objectives through
systematically and regularly monitoring its performance and the
views of its stakeholders.™

“Social Audit is an independent evaluation of the performance of
an organization as it relates to the attainment of its social goals. It
is an instrument of social accountability of an organization. In
other words, Social Audit may be defined as an in-depth scrutiny

' Caledonia Centre for Social Development, United Kingdom.
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and analysis of the working of any public utility vis-a-vis its social
relevance.”

Characteristics and Principles of Social
Auditing

1.3 From the above definitions, it could be deduced that social
audits have the following characteristics:

) Audit of non-financial impact of the activities/ policies of an
organization;

) Audit in respect of the achievement of social objectives;

) Audit carried out from the point of view of various social
stakeholders (not merely owners) who can influence or are
affected by the activities of the organization; and Allows
comparability of organizations over time and between
stakeholder groups.

1.4 In the past, there have been substantial efforts to define
common themes in social audit. From the experience of all those
involved, a good social audit carries all the following characteristics?®:

(i) Improved social performance - This is the overarching
principle, and this refers to the continuous improvement in
performance by the organization relative to the chosen social
objectives as a result of social audit.

(ii) Multiple stakeholder perspective - It is important for all
groups affected or who affect the organization to be included in
the process of social audit.

(iii) Comparability - The process should allow for comparison
with other organizations, over time and between stakeholder groups.

z Centre for Good Governance — Andhra Pradesh.
Euro Coop General Assembly, Op. cit., May 1999, pp. 4-5. (Note: Principles 1
to 7 are common to all social audit models.)

906



Technical Guide on Social Audit

(iv) Comprehensiveness - The process should be designed to
collect all relevant materials and areas of concern should not be
left out simply because the organization would not like the result.

(v) Regularity of coverage - To facilitate comparability and to
demonstrate a commitment to the process, it should be regular,
with a frequency of once every two years.

(vi) Independent verification - Verification by independent
auditors gives the process credibility.

(vii) Transparent reporting - The result (or a synopsis) of the
social audit should be published so that the stakeholders can see
the results, and this will accordingly encourage openness.

Differences between Social Auditing,
Operational Auditing and Financial Auditing

1.5 The following are the major differences between Financial
Auditing, Operational Auditing and Social Auditing:

Financial Auditing

Operational Auditing

Social Auditing

e |t involves audit of
financial statements
and transactions.

e Coverage of non-
financial matters
limited only to those

e |t involves measuring
the operations and
processes of any
entity against
established oper-
ational standards and
suggesting ways and
means to improve

adherence to
standards.

e |t might also involve
suggestions for
resetting the

e It looks at the impact

caused on the
society by the
organization.

¢ |t takes an “outside-
in” approach of
looking at
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aspects that
provide additional
information to

stakeholders of the
business who are
mainly interested in
the financial status
of the entity.

operational standards
based on the
experiences of the
entity with respect to
its environment.

organization, dealing
more with how the
non-financial
stakeholders view the
business rather than
how the managers/
owners of the
organization plan it to

be.
e Financial Audit is|e Operational Auditing
done keeping in| is done basically to
mind the objective of [ report on operational
issuing an opinion| inefficiencies.
on the state of
financial of affairs.

e It deals mainly with | e It deals with the study |® It deals with the study

study of financial| of operational| of social impact
data. parameters of the| parameters, most of
organization. which can be

gathered from

outside the

organization which is
being audited.

Agencies for Conducting Social Audits

1.6 In India, due to lack of mandatory Auditing Standards in the
sphere of Social Audit, there are no pre-qualifications that can be
imposed on agencies that can act as Social Auditors, unlike the
spheres of financial audits and other forms of auditing.
Consequently, there are no accreditation standards, qualification
norms, eligibility criteria that can be applied to select agencies that
can act as Social Auditors in specific circumstances.

1.7 Nevertheless, there needs to be adherence to the basic
auditing principles by whosoever acts as a Social Audit agency.
Adherence to basic auditing principles can be achieved by
demonstrating a set of characteristics that the Social Auditor should
possess. Some of these are given below:
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(i) Independence and fairness - The Social Auditor should
have no stake in the outcome of the audit and should be totally
independent of the management of the organization being
audited.

(ii) Objectivity - The Social Auditor should be able to understand
the relevance of the various types of data available to him and
should be able to assess and interpret the data on some objective
basis and avoid subjective judgment.

(iii) Inquisitiveness coupled with a healthy skepticism - Social
Auditing is more an art than a science. It requires someone unwilling
to accept things at face value and capable of digging deeper to
uncover what lies beneath the surface.

(iv) Ability to understand programs in their wider social
context - Social performance must be understood within the context
of diverse stakeholders and a diverse set of perceptions, values,
objectives, etc. An effective Social Auditor must be both willing
and able to consider a variety of sources and perspectives to paint
a more comprehensive portrait of social performance.

(v) Expertise in social auditing - The Social Auditor should be
someone who possesses the right set of competence required in
conducting the various stages of social audits. He should be one
who possesses appropriate training and experience.

1.8 There are various agencies engaged in the conduct of Social
Audits in various scenarios. These could be independent agencies,
accounting firms, or other types of organizations (including
accredited agencies that fulfill certain qualification criteria) that
demonstrate the above characteristics.

On a broad scale, Social Auditing system can be thought of being
composed of some key players that have their own roles. Social
Auditor should be independent of each of the other players and
should have equal access to each of them, for effective discharge
of his role.
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Organisation

Implementing
Agencies

Stockholders

The Social Audit System: Key Players

The other important consideration for selecting any agency as a
Social Auditor is the ability of the agency to scale up to the
requirements of the Social Audit engagement either singly or
through a consortium*.

1.9 The Centre for Good Governance established by the Andhra
Pradesh Government has envisaged Social Audit to be done at
two levels. The first level is the Organizational Level and the second
is at the Civil Society level.

(i) At the Organizational Level, Social Auditing system has two
components namely, Internal and External:

° The Internal component deals with the creation and
maintenance of an independent information system that is
able to generate, capture and record data for measuring the
social impact of the organization (of the nature of Social
Accounting).

* The National Consortium on NREGA is a loosely federated collective of Civil
Society Organizations (CSOs) that have come together to try and make NREGA
a success. The Consortium seeks to move beyond the more traditional civil
society role of acting as a watchdog for NREGA.
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. The External component relates to the independent
assessment by an independent Social Auditor of the
information system and the information generated therefrom.

(i) At the Community or the Civil Society Level, a Social Audit
can be carried out by gathered independent data from stakeholders
on community values, social benefits, social capital and quality of
department/ programme interface with people. This is matched
with outcomes of Social Audit carried out at the organization/
department level. Based on the analysis, the programme or its
activities are oriented towards community/ society’s expectations.

The Audit at the Civil Society level tends to be intensive and as
such there is need to have trained hands at that level.
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Chapter 2
Need for Social Auditing

2.1 Social Auditing has emanated from the need for making the
organizations more responsible to people and communities and a
method to communicate the non-economic impact of organizations,
both good and bad, to the stakeholders and the society at large.
The fact that some organizations’ business decisions and activities
have deep impact on the community and the lives of the people
needs to be recognized and accounted for on the grounds of
social responsibility of the organization. In recent years, the scope
of the social audit has been expanding to include greater integration
of the social accounting processes, which involve a detailed
preparation and accounting of social accounts, targets, and
milestones.

Factors Leading to the Demand for Social
Auditing

2.2 Several factors have lead to the demand for Social Auditing
in recent times. Some of these are enumerated below:

. Reports by media on the negative impact of corporate bodies
and other institutions on the community, people and
environment.

° Increased awareness of consumers and consumer
organizations on the impact of their consumption pattern on
the corresponding actions of businesses and governments.

. Broadening of the concept of “stakeholders of organizations”

with the understanding that an organization affects far more
people than that was earlier envisaged.
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Objectives of Social Auditing

2.3 The broad objectives of any Social Audit engagement are as
follows:

Assessing the physical and financial gaps between needs
and resources available to meet targeted social objectives.

Creating awareness among beneficiaries and providers of
social and productive services.

Increasing efficacy and effectiveness of development
programmes.

Scrutiny of various policy decisions, keeping in view
stakeholder’s interests and priorities, particularly of marginal
sections of the society.

Estimation of the opportunity cost for stakeholders of not
getting timely access to public services.

The specific objectives of Social Audit engagements will, however,
depend upon the context of audit.

Benefits of Social Auditing

2.4 There are several benefits that Social Audit can bring to an
organization. Some of them are as follows:

Enhanced credibility: Social Audit enhances the credibility
of an organization with its stakeholders. For a corporate
enterprise it could mean enhancement of the brand image
which could result in higher equity with stakeholders. In
case of a positive report from the Social Audit, the value
added to the owners’ financial capital could far outweigh the
auditing cost incurred.

Helps in policy decision: Based on the Social Audit findings,
the policymakers of the organization could re-strategize for
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course corrections to ensure that its social impact is as
intended.

° Positive support from stakeholders: Organizations that
emerge with a positive Social Impact through their objectives
and actions tend to have a higher sustainability as they
enjoy the support of the social environment in which they
operate.

. Increased social focus — tool for risk management:
Organizations can better manage it’s risks, as it can enhance
its social focus by covering any adverse social impacts
highlighted by it in a social audit report.
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Chapter 3

Various Contexts of Social
Auditing

Government Programmes

3.1  The Central and the State Government agencies institute
several programmes from time to time under their development
initiatives. These programmes need Monitoring and Evaluation
systems to ensure that the resources that have been allocated are
used in the right manner to yield the desired results®.

CAG’s Audit and Social Audit’

3.2  Comptroller and Auditor General of India (CAG) has conducted
performance audits of most of the key socio-economic programmes
of the Government of India e.g., National Rural Employment
Guarantee Scheme (NREGS), National Rural Health Mission
(NRHM), Sarva Shiksha Abhiyan (SSA), Mid-day Meals Scheme,
Accelerated Rural Water Supply Programme (ARWSP), and
Pradhan Mantri Gram Sadak Yojana (PMGSY). CAG’s audits have
also covered several niche areas of public interest like, Consumer
Protection Act, Waste Management, Police Modernization Scheme,
etc. CAG’s audit of Government departments, offices, and agencies
in the States, dealing with implementation of Government schemes,
also touches upon the performance of schemes or their components
at various levels of the audit process.

CAG’s performance audit procedures have some connotations of
Social Auditing. However, the CAG audit procedures are designed
more from the point of view of the Government and the taxpayers

° One of the key objectives of the first phase of the project undertaken to
Support to Operationalization of the National Rural Employment Guarantee
. Act is building capacity for M&E systems including Social Audit.
Report of the Task Group on Social Audit: The Office of the Comptroller and
Auditor General of India, 2010.
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and not from the point of view of the beneficiaries of the
Government schemes. Social Audit system seeks to fill this void.

3.3 The Task Group on Social Audit formed by the CAG of India
envisages Social Audit initiatives at two levels. Firstly, Social Audits
carried out by Gram Sabhas/ Panchayats or local level Vigilance
and Monitoring Committees as stipulated by the Government in
the guidelines of various social sector programmes, and secondly
those carried out by civil society groups. In both these types, the
Social Auditors are in a position to obtain direct feedback from
beneficiaries on a large scale through Gram Sabha meetings, Jan
Sunwais, Sammelans and other oral evidence gathering methods
to ascertain the outputs of social sector programmes and pinpoint
grass root level failures. The Government of India has embedded
social audit in one form or the other (like, village level monitoring
committees/vigilance committees) in almost all the flagship social
sector programmes like NREGS, ARWSP, NRHM, MDM, etc.

3.4 There have been suggestions with respect to Social Audit
from the CAG’s office for:

) Social Audit findings to be used as inputs in the risk
assessment to be conducted for CAG audit.

. Including a summary of Social Audit reports in CAG’s
Performance Audit reports.

. Capacity building of Social Auditors.

° Uniformity of Social Audit procedures (i.e., standards) across
the various development programmes undertaken by the
Central Government.

Social Auditing in Corporate Sector

3.5 The concept of social auditing for corporates emerged from
the view that there was a moral case for businesses, in addition
to, reporting on their use of shareholders’ funds, to account for
their impact on social and natural environments. While accounting
instruments already existed for reporting financial performance,
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there was not any accounting for non-costable impacts, and it was
this that gave rise to modern social and environmental accounting.
However, there have been several instances of stocks of companies
taking a beating at bourses due to adverse social issues reported
despite having put up very satisfactory financial performance.

3.6 On aglobal scale, the relationship between social performance
and shareholders’ values is gaining wider acceptance as the voice
and influence of shareholders increases. The shareholders of
publicly traded companies, particularly the institutional investors of
pension and insurance companies, are becoming more concerned
about the social impact of the companies in which they invest.
These shareholders that act as financial intermediaries in the
economic system, are actively investing in ‘best-in-the-industry’
companies for their handling of social issues. The success and
growth of ‘green’ funds supports this view. In the United Kingdom’s
pensions market, draft government legislation requires all pension
funds to disclose the extent to which ethical and social
considerations have been taken into account in investment
strategies. There are significant efforts underway among
companies, as well as investors, to establish methodologies to
improve reporting of social and environmental performance.
Shareholders, who currently form opinions based largely on
historical financial evidence, may soon demand data verified by
major auditing firms using accepted standards as evidence of
continued social performance of the companies in which they invest.

3.7 Due to the larger interaction of the Indian and Global
economies and the growing propensity of global investments to
look towards India, it will not be long before the Indian corporates
feels the urge to adopt similar standards as their global counterparts
to reflect their “social” performance in their Annual reports. As
such companies, particularly, those that are being publicly traded
or have the intention of being so in the near future, need to have a
clear roadmap to move towards proactive accounting and reporting
on their social performance.
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3.8 In summary, the key drivers for Social Accounting and
Reporting, particularly on the environmental aspects, are as follows:

J There is a growing belief that social and environmental issues
represent a source of risk in terms of unforeseen (or
foreseen) liabilities, reputational damage, or similar risks.

. The ethical performance of a business, such as its social
and environmental impact, is increasingly becoming a factor
in decision to engage with these businesses in its resource
and product markets. This means, for example, that some
consumers will not buy from companies with unfavourable
ethical reputations (i.e., in product markets) and, in resource
markets, potential employees may use ethical performance
as a criterion in their choice of potential employer.

J An increasing number of investors are using social and
environmental performance as a key criterion for their
investment decisions.

Roadmap for Indian Corporates to Move
towards Social Accounting and Social
Auditing

3.9 The adoption of standards is the first step towards
institutionalization of Social Accounting. Irrespective of regulatory
requirements, Indian corporates have a clear case to adopt
voluntary Accounting and Reporting Standards on Social
Performance to enhance their equity in the investor community.
Indian corporates belonging to similar industries (that tend to have
similar Social and Environmental impacts) can adopt common
standards in these areas so that it is efficient and effective for
Social Auditors to assess their performance using those standards.

3.10 The corporate sector also has a specific role to play in the
demand side of Social Auditing. When standards of Social
Accounting and Reporting are adopted, the next step becomes the
independent assessment of performance with respect to the desired
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social impact — this will require the deployment of independent
audit following accepted auditing methodologies and standards.

The results of independent audit will communicate to the investors/
potential investors on the social equity of their investment and that
will ultimately be reflected in the stock price of the equity which
could vary significantly from the price that would be fetched by the
stock if measured only on the basis of financial performance.

Corporate Social Responsibility

3.11 1t is well established that the scope of Social Audit is not
limited to the audit of impact of corporate decisions and actions
that are designed to have a “social” impact (e.g., Corporate Social
Responsibility Programmes). The concept encompasses audit of
all activities of a business that has a direct or an indirect social
impact whether or not specifically designed to be so.

3.12 There are several reporting standards followed across the
globe for measuring the social impact of corporate actions in the
normal course of business so far as those are linked with its social
responsibility. Some of the well accepted Corporate Social Reporting
Standards are given below:

(i) Global Reporting Initiative (GRI) G3 Guidelines’

There are various sector supplements that have been issued by
the above body for reporting on various industry sectors like,
Financial Services, Metal and Mining, NGO sector, etc.

(i) Social Accountability International - SA 8000

Social Accountability 8000 (SA 8000) has been developed by Social
Accountability International (SAl). SA 8000 is promoted as a
voluntary, universal standard for companies interested in auditing
and certifying labour practices in their facilities and those of their
suppliers and vendors. It is designed for independent third party
certification.

! http://www.globalreporting.org/ReportingFramework/G3Guidelines.
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SA 8000 is based on the principles of international human rights
norms as described in International Labour Organisation Conventions,
the United Nations Convention on the Rights of the Child and
the Universal Declaration of Human Rights. It measures the
performance of companies in eight key areas: child labour, forced
labour, health and safety, free association and collective bargaining,
discrimination, disciplinary practices, working hours and
compensation. SA 8000 also provides for a social accountability
management system to demonstrate ongoing conformance with
the standard.

(iii) AA 1000 - Standard for Ethical Performance

Accountability 10008 (AA 1000) is the work of The Institute for
Social and Ethical Accountability (ISEA). ISEA (also known as
AccountAbility) is an international membership organisation, based
in the UK. It was formed to encourage ethical behaviour in business
and non-profit organisations. AA 1000 is promoted as a standard
for measuring and reporting of ethical behaviour in business.
It provides a framework that organisations can use to understand
and improve their ethical performance. It aims to assist an
organisation in the definition of goals and targets, the measurement
of progress made against these targets, the auditing and
reporting of performance and in the establishment of feedback
mechanisms.

(iv)  Triple Bottom Line Reporting® (TBL)

Triple bottom line accounting means expanding the traditional
reporting framework to take into account ecological and social
performance, in addition to financial performance. The triple bottom
line is made up of “social, economic and environmental”. The term
“people, planet, profit” phrase was coined for Shell by Sustainability.

? http://www.accountability.org.uk.
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There are various options available for corporates considering TBL
reporting, namely:

) Include environmental and social information in Annual
report

. Separate environment report or community report
° Separate environment and social report
. Combined environment and social report

e  Full TBL report.

Millennium Development Goals

3.13 The Millennium Development Goals (MDGs) are
international development goals that all 192 United Nations member
states and at least 23 international organizations have agreed to
achieve by the year 2015. There are 8 MDGs with 21 targets
(defined to make these goals measurable). These targets in turn
have one of more indicators that can be used to measure progress
against the MDGs. These indicators (Refer Appendix I) can also
serve the purpose of Social Accounting and Auditing as detailed in
the later chapters.

Apart from the financial audits carried out by the CAG of India in
respect of projects instituted by government agencies to support
Millennium Development Goals, there is a need for carrying out
Social Audits to complement the financial audits™.

° For some examples of TBL reports, refer:

* http://www.camelotgroup.co.uk/crreport2008/docs/Corporate_Responibility
Review_2008.pdf

» http://telstra.com.au/abouttelstra/corporate-citizenship/reporting-and-
performance/gri-index/

* http://www.bp.com/liveassets/bp_internet/globalbp/STAGING/global_assets/
e_s_assets/e_s_assets_2009/downloads_pdfs/bp_sustainability_review_
2009.pdf.

An example of how Social Audit process can support MDGs, refer

http://ridanepal.org, for a report on - Improving Local Service Delivery for the

MDGs in Asia: Education Sector in Nepal.
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Regulatory and Voluntary Codes
for Social Audit

4.1 There are no specific regulatory requirements for Social
Audits to be done as a mandatory measure for every organization
to assess its direct or indirect impact on society. This is true
internationally.

However, in various countries, including India, there are several
regulations or government policies that apply to various corporate
bodies, government and civil society organizations, to monitor the
implementation of which, audit in the nature of Social Audit may
be felt necessary from time to time. The policies and regulations
referred to here are those that govern/ define the social impact of
the objectives and activities of an organization. For example, a
Social Audit can be taken up by a consumer protection group to
assess the impact caused by a drug manufacturer on consumers
due to violation of certain manufacturing norms that are regulated.
Another such engagement could be done to check whether an
organization, in its process of production, has adhered to the
internationally/ nationally applicable Human Rights Code and assess
the impact of any violation of the same.

International Scenario

4.2 Inleading countries across the world, Social Audit is generally
not backed by regulatory mandate. This may be because the
appraisers of performance of corporate or government departments
have not realized the need for focusing on the social aspect of
their performance.

A secondary study conducted for the purpose of this guide reveals
that largely Social Audit is taken up by Civil Society organizations
that follow their own standards and train their own auditors to
conduct social audits under mandates from auditee orgnisations.
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Certain examples of endeavors to instituionalise Social Audit system
have been noted below.

4.3 In Brazil, the idea of publishing a Social Audit report by
corporates gained substance in June 1997 when Betinho, the
founder of Ibase, launched the campaign to make the concept of
Social Audit known. IBASE launched the Ibase/ Betinho Social
Audit Stamp which is offered to the companies that publish their
Social Audit results according to the model recommended by the
institution. lbase have made the quantitative indicators simple to
follow which has induced a large number of corporations to adopt
their model as a standard for Social Audit.

4.4 In the United Kingdom, Social Audit Network is set up as a
not-for-profit company limited by guarantee based in the UK with
an international membership including associate members based
in Australia, India and mainland Europe. They provide training
programmes for members of public who wish to function as
accredited Social Auditors.

Sedex is another such non - profit organization in the UK started
by a group of UK retailers and their first tier suppliers. These
businesses recognised a need to collaborate and drive convergence
in social audit standards and ethical self-assessment questionnaires.
Companies from all over the world have joined Sedex (
www.sedex.org.uk) to become members under various categories
for having their supply chain monitored for compliance with some
identified social indicators. Sedex in turn registers professional
Audit Agencies as part of its Associate Auditor group for conducting
Social Audit for its members and issuing reports.

45 There are several voluntary non - profit organizations that
have been set up that have defined some Social Accountability
and Auditing standards for assessing the social impact of
organizations in specific areas.
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Some such organizations are'':

° Social Accountability International

° The Business Social Compliance Initiative (BSCI)

° The International Social and Environmental Accreditation and
Labelling Alliance (ISEAL)

° The International Textile, Garment and Leather Workers’
Federation

° Joint Initiative on Corporate Accountability and Workers’
Rights (Jo-In)

. Inter Action Alliance

° The International Organization for Standardization (ISO)
° Transparency International

. The MFA Forum

° Cotton Made In Africa (CmiA).

Indian Scenario

46 A study was commissioned by the Planning Commission'? in
2005 on the assessment of the then status of Social Audit in
respect of the Panchayati Raj Institution (PRI) and for making
recommendations to make Social Audit a viable instrument for
sustainable programme delivery. This study brought to light several
deficiencies in India in the area of Social Audit.

Observations have been made by the Central Employment
Guarantee Council in its 11" meeting stating that the social audit

" Details of these organizations, their purpose and their Social Accountability
B and Audit Standards may be found in the web.
This study was conducted by Vision Foundation and the report was submitted
in 2005.
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process in respect of the Mahatma Gandhi NREGA scheme was
not effective, to this it has been recommended that Social Audit
should be “viewed as a tool for corrective measures and not